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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3465
94.102. 52. 10 Net her | ands 147.237.76. 197 e hinush.idf.il |Bock Np All _Net drop 1
91.121.79. 95 France 147.237. 76. 200 eitan.aka.idf.il |[B ock Wdp All Nets drop 1

106. 106. 30. 30 Tai wan 147.237.76.176 test.ncore.idf.i|L4 Source or Dest Port Zero drop 1
94.102. 49. 116 Net her | ands 147.237.76. 34 yohal an.idf.il |B ock Np Al Net drop 1
94.102. 52. 10 Net her | ands 147.237.76. 44 erefuah.idf.il |Bock Np Al _Net drop 1

195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address ‘Site |Sgna1 ure Devi ce Action |Oount

67.228.38. 74 Lhited Sates 147.237.77. 74 lawidf.il |[5670: HITP. SQ Injection (SELECT) B ock 4
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

|Signature

66. 249. 65. 65 147.237.72. 166 Lhited Sates aka idf.il ET SCAN NVAP -sA (2) 4
195. 34. 150. 18 147. 237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
188. 138. 25. 228 147. 237. 8. 50 France e tikshuv.idf.il ET SCAN Potential WNC Scan 5900- 5920 2
79.118. 230. 155 147.237.72. 14 Romani a dover.idf.il (ol d) ET SCAN Potential SSH Scan 2
67.228.38.74 147.237.77. 74 Wited Sates lawidf.il QA Injection - Select From 2
36.72.228.72 147. 237. 76. 196 I ndonesi a esvivaidf.il ET SCAN NVAP -f -sS 1
188. 138. 25. 228 147. 237. 8. 50 France e tikshuv.idf.il ET SCAN Potential SSH Scan 1
91. 218. 246. 103 147.237.8.14 Russi an Federation e.orchot.idf.il ET SCAN NVAP -sS wi ndow 1024 1
79. 118. 230. 155 147. 237. 72. 167 Romani a i shuri maka.idf.il ET SCAN Potential SSH Scan 1
36.72.228.72 147. 237. 76. 196 I ndonesi a e.svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
188. 138. 25. 228 147.237. 8. 50 France e.tikshuv.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
91. 218. 246. 103 147. 237. 8. 45 Russi an Federation eeitanidf.il ET SCAN NMAP -sS w ndow 1024 1
79.183. 58. 193 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
79. 118. 230. 155 147. 237.72. 156 Ronani a aman.idf.il ET SCAN Potential SSH Scan 1
36.72.228.72 147. 237. 76. 196 I ndonesi a e.svivaidf.il ET SCAN NMAP -sS w ndow 2048 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Signature Action ‘Count
162.243.37.178 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 120
66.249.65.65  |Lnited Qates 147. 237.72. 166 |aka. i of . i | Streamng Engi ne: TCP Inval id finvalid segnent retramsmission. | 60
Ret r ansni ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 36
85. 75.79. 141 QG eece 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 28
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 24
208. 115.113.89 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 24
117.239. 245. 130]I ndi a 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 20
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 14
185. 10. 125. 227 |Hungary 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 13
82. 205. 46. 146 glcisgiig;a” Territoryls 47 237.77. 216 |dover. i df . i1 drop Frst packet isn't SIN drop 12
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
139.162. 216. 112|lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
97.74.24.189 Lhited Sates 147.237.77. 216 |dover.idf .il drop Frst packet isn't SN drop 12
46.19. 85. 18 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 12
46.19. 85.18 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
198.58.102.95 |lLhited Sates 147.237.77. 216 |dover.idf .il drop Frst packet isn't SN drop 12
87.70.52.243  |israel 147. 237.72. 166 |aka i f i Streaning Engine: TP Invalid fimalid segnent retransmssion. | oo 12
Ret ransni ssi on Packet dr opped.
162.243.97.21 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
2.53. 154. 77 I srael 147, 237.72. 167 |i shurimaka i i | | SAM NG Engine: TCP I nval i inval i d segnent retransnissi on drop 12
Ret r ansni ssi on Packet dr opped.
162. 243. 104. 237|lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
194. 88. 154. 138 |Pol and 147.237.76.31 |nakchal .idf.il dr op SAMrul e drop 11
192.243.55.137 |Wited Sates 147.237.77.74 |lawidi. il Bad TCP sequence ﬂﬁtrﬁggﬁ?c;fth monitor |11
192. 243.55.136 |Uhited Sates 147.237.77.74 |lawidf il Bad TCP sequence ﬂe}'ﬂﬁtﬁ;jﬂgfth monitor |10
5. 43, 200. 139 glcisgii:;a” Territonyi 47 237.77. 216 |dover. i . i1 drop First packet isn't SWN drop 10
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop drop 10
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 10
192.243.55.129 |lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 10
157. 55. 39. 20 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
192. 243.55.129 |Uhited Sates 147.237.77.74 |lawidf il Bad TCP sequence cﬂ\:ﬁr\%;sx?c;gm monitor |9
149.78. 251. 156 |Israel 147.237.72. 166 |aka. i of . i | Streamng Engi ne: TCP Inval id finvalid segnent retramsmission | 9
Ret ransni ssi on Packet dr opped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 8
157.55.39.235 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
23.27.45. 231 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
192.243.55.132 |lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber moni t or 7
50. 87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
192. 243.55.129 |lhited Sates 147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 6
79.181. 139. 195 |Israel 147.237.72. 167 |i shurimaka i i | | SAM N Engine: TCP I nval i invali d segnent retransnissi on drop 6
Ret r ansni ssi on Packet dr opped.
41. 33.232. 66 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
176.13.9. 83 I'srael 147.237.77. 243 |rwvi e i i1 |/ ©AM NG Engine: TCP Invalid invalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dr opped.
192.243.55.138 |lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence noni t or 6
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
46. 19. 85. 18 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber aert 6
66.249. 64.233 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
192. 243.55.133 |UWited Sates 147.237.77.74 |lawidf il Bad TCP sequence ﬂe}'ﬂﬁtﬁ;jﬂgfth monitor |6
46. 19. 85. 18 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
131.253. 25. 240 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
192. 243.55.134 |UWhited Sates 147.237.77.74 |lawidf il Bad TCP sequence ﬂ;‘gﬁtﬁ;jg;?c;gth monitor |5
192.243.55.133 |lhited Sates 147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 5
2.53.34.210 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Action ‘Count
46. 19. 85. 85 | srael 147.237.0.19 |nadimatal .idf.il |Ostributed Suspicious Response Code B ock 38
66. 249. 64. 233 |Israel 147.237.77.216|dover . i df . il Mil ti pl e Unaut hori zed URL Access from 66. 249. 64. 233 B ock 5
. . Unaut hori zed URL Access to
77.125.123.130 |Israel 147.237.76.42 |refuah.idf.il vow refua. atal i of i1/ tenpl ates/ general /nobi | e B ock 5
. P .|Whaut hori zed URL Access to
110.53.183.62  |China 147.237.0.15 kosher -kravi . i df . ww kosher - kravi . i df . i | / shar ed/ user cont r ol s/ header upper / B ock 4
109. 253. 137. 121 ]I srael 147.237.0.19 |[madimatal .idf.il [Dstributed Suspicious Response Qode B ock 3
46. 19. 85. 181 | srael 147.237.77.243|nobi l e. i df . i | Uhaut hori zed LRL Access to nobile.idf.il/nekudot/index B ock 2
176.13.18. 93 I srael 147.237.0.19 |madimatal .idf.il |DOstributed Suspicious Response Code B ock 2
220. 255. 148. 142|9 ngapor e 147.237.77.216|dover.idf .l Dstributed Waut horized URL Access on waw idf.il/error.htm |B ock 1
. . Lhaut hori zed URL Access to
46. 19. 85. 234 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 421 styl el shar ed/ reset . css Bl ock 1
130. 185. 155. 74 |Sweden 147.237.77.216|dover.idf .il PHP Att enpt B ock 1
79.183.53.130 |Israel 147. 237.77. 216 |dover. i df . i | thaut hori zed LR. Access to . Bl ock 1
ww i df . i |/ tenpl at es/ cont act us/ nobi | e
. . Unaut hori zed URL Access to
66.249.65.231 |[Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx B ock 1
203.127.96. 202 |9 ngapore 147.237.77. 216 |dover.i df .|l Dstributed Unhaut hori zed URL Access on waw i df.il/error.htm |B ock 1
40.77.167. 28 Lhited Sates 147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to 147.237.76.31/robots. txt B ock
. . Unaut hori zed URL Access to
109. 253. 215.57 |l srael 147.237.77.233|atal .idf .il 147. 237.77. 233/ 1135- he/ at al . aspx Bl ock 1
68. 180. 231. 46 Lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i ||Unaut hori zed LRL Access to waw chi nuch. aka. i df.il/404. htm |B ock 1
46. 19. 86. 241 I srael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
130. 185. 155. 74 |Sweden 147.237.77.216|dover.idf .l Unaut hori zed URL Access to waw i df . i|/wp-1ogin. php B ock 1
83. 130. 106. 45 | srael 147.237.77.216|dover.i df . il Lhaut horized URL Access to waw idf.il/https:/wwidf.il/ Bl ock 1
66.249. 66. 118 [l srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to wanrefua. atal .idf.il/n B ock 1
203.127. 96. 247 |9 ngapore 147.237.77.216|dover.idf .l Dstributed Wnaut horized URL Access on waw idf.il/error.htm |B ock 1
Pal estinian Territory, . . Unaut hori zed URL Access to
46.18.17.136 |50 i e 147.237.77. 170 |m@ar achot . idf i1 |- i 11/ 71929. eg/ nar achot . aspx B ock 1
77.125.123.130 [Israel 147.237.76.42 |refuah.idf.il Ml ti pl e Uhaut horized URL Access from 77.125.123. 130 B ock
131. 253.25. 133 |thited Sates 147.237.77.216|dover. i df .il D stributed Lhauthori zed URL Access on wawidf.il/error.htm |B ock 1
. . Unknown Paraneter anp;t in
91.231.192. 149 Israel 147.237.72. 166 [aka. i df . i | wwy aka. i df . i | / mai n/ kapat z/ scri pt resour ce. axd None !
. . Unaut hori zed URL Access to
66.249.66. 123  |Israel 147.237.76.42 (refuah.idf.il 147. 237. 76. 42/ 994~ 9237- he/ r ef uah. aspx B ock 1
] . . . Paraneter Type Molation catld in
207. 46. 13. 24 Lhited Sates 147.237.0.34 |tikshuv.idf.il vy ti kshuv. i of i 1/si t e general . aspx Bl ock 1
130. 185. 155. 10 |Sweden 147.237.77.74 [lawidf.il PHP Att enpt B ock 1
66. 249. 65. 12 | srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
. . Unaut hori zed URL Access to
176.12.133.38 |[lIsrael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p_ st oragel f | es/ O/ 1740. png B ock 1
. . D stributed Unaut hori zed URL Access on
109. 67. 125. 181 [l srael 147.237.77.233(atal .idf.il 147, 237.77. 233/ 1135- hel at al . aspx Bl ock 1
’ . . Unaut hori zed URL Access to
68.180. 230.45 |Uhited States 147.237.76.42 |refuah.idf.il 147. 237. 76, 421 994- 9695- he/ r ef uah. aspx B ock 1
220.255.103.4 |9 ngapore 147.237.77.216|dover. i df .l Dstributed Unhaut hori zed URL Access on waw i df.il/error.htm |B ock
130. 185. 155. 10 |Sweden 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to v | aw i df.il/wp- I ogin. php B ock
. . Unaut hori zed URL Access to
79.176.53.127 [Israel 147.237.77.216|dover.idf .l vw i ot i1/t enpl at es/ art i cl ef nobi | e B ock 1
. . Lhaut hori zed URL Access to
66.249. 65.217 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ yohal an/ f or uns/ asp/ showf or um asp Bl ock 1
68.180.231.43 |lhited Sates 147. 237.77. 216 |dover . i df . i | thaut hori zed UR. Access to Bl ock 1

v i df i |/ engli sh/ news/ j eni nki | | ed/ stn
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