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|Top Attackers | n DDoS- Def ence |

04-22-2016-08:04:04 to 04-22-2016-09:04:04

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 7184
0.0.0.0 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 2004
94.102. 52. 10 Net her | ands 147.237.76. 42 refuah.idf.il Bock Np Al Net drop 1

185.94. 111. 1 Russi an Feder ati on 147. 237.76. 202 e halag.idf.il Block Udp All Nets drop 1

104. 255. 70. 247 Lhited Sates 147.237.76. 39 nobile.neitav.idf.il |Bock Np All _Net drop 1

167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1

94.102. 49. 116 Net her | ands 147.237.76.176 test.ncore.idf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

|Target Addr ess Attacker Qountry Ste

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 66. 17 147.237.77. 226 Lhited Sates v chanat z. aka. i df . i | ET SCAN NVAP -sA (2) 2
80. 82. 78. 38 147.237.77. 170 Net her | ands nmaar achot . i df . i | ET SCAN NMAP -sS wi ndow 1024 1
31.210. 74. 226 147. 237. 72. 166 Tur key aka.idf.il ET SCAN Potential SSH Scan 1
13.92. 178. 142 147.237.8. 14 Lhited Sates e.orchot.idf.il ET SCAN NVAP -f -sS 1
101. 200. 82. 129 147. 237.76. 39 Chi na nobi | e. nei tav. i df.il ET SCAN NMAP -sS wi ndow 1024 1
72.9.148.10 147.237.77. 216 Lhited Sates dover.idf.il portscan: TCP D stributed Portscan 1
31.210.74. 226 147.237.77. 216 Tur key dover.idf.il ET SCAN Potential SSH Scan 1
13.92.178. 142 147.237.8. 14 Lhited Sates e.orchot.idf.il ET SCAN NMAP -sS wi ndow 2048 1
146. 0. 79. 211 147. 237.77. 170 Net her | ands nmar achot . i df .i | ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |[Ste Signature
Sreamng Engine: TCP Invalid i i SSi
66.249.65.65 |Wited Sates |147.237.72. 166 |aka idf.il 9 =g Invalid segnent retransmssion. drop 72
Ret ransni ssi on Packet dropped.
82.145.217. 177 |Europe 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 32
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 32
82.145.217.177 |Europe 147.237.77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 23
79.178. 210. 220 |lsrael 147.237.72. 167 |i shuri maka.i of . i [dr op First packet isn't SYN drop 20
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 18
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 18
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 14
198.58.102.95 |lLhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
66. 102. 6. 188 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 9
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 9
95. 86. 104. 64 I srael 147.237. 72. 156 |aman. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 9
185.99.32.7 Lebanon 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf .il drop drop 8
; . . SYNPAXK retransmit with different .
192. 243.55.133 |lLhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence wi ndow scal e noni t or 7
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
reamn ine: TCP Invali i i ssi
79.179.31.209 |Israel 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP alid invalid segnent retransnission, drop 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66. 249. 93.249  |Europe 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
92.247.181.29 |Bugaria 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Sreaming Engine: TCP Invalid i i ssi
31.154. 161. 101 |Israel 147.237.72. 166 |aka i f . 9 =9 Invalid segnent retransmssion. -y 6
Ret ransni ssi on Packet dropped.
192.243.55. 133 |Uited Sates |147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
54.72.0.55 Ireland 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
192.243.55.133 |Whited Sates  [147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber noni t or 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
207. 46. 13. 57 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
185. 3.147. 247 |l srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber nonitor |4
40. 77. 167. 91 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
192.243.55.131 |wnited Sates  [147.237.77.74 |[lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
208. 115.113. 89 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
192.243.55.131 |lhited States  |147.237.77.74 [lawidf. il Bad TCP sequence SINAK retransmt with different | o por |
w ndow scal e
Sreaming Engine: TP Invalid i i ssi
66.249.88.230 |[lnited Sates  |147.237.72. 166 |aka i df . il 9 =g Invalid segnent retransmssion. -y 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi
66.249. 93. 180  |Europe 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
Sreaming Engine: TP Invalid i i ssi
84.228.205.32 | srael 147.237.72. 166 |aka i f . 9 =g Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.
reaning BEngine: TCP Invali i i ssi
77.127.170.42  |israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid finvalid segnent retransnissi on. drop 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TP Invalid i i ssi
109. 65. 227. 125 |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. -y 3
Ret ransni ssi on Packet dropped.
reaning BEngine: TCP Invali i i ssi
2.53. 40, 102 I'sr ael 147.237.72. 166 |aka. i df . i Streamng Engi ne: TCP Invalid  invalid segnent retransnission drop 3
Ret ransmi ssi on Packet dropped.
192.243.55.135 |Wited Sates  [147.237.77.74 [lawidf.il Bad TCP sequence SINAK retransmt with different |y o |3
w ndow scal e
Sreanming Engine: TCP Invalid i i Ssi
31.154.85.138 | srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.183.53.231 | srael 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi
2.53.161.211  [israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
176.13.6.239  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.
Russi an . o Streaming Engine: TCP Invalid |invaid segnent retransnission.
130.193. 37. 16 eration 147.237.0.34 [tikshuv.idf.il Ret r ansmi ssi on Packet dr opped. drop 3
118.173. 135. 239(Thai | and 147.237.72. 166 |aka.i df . il dr op First packet isn't SN drop 2
192.243.55.130 |Uited Sates |147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
157.55.39.189 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
192. 243.55.133 |lhited Sates 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 2
192.243.55.131 |wited Sates  [147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACGK nunber noni t or 2
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.13. 6. 239 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
66. 249. 64. 233 |Israel 147.237.77. 216 |dover . i df .i | Mil ti pl e Unaut hori zed URL Access from 66. 249. 64. 233 B ock 5
109. 66. 57. 253 |l srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
185.3.146.212 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.53.38. 80 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 2
79.176.102.12 [israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
156. 196. 6. 75 Egypt 147.237.77.216|dover . i df . i | Lhaut hori zed URL Access to wawidf.il/arr/ B ock 2
68.180. 229, 241 [United Sates [147.237. 7. 176 [nat pash. i df . | magﬁg; pe M loigéé_o;efggngfnaisgx B ock 1
66. 102. 6. 188 Lited Sates [147.237.77.216|dover.idf.il Ostributed Whaut hori zed URL Access on waw i df.il/error. htm B ock 1
74.82.47.2 Lhited Sates |147.237.0.19 |nadi matal .idf.i[Wauthorized URL Access to 147.237.0. 19/ B ock 1
109. 253. 129. 105|l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
66. 102. 6. 191 Uited Sates [147.237.77.216|dover.idf.il Ostributed Whaut hori zed URL Access on waw i df.il/error. htm B ock 1
199.30.25. 143 |Uited Sates [147.237.77.216|dover.idf.il Ostributed Waut horized LRL Access on waw idf.il/error.htm B ock 1
40.77. 167. 25 Lhited Sates |147.237.72.166|aka.idf.il Unknown Paraneter tmin ww aka.idf.il/main/gi yus/ None 1
84.108.51.124 I srael 147.237.72. 166 |aka. i df . i | mngk‘“;iﬁr'?w;g nf;;gﬁﬁt;a?gff&hﬁ;‘?phsam”w' 09 in None 1
40.77.167.91 Lhited Sates |147.237.77.216|dover.idf .il O stributed Lhauthori zed URL Access on waw idf.il/error.htm B ock 1
157.55.39.189 |lnited Sates |[147.237.77.216|dover.idf.il Ostributed Wnaut hori zed URL Access on waw idf.il/error.htm B ock 1
66.249.65.217 |lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ ei tan/ | i st page/ Bl ock 1
85. 64.242.113 |[Israel 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to waw i df.il/tenpl ates/articl e/ mobile B ock 1
40.77.167.105 [thited Sates [147.237.77.176|matpash.idf.il [Wauthorized LR Access to 147.237.77.176/ robots. t xt Bl ock 1
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