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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

|Signature

|Device Action |Count|

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |TQP handshake viol ation, first packet not syn drop 10036
64. 46. 23. 242 Canada 147.237.77. 216 dover.idf.il |TQP handshake viol ation, first packet not syn drop 4417
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il |HTTP-M SG Sl owl ori s- DC5- Var 1 dest - r eset 10
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - r eset 2

66. 240. 219. 146 Lhited Sates 147.237.76. 196 e.sviva.idf.i|B ock Wdp Al Nets drop 1
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|Top Attackers In IPS|

At t acker

At acker

Country

’Tar get Address

Site

Sgnature

Wl nerability

67.228.38.74 |Lhited Sates  [147.237.77.74[law i df .i | 5670. HTTP. SQ Injection (SELECT) B ock
ile.neitav.idf.i : - i
210. 72. 142. 101 |Chi na 147. 237.76. 39 mobi | . mei tav. idf. 7|16798: HTTP: GW Bash HTTP Header Remote Code Execution B ock
| Vil nerability
210. 72. 142. 101 |cni na 147.237.0.19 |nadimatal .idf.il [*6798 HITP G\U Bash HITP Header Remote Code Execution B ock
Wl nerability
210. 72. 142. 101 |chi na 147.237. 76. 31 |nakchal . i df .i | 16798: HITP. G\ Bash HTTP Header Renote Code Execution B ock
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|Top Attackers In |D|

Target Address

At acker

Signature

Count ry
67.228.38.74 |147.237.77.74 |Uited Sates  |[lawidf.il S Injection - Select From 6
1.224.251.8  |147.237.76. 199 O'?rea' Republ TC | ochal i df i ET SCAN Potential SSH Scan 2
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
1.224.251.8  |147.237.76.31 Okfrea' Republ i C | ychal i d il ET SCAN Potential SSH Scan 2
69.175.85. 2 147.237.76.39 |lLhited Sates nobi | e. neitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
1.224.251.8  |147.237.76.176 Okfrea' Republ i€ 1 oot ncoreidf. il ET SCAN Potential SSH Scan 1
_ o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
69. 175. 85. 2 147.237.76.38 |lLhited Sates eeneitav.idf.il . 1
Potential Scan or Brute Force
1.224.251.8  |147.237.76.86 Okfrea' RepUbITC | oy i i1 ET SCAN Potential SSH Scan 1
58.218.211. 11 |147. 237. 76. 200 |Chi na eitan aka.idf.il ET SCAN Potential SSH Scan 1
1.224.251.8  |147.237.8.28 Okfrea' RepUDI T C o i | ks, i i ET SCAN Potential SSH Scan 1
. . N ET VB SERVER Possi bl e bash shel | piped to dev tcp I nbound to
210. 72. 142. 101 |147. 237. 76. 39 |Chi na nobi | e.neitav.idf.il — 1
VWbSer ver
58.218.211.11 |147.237.0.16 [China ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
1.224.251.8  |147.237.0.16 Okfrea' Republic | o \osher-kravi.idf.il |ET SCAN Potential SSH Scan 1
_ _ L ET VBB SFRVER Possi bl e bash shel | piped to dev tcp I nbound to
210.72. 142. 101 |147.237.0.19 [Chi na nadi matal .idf.il — 1
WebSer ver
Russi an ] ) ) .
46. 8. 45. 97 147.237.8. 27 . e.nadimatal .idf.il ET SCAN Potential SSH Scan 1
Federati on
46. 8. 45. 97 147.237.0.200 |RSSian i df | ET SCAN Potential SSH Scan 1
T ) ) s Feder ati on ’ !
104. 214. 73. 227 |147.237.8.50 |lnited Sates e tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
46. 8. 45. 97 147.237.0. 15 RF;Z::I’} o kosher -kravi .i df . i ET SCAN Potential SSH Scan 1
69. 175. 85. 2 147.237.76.86 [Lhited Sates navy. i df.il ET SCAN Potential VWNC Scan 5900- 5920 1
13.82.25.17 147.237.77. 226 |hited Sates waw chanat z. aka. i df . i1 [ET SCAN NVAP -sS wi ndow 3072 1
69. 175.85. 2 147.237.76.39 |lLhited Sates nobi | e. neitav.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
1.224.251.8  |147.237.76.177 Okfrea' Republic | e idf.il ET SCAN Potential SSH Scan 1
69.175.85. 2 147.237.76.38 |lhited Sates eeneitav.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
1.224.251.8  |147.237.76. 147 Okfrea' RepUDITC i ruch. aka. i i ET SCAN Potential SSH Scan 1
58.218.211.11 |[147.237.76. 198|Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
1.224.251.8  |147.237.0.34 Okf'ea' RepubliC 14w, i of i ET SCAN Potential SSH Scan 1
. e ET VBB SERVER Possi bl e bash shel | piped to dev tcp I nbound to
210. 72. 142. 101 |147.237.76.31 |China nakchal .idf.il —
VbSer ver
58.218.211.11 |[147.237.0.15 |China kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
_ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
201.200.19. 78 [147.237.8.28 |Qsta Rca e.nobi | e-ks.idf.il ) 1
Potential Scan or Brute Force
Russi an . . .
46. 8. 45. 97 147.237.8. 14 Fedor ot i on e.orchot.idf.il ET SCAN Potential SSH Scan 1
185.130.5.86  [147.237.77. 121 |Lithuani a e navy.idf.il ET SCAN Potential SSH Scan 1
Russi an . ) .
46.8.45.97 147.287.0.85 |0 ~ion akavs. i df . i ET SCAN Potential SSH Scan 1
82.117. 208. 243 |147. 237. 77. 176 nat pash. i df . i | ET SCAN NVAP -sS w ndow 1024 1
13.82.25. 17 147.237.77. 226 |hited Sates waw chamat z. aka. i df .i | [ET SCAN NVAP -sS wi ndow 4096 1
69.175.85. 2 147.237.76.42 |lthited Sates refuah.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature Acti on ‘Count
66.249.65.65 |United Sates 147. 237.72. 166 |aka. i f . i1 Streaning Engine: TCP Invalid |invalid segnent retransmssion. |, 120
Ret ransm ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 34
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 28
54.72.0.55 Ireland 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 16
222.124.141. 242l ndonesi a 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
40.77.167.42  |uwiited Sates 147, 237 76. 200 |eitan. aka i i1 || SN NG Engine: TP Invalid finvalid segnent retransnissi on drop 12
Ret r ansn ssi on Packet dr opped.
88. 167.248. 145 |Rance 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
157.55.39.64  |Wnited Sates 147. 237.76. 200 [ei tan aka i i1 | €M NG Engine: TCP Inval id finvalid segnent retransnission. drop 12
Ret r ansni ssi on Packet dr opped.
54.72.73. 168 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
109. 186. 41. 37 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 10
66.249. 64.182 |Uited Sates 147, 237, 76. 147 |chi nuch.aka i of 1| .| ST N9 Enginex TP I nval id finval id segnent retransmission. | oo 9
Ret r ansm ssi on Packet dr opped.
172.56. 42. 89 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
68.180.231.43 |lWhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 7
157.55. 39. 23 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 7
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
108. 206. 252. 155|lhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 6
207.46.13.98  |Wited Sates 147, 237.76. 200 |ei tan aka i o i1 | " €A NG Engine: TCP Inval id finval id segnent retransnissi on. drop 6
Ret r ansn ssi on Packet dr opped.
66.249.64. 187 |Wnited Sates 147. 237, 76. 147 |chi nuch aka i of 1| | S NG Engi ne: TCP Inval i'd finval i d segnent retransnissi on. drop 6
Ret r ansn ssi on Packet dr opped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
157.55.39.194 |lLhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
50. 116. 30. 23 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 6
166. 137.252. 58 |Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
157. 55. 39. 57 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 5
192.243.55.132 |lhited Sates 147.237.77. 74 |lawidf.il Bad TCP sequence Invalid ACK nunber monitor |5
137.28.230.94 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
213. 246. 49. 97 France 147.237.77.233|atal .idf.il dr op SAMrul e drop 4
131.253.25.240 |Wited Sates 147, 237.76. 200 |ei tan aka i o i1 |} SAM NG Engine: TCP Inval i d finvalid segnent retransnission. |, op 4
Ret r ansm ssi on Packet dr opped.
41.33.231. 90 Egypt 147.237. 77. 216 |dover. i df .i | dr op drop 4
212.33.115. 82 g‘ilcisgii:;a” Territor, 47, 237. 77. 216 |dover. i of . i drop First packet ismt SWN drop 4
172.56. 42. 89 Lhited Sates 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
149. 78. 154. 69 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 4
192.243.55. 137 |lhited Sates 147.237.77. 74 |lawidf.il Bad TCP sequence Invalid ACK nunber nonitor |4
199.30.24.64  |Wited Sates 147. 237.76. 200 [ei tan aka i i1 |} €M NG Engine: TCP Inval id finval id segnent retransnission. drop 4
Ret r ansni ssi on Packet dr opped.
192.243.55.132 |lhited Sates 147.237.77.74 |lawidf.il dr op First packet isn't SN drop 4
110. 84. 24. 164  |Chi na 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
192. 243.55.137 |Uhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence wﬁrﬁggﬁ:c; ‘é“ th moni tor |4
192. 249. 66. 247 |Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 3
178. 255. 215. 87 |France 147.237.72. 166 |aka.i df . Streamng Engi ne: TCP Inval id invalid segnent retransnission. drop 3
Ret r ansni ssi on Packet dr opped.
192.243.55. 137 |lhited Sates 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
66.249.73.132 |Wnited Sates 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
192.243.55.132 |lhited Sates 147.237.77.74 |(lawidf.il Bad TCP sequence Invalid ACK nunber alert 3
66. 249. 64. 41 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2
82.117. 208. 243 147.237.77.176 |nat pash.idf . il SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
192.243.55. 137 |lhited Sates 147.237.77. 74 |lawidf.il Bad TCP sequence Invalid ACK nunber alert 2
192.243.55.132 |lhited Sates 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 2
192.243.55.132 |lhited Sates 147.237.77.74 |(lawidf.il Bad TCP sequence noni t or 2
207.46.13.171 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
66.249. 64. 233 |l srael 147.237.77.216|dover. i df .i | Mil tipl e Unhaut horized URL Access from 66. 249. 64. 233 B ock 6
213. 251. 182. 103|France 147.237.77. 176 |nat pash. i df . i | mué:;t'.zichj#ﬁsfgf;s;;gz” | esi O s 2622000 3410, . s Bl ock 3
104. 152. 185. 185|Uhited Sates [147.237.77. 176 |mat pash. i df . i | [Mil tipl e Unauthorized URL Access from 104. 152. 185. 185 B ock 2
42.96.140.102 [China 147.237.77. 176 |mat pash. i df . i | |PHP Attenpt B ock 2
208.115.113.82 [lWited Sates [147.237.0.34 |tikshuv.idf.il [Uhauthorized URL Access to tikshuv.idf.il/sitel unsel ecat bl e. aspx B ock 2
82. 117. 208. 243 147.237.77. 176 |mat pash. i df . i | |Waut hori zed URL Access to / Bl ock 1
66. 249. 64. 41 | srael 147.237.77.216|dover. i df . i | Mil tiple Unaut hori zed URL Access from 66. 249. 64. 41 B ock 1
66.249. 66. 123  [Israel 147.237.76.42 |refuah.idf.il [Unauthorized URL Access to 147.237.76. 42/ robots. t xt B ock 1
213.133.110. 35 |Ger many 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod HEAD for waw aka. i df .i|/brothers/skira/default.asp |B ock 1
85. 65.183.235 |[lIsrael 147.237.72. 166 [aka. i df . i | Unaut hori zed Method HEAD for waw aka. i df .il/mai n/ sachar/ Bl ock 1
66.249.64.41  |Israel 147. 237.77. 216 |dover . i df . i | m“it;f‘m ﬂegt ;ﬁ]‘ at/?f)‘;‘;si:; 1i ng/ course. phot 05, asp B ock 1
104.152. 185. 185|Wited Sates  [147. 237. 77. 176 |nat pash. i df . i | muégg;t' .Zied(:.%ticn;f;set;new e | . 85 Bl ock 1
68.180.231.43 |lhited Sates |147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin vwwy i df . i|/1395- en/ dover. aspx B ock 1
42.96.140.102  |Chi na 147.237.77. 176 [mat pash. i df . i | |Mil tipl e Unaut hori zed UR. Access from 42.96.140. 102 Bl ock 1
88.73.5.16 Ger many 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to www i df.il/894-en/i df gdover. aspx Bl ock 1
207.46. 13. 98 Lhited Sates [147.237.76.200|ei tan. aka. i df . ifunknown Paraneter lang in ww ei tan. aka.idf.il/1103-en/ ei t an. aspx None 1
68.180.231.61 |lLhited Sates [147.237.72.156 |anan.idf.il Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
89. 139. 129. 36 | srael 147.237.77. 176 [nat paSh idf.il|Miltiple Unauthorized URL Access from 89.139. 129. 36 B ock 1
66.249. 65. 224 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ snal i i showbi g. aspx |Bl ock 1
207.46.13.171 |Lhited Sates [147.237.77.216|dover.idf .il [Wauthorized URL Access to wawnidf.il/error.htm B ock 1
69.58.178.57  [lhited Sates |147.237.77. 176 |mat pash. i df . i | Mmm:v“é:é’;tilziz?.%Sﬁggzlsu;:momml of header upper Bl ock 1
42.96.140.102 |China 147.237.77. 176 |mat pash. i df . i | |Uhaut hori zed URL Access to ww cogat. i df .il/xmrpc. php B ock
89.139.129.36 |lsrael 147.237.77. 176 |nat pash. i df . i | |Uhaut hori zed URL Access to wmn cogat.idf.il/tenpl ates/ general / nobil e B ock 1
66.249. 65. 231 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ r obot s. t xt B ock 1

04-22-2016-06:04:07 to 04-22-2016-07:04:07




