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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 9380
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 4
120. 132. 50. 135 Chi na 147.237. 76. 147 chinuch. aka.idf.il |bl ock-sp-trafl forvard 4
204. 42. 253. 2 Lhited Sates 147. 237.76. 42 refuah.idf.il Block Np Al Net drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 44 e.refuah.idf.il B ock Np Al Net drop 2
142. 0. 41. 223 Lhited Sates 147.237. 76. 199 e. nakchal .idf.il B ock Wp Al _Nets drop 1
185.94.111. 1 Russi an Federation 147.237.76. 39 nobi | e.neitav.idf.il|B ock_ Udp Al _Nets drop 1
142.0. 41. 223 Lhited Sates 147.237.76. 196 e.sviva.idf.il B ock_Wp Al _Nets drop 1

85. 25. 43. 94 Ger nany 147.237.76. 199 e. nakchal .idf.il Bock Np Al Net drop 1
192. 243. 55. 136 Lhited Sates 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 1
142. 0. 41. 223 Lhited Sates 147.237.76. 197 e. hinush.idf.il B ock Wp Al Nets drop 1
91.217. 164. 102 France 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
142. 0. 41. 223 Lhited Sates 147.237.76. 198 e.yohal an.idf.il B ock_UWp Al _Nets drop 1
185.94.111.1 Russi an Federati on 147.237.76. 38 e.eneitav.idf.il B ock_Up Al _Nets drop 1
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|Top Attackers In |D|

‘Target Address ‘Attacker Qountry

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 2
69. 175. 85. 2 147.237.76.31 |wited Sates nakchal .idf.il |ET SCAN Potential SSH Scan 2
40.114.42.13 |147.237.76.86 |UWited Sates navy. i df.il ET SCAN NMAP -sS wi ndow 1024 1
104. 43.14. 234 |147.237.0.19 |Uhited Sates nadi matal .idf.i|ET SCAN Potential SSH Scan 1
81.169.171.4 |147.237.76.42 |Germany refuah.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
69. 175. 85. 2 147.237.76. 42 |Lited Sates refush.idf.il  |ET SCAN Potential SSH Scan 1
i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
46. 225. 116. 166 |147. 237. 0. 19 'Fézﬂbn'i'?'fm i matal i S T Foré'e 1
40.114.42.13  |147.237.76.86 [Lhited Sates navy.idf.il ET SCAN Potential SSH Scan 1
212.129. 15. 245 [147. 237. 72. 217 |France eidf.il ET SCAN NMAP -sS wi ndow 1024 1
175. 253. 55. 199 [147.237.0.34 |Korea, Republic of [tikshuv.idf.il ET S}AN Behavi oral Lhusual ly fast inbound Telnet Connections, 1
Potential Scan or Brute Force
81.169.171.4 |147.237.76.42 |[Ger many refuah.idf.il |ET SCAN NVAP -sS wi ndow 3072 1
80. 82. 78. 38 147.237. 77. 227 [Net her | ands ehamaz.idf.il |ET SCAN NVAP -sS w ndow 1024 1
69. 175. 85. 2 147.237.76.38 |Wited Sates eeneitav.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
69. 175. 85. 2 147.237.76.30 |Wnited Sates hinush.idf.il  [ET SCAN Rapi d POP3 Gonnections - Possible Brute Force Attack 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Addr ess ‘Ste ‘Slgnature Action ‘Count
Sreamng Engine: TCP Invalid i i SSi
66.249.65.65  |Uited Sates  |147.237.72. 166 |aka idf il 9 =g Inval i d segnent retransmssi on. drop 78
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
77.125.99.117 |israel 147. 237. 76. 200 |ei tan. aka. i of . i 9 =g nval i d segnent retransmssi on. drop 24
Ret r ansn ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 22
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 20
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 18
Sreamng Engine: TCP Invalid i i SSi
2.53.129.191  |Israel 147. 237. 76. 200 |ei tan. aka. i of . i 9 =g nvalid segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
102.243.55.138 |Whited Sates  [147.237.77.74 [lawidf.il  |Bad TCP sequence SNAXC retransmt wih different | ovor |7
W ndow scal e
68.180.231.43 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 7
192.243.55. 131 |Uited Sates 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
50. 87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 6
50. 116. 30. 23 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 6
reamn ine: TCP Invali i i Ssi
213.151.32. 163 |Israel 147, 237.77. 243 |rabi e i o1 | €AM NG Engine: TCP Invalid - Jinvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
192.243.55.137 |tited Sates  |147.237.77.74 |lawidf.il  |Bad TCP sequence SINeAX retransmt with different | oo o
W ndow scal e
66. 249. 64. 233 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 5
192.243.55.135 [Whited Sates  |147.237.77.74 [lawidf.il  |Bad TOP sequence SINRAK retransmt with different | o0 g
) s ) T ) a w ndow scal e
209.37.96.5 Lhited Sates  [147.237.77.216|dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect
192.243.55.133 |[Wnited Sates  |147.237.77.74 [lawidf.il Bad TCP sequence Invalid ACK nunber noni t or
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
102.243.55.132 |Whited Sates  [147.237.77.74 [lawidf.il  |Bad TCP sequence SNAXC retransmt wih different | oo |5
W ndow scal e
} sl SYNHAK retransnit with different .
192.243.55.136 |Lhited Sates  |147.237.77.74 [lawidf.il Bad TCP sequence v ndow scal 6 noni t or 5
192. 243.55. 129 |Uited Sates 147.237.77.74 |[lawidf.il SYN At tack SYN -> SYN-ACK -> Ti nmeout rej ect
192.243.55.132 |Wnited Sates  |147.237.77.74 [lawidf.il Bad TCP sequence Invalid ACK nunber noni t or
192.243.55.129 |thited Sates  |147.237.77.74 |lawidf.il  |Bad TCP sequence SINeAX retransmt with different |, 4o |4
W ndow scal e
192.243.55. 137 |Wited Sates  |147.237.77.74 [lawidf.il Bad TCP sequence Invalid AGK nunber noni t or
192.243.55.132 [Wnited Sates  |147.237.77.74 [lawidf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect
102.243.55.130 |Whited Sates  [147.237.77.74 [lawidf.il  |Bad TCP sequence SINeAX retransmt with different | oo |y
W ndow scal e
192.243.55.129 [Wnited Sates |147.237.77.74 [lawidf.il drop First packet isn't SN drop
91.217.164.102 |Fance 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
192.243.55.131 |lhited Sates  [147.237.77.74 |lawicf.il  |Bad TCOP sequence SNAXC retransmt wih different | oior s
W ndow scal e
192.243.55.131 |lhited Sates 147.237.77.74 |lawidf.il drop Frst packet isn't SN drop
192.243.55.132 |lhited Sates 147.237.77.74 |(lawidf.il dr op Frst packet isn't SYN drop
192. 243.55. 137 |lhited Sates 147.237.77.74 |(lawidf.il dr op Frst packet isn't SN drop
Russi an . . |Streaming Engine: TCP Invalid Invalid segnent retransnission.
130.193.51.91 ration 147.237.76.200 |eitan. aka.idf .| Ret 1 ansni ssi on Packet dr opped. drop 3
192. 243.55. 130 |Uited Sates 147.237.77.74 |[lawidf.il SYN At tack SYN -> SYN-ACK -> Ti nmeout rej ect 3
Russi an . . |Streaming Engine: TCP Invalid Invalid segnent retransmssion.
141.8.142.1 Federat i on 147.237.76. 200 |ei tan. aka. i df . i Ret 1 ansni ssi on Packet dr opped. drop 3
192. 243.55. 133 |Uited Sates 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber alert 3
192.243.55. 131 [Wnited Sates  |147.237.77.74 [lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 3
Sreamng Engine: TCP Invalid i i ssi
2.53.153.169  |Israel 147.237.72. 166 |aka i df .i 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi
66.102.8.200  |[lhited Sates  |147.237.72. 166 |aka i of il 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
192.243.55.137 |Wnited Sates  |147.237.77.74 [lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
91.223.89.57  |Wkraine 147.237.77.233|atal .idf.il  |Bad TOP sequence SN retransmt wth different monitor |3
W ndow scal e
192.243.55.133 [Wnited Sates  |147.237.77.74 [lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 3
69. 175. 85. 2 Lhited Sates  [147.237.76.44 |e.refuah.idf.illGeo-1 ocati on enf or cenent Geo-l ocati on inbound enf orcenent |[drop 3
192.243.55. 131 |Uited Sates 147.237.77.74 |[lawidf.il Bad TCP sequence Inval i d ACK nunber alert 3
205. 197. 242. 163|Whited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 3
192.243.55.129 |Whited Sates  |147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber noni t or 3
102.243.55.133 |Whited Sates  [147.237.77.74 [lawidf.il  |Bad TCP sequence SNAXCretransmt wih different | oior |3
W ndow scal e
192.243.55.132 [hited Sates  |147.237.77.74 [lawidf.il Bad TCP sequence Inval i d AGK nunber aert 2
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|Top Attackers In V\AF|

At acker

Devi ce

ountry ‘Target Address |Site Sgnature Acti on ‘Count
66. 249. 64. 233 |l srael 147.237.77.216|dover. i df .i | Mil ti pl e Unaut hori zed URL Access from 66. 249. 64. 233 Bl ock 21
) . . Uhaut hori zed URL Access to
208. 115.113. 88 [Lhited States |147.237.76.86 |navy.idf.il navy. i df . i1/ gi yus/ f or und asp/ show or um asp Bl ock 7
178.137.93. 24 |krai ne 147.237.77.74 [lawidf.il Ml tipl e Unauthori zed URL Access from 178. 137. 93. 24 B ock
208.115.113. 88 |Lhited Sates |147.237.76.86 |navy.idf.il Ml tipl e WLnhaut horized URL Access from 208.115. 113. 88 B ock
Unhaut hori zed URL Access to
192.243.55. 133 |Lhited Sates [147.237.77.74 |lawidf.il v | aw i df . il /tenpl ates/ getfil e/ getfile. aspx?fil enane=xgf Sb3nol wvy3n |B ock 1
cdghpa2f cdhphdm t xdewodcuzg9j & nf ocent eri t en¥t r ue
120. 132. 50. 135 |Chi na 147.237.76. 147 [chi nuch. aka. i df .i| |Whaut horized URL Access to www qunar. coni 894- he/ chi nuch. aspx B ock 1
Unaut hori zed URL Access to
. . www cogat . i df . i | /sip_storage/ fil es/ 5/ 2925. pdf &ed=0ahukewj 71o0i 6nah
31.13.109. 122 |irel and 147.237.77. 176 |nat pash. i df . i | mahxki r okhuwdbl 8qf gggnagausg=af qj cnhwuvsj dnht hbevghj pshl myv Bl ock 1
xgqé&si g2=5¢2-ii - b2_k8ug7mij x35g
178.137.93. 24 |krai ne 147.237.77.74 [lawidf.il PHP Attenpt B ock 1
91. 223. 89. 57 Lkrai ne 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
203.219. 157. 44 |Australia 147.237.72. 166 [aka. i df . i | Ill1egal Byte Qode Character in URL /nai n/ giyus/ [[#11]]general . aspx B ock
145, 255. 1. 48 :3;:1' on 147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation catld in wwtikshuv.idf.il/sitelfag. aspx B ock 1
66.249. 64. 108 |l srael 147.237.77. 216 [dover . i df . i | Unaut hori zed URL Access to 147.237.77.216/ B ock 1
178.137.93. 24 |krai ne 147.237.77.74 [lawidf.il Unaut hori zed URL Access to v | aw i df.i|/xmrpc. php B ock 1
91.223.89.57 |Wkraine 147.237.77.235|sviva.idf .i | Unaut hori zed URL Access to www hagnas. atal .idf.il/hnapl/ B ock 1
207.46.13. 144 |Wited Sates [147.237.77.233|atal .idf.il D stributed Lhauthori zed URL Access on 147.237.77. 233/ B ock 1
Unhaut hori zed URL Access to
157.55.39. 77 |Whited Sates [147.237.77.74 |lawidf.il wn | aw i df . i | /tenpl at es/t enpl at econt rol s/ news/ si p_st orage/ fi | es/ 6/ 144 |Bl ock 1
6. pdf /
66. 249. 64. 159 |l srael 147.237.77.74 [lawidf.il Unaut hori zed URL Access to www nag. i df . i|/993/ pat zar . aspx B ock 1
, m ny- kosher - kr avi . .
184.105. 139. 67 |Lhited Sates |147.237.0.17 df il Unaut hori zed URL Access to 147.237.0. 17/ B ock 1
93.160. 60. 22 |Denmar k 147.237.77. 216 |dover.idf . il Uhaut hori zed LRL Access to waw i df.il/newsite/english B ock 1
157.55.39. 194 [Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to www i df.il/894-en/idf gdover. aspx B ock 1
66. 249. 64. 181 |1 srael 147.237.77. 233 |atal i df .i | Unhaut hori zed URL Access to wwwn atal .idf.il/1413-he/ Nl NADIDLN N B ock 1
aspx. NP'UoAD
Unaut hori zed URL Access to
192. 243.55. 130 |Lhited Sates [147.237.77.74 |lawidf.il w | awidf .i |/ tenpl at es/ getfil e/ getfil e. aspx?fil enane=xhl | yt axl tanns5k |Bl ock 1
b2n¥&i nf ocent eri t en¥t rue
107.133. 32. 146 |Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to www i df.il/894-en/idf gdover. aspx B ock 1
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