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|Top Attackers | n DDoS- Def ence |

04-22-2016-04:04:01 to 04-22-2016-05:04:01

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3
204. 42. 253. 2 Lhited Sates 147.237.76. 30 hi nush. i df . i | B ock Np All _Net dr op 2
204. 42. 253. 2 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il Bock Np Al Net drop 2
204. 42. 253. 2 Lhited Sates 147. 237.76. 31 nakchal . i df i Block Np Al Net drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 34 yohal an.idf.il B ock Np Al Net drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 38 eeneitav.idf.il B ock Np Al _Net drop 2
94.102. 52. 10 Net her | ands 147.237.76. 198 e.yohal an.idf.il B ock Np Al _Net drop 1
94.102. 52. 10 Net her | ands 147.237.76. 199 e. nakchal .idf.il B ock Np All _Net dr op 1
188. 138. 1. 218 Ger nany 147.237. 76. 86 navy.idf.il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

|Signature

41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 10
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
188. 138. 25. 228 147. 237. 8. 46 Fr ance e.chinuch.idf.il ET SCAN Potential WNC Scan 5900- 5920 2
109. 235. 254. 181 147. 237. 76. 197 Tur key e. hinush.idf.il ET SCAN NVAP -sS w ndow 2048 1
104. 171. 122. 176 147. 237.76. 196 Lhited Sates e.svivaidf.il ET SCAN NMAP -sS w ndow 4096 1
13.92. 246. 145 147. 237.77. 234 Lhited Sates hal ag. i df.il ET SCAN NVAP -sS wi ndow 2048 1
212.129. 15. 245 147.237.77. 243 France nobi | e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
139. 196. 57. 234 147.237.72. 156 Chi na anan.idf.il ET SCAN NMAP -sS wi ndow 1024 1
109. 235. 254. 181 147.237.76. 197 Turkey e. hinush.idf.il ET SCAN NVAP -sS w ndow 4096 1
109. 235. 254. 181 147. 237. 76. 197 Tur key e hinush.idf.il ET SCAN NVAP -f -sS 1
104. 171. 122. 176 147. 237.76. 196 Lhited Sates e.svivaidf.il ET SCAN NMAP -sS wi ndow 3072 1
13.92. 246. 145 147. 237.77. 234 Lhited Sates hal ag. i df.il ET SCAN NVAP -sS w ndow 4096 1
13. 92. 246. 145 147.237.77. 234 Lhited Sates hal ag.idf.il ET SCAN NVAP -f -sS 1
188. 138. 25. 228 147. 237. 8. 46 France e. chinuch. i df .i | ET SCAN Potential WNC Scan 5800- 5820 1
115. 47. 12. 162 147.237.76. 31 Chi na nakchal . i df . il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country ‘Target Address ‘S’te ‘Signature Acti on ‘Count
66.240.65.65  |Uited Sates |147.237.72. 166 |akaicr.il |2 €amng Engine: TCP Invalid nvalid segnent retransmssi on. drop 60
Ret r ansni ssi on Packet dr opped.
171. 96. 171. 144 |Thai l and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 59
128.177.161. 141|thited Sates |147.237.77.216|dover.idf.il |drop First packet isn't SN drop 41
198.204. 249. 34 |Wnited Sates |147.237.77.216|dover.idf.il |drop First packet isn't SWN drop 21
136.243.5.203  |Ger many 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 20
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il  |drop First packet isn't SN drop 16
68.180.231.43 |lLhited Sates |147.237.77.216 |dover.idf.il |drop Frst packet isn't SWN drop 15
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 14
70.167.204. 132 |lLhited Sates |147.237.77.216 |dover.idf.il |drop First packet isn't SN drop 14
200. 68.141.19 |Mexico 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 13
198.58.103. 102 [hited Sates |147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 12
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il  |drop First packet isn't SN drop 12
50.87.144.145 |lhited Sates |147.237.77.216 |dover.idf.il |drop First packet isn't SWN drop 10
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 9
208.115.113.89 |Lhited Sates |147.237.77.216 |dover.idf.il |drop First packet isn't SN drop 9
106. 38. 241. 106 |Chi na 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
185. 61. 138. 125 |lkraine 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 7
192.243.55.130 |lhited States [147.237.77.74 [lawicf.il  |Bad TOP sequence mﬁsg reansmt wthdtterent | onitor |7
192.243.55.135 |Wited Sates [147.237.77.74 |lawidf.il  |Bad TCP sequence SAae e ;ansm wthdifferent | onitor |6
45, 35. 64. 142 Lhited Sates [147.237.77.216 |dover.idf.il |drop First packet isn't SN drop 6
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4
85.134.55.152 |FAnland 147.237.8.24 |e.lifestyle.idffGeo- | ocati on enf or cenent Geo- | ocati on inbound enf orcenent  |drop 4
8. 37.227.69 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 4
87.106. 184. 160 |Ger many 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 4
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 4
66. 249. 64. 233 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
185. 3. 147.101 |l srael 147.237. 72. 156 |anan. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 3
172.58.169. 134 |lhited Sates [147.237.72.156 |anan.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
207. 46.13. 10 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 3
104. 233.83.9 Canada 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 3
157.55.39.243 |[nited Sates |147.237.77.216|dover.idf.il |drop First packet isn't SN drop 3
212.179. 212. 38 | srael 147.237.72. 166 |akaicr.i1 | " €@M NG Engi ne: TCP Invalid nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
46.19.86.216  |Israel 147237, 77. 243wl e. i o1 | SAM NG Engi ne: TGP I nval id nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
207.46.13.180 |Lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 3
31.210. 187. 229 |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
174.129. 237. 157|lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop
192. 249. 66. 247 |hited Sates |147.237.77.216|dover.idf.il |drop First packet isn't SN drop
192.243.55.134 |lhited States [147.237.77.74 [lawidf.il  |Bad TOP sequence mﬁsg Lansmt wthdifferent | onitor |3
104. 233.83.9 Canada 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d AGK nunber aert 2
192.243.55. 134 |lLhited Sates |147.237.77.74 (lawidf.il drop First packet isn't SYN drop 2
192.243.55.131 |lhited Sates [147.237.77.74 |lawidf.il Bad TCP sequence noni t or 2
128.242.249.12 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SWN drop 2
192.243.55.136 |Wited Sates [147.237.77.74 [lawidf.il  |Bad TCP sequence mﬁsg reansmt wthdifferent | onitor |2
192.243.55.135 |lhited Sates [|147.237.77.74 |lawidf.il drop First packet isn't SN drop 2
68.180.231.43 |Uited Sates |147.237.76.86 |navy.icr.i1  |' S2M NG Engine: TCP Invalid nval i d segnent retransmssi on. drop 2
Ret r ansm ssi on Packet dr opped.
192.243.55.137 |lhited States [147.237.77.74 [lawidf.il  |Bad TOP sequence mﬁsg reansmt wthdtterent | onitor |2
173.252.90. 101 |[thited Sates |147.237.77.216|dover.idf.il |drop First packet isn't SN drop
72.9.148. 10 Lhited Sates [147.237.77.216 |dover.idf.il |drop First packet isn't SN drop
192.243.55.133 |lhited Sates [147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or
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|Top Attackers In V\AF|

Devi ce

A tacker

count ry Target Address |Site Sgnature Acti on ‘Count
66. 249. 64. 233 |l srael 147.237.77. 216 |dover . i df . i | Mil tipl e Unaut horized URL Access from 66. 249. 64. 233 B ock
66.102.8.238 |lnited Sates |[147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on waidf.il/error.htm B ock
: . . Unaut hori zed URL Access to
72.9.148.10  |lhited States |147.237.76.86 [navy.idf.il v navy. | df i 1/994- 8613- he/ navy. aspx. aspx Bl ock 2
66.102.8.233 |Lhited Sates |147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on www i df.il/error. htm B ock 2
207.46.13.99 |united Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on wwww i df.il/error. htm B ock 2
207.46.13.10 |whited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wanidf.il/tenpl ates/articlel/watch Bl ock 1
107.133. 32. 146 |United Sates [147.237.77.216|dover.idf .il Uhaut hori zed URL Access to www i df.il/894-en/i df gdover. aspx Bl ock 1
66.249. 64. 124 [Israel 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/main/giyus/ general . aspx B ock 1
74.82.47.2 Uited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
: ] ] Unaut hori zed URL Access to
192.243.55. 130 [Uhited States  |147.237.77.74 |law i df. il wwy | aw i df .i|/tenpl ates/tenpl at econtrol s/ news/ undef i ned B ock !
207.46.13.180 |Wnited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on v i df.il/error. htm B ock 1
. . Lhaut hori zed URL Access to
84.95.208.20 [l srael 147.237.77. 233 |atal .idf .il 147, 237. 77. 233/ 994- 8517- he/ at al . aspx Bl ock 1
66.102.8.243 |united Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on wwww i df.il/error. htm B ock
198.58.103.92 [lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/1294-he/ v i df . il B ock
. . Unaut hori zed URL Access to
66. 249.65.217 |l srael 147.237.72. 166 [aka. i df . i 147. 237. 72. 166/ nai n/ sachar/ regi strat i onw zar d/ r egi st er. aspx B ock !
106. 38. 241. 106 |Chi na 147.237.77. 216 |dover.idf . il Ml tipl e Unhaut horized URL Access from 106. 38. 241. 106 B ock
66.249. 64. 119 |Israel 147.237.76.86 |navy.idf.il Mil tipl e Unaut horized URL Access from 66. 249. 64. 119 B ock
207.46.13.10 |nited Sates |[147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on waidf.il/error.htm B ock 1
. . . D stributed Unaut hori zed LRL Access on
66.249. 78. 134 |Israel 147.237.0.34 |tikshuv.idf.il vown ti kshuv. i df . i |/ i 1V gi yus/ gener al . aspx Bl ock 1
nobi | e.neitav.idf.i . N .
45, 32. 239. 214 |Net herl ands 147.237.76. 39 | Unaut hori zed URL Access to 147.237.76. 39/ ] pg/ i mage. j pg Bl ock 1
106. 38. 241. 106 [Chi na 147.237.77. 216 |dover.idf .il Unaut hori zed URL Access to ww i df . il/894-10023-en B ock 1
66.249. 64. 119 I srael 147.237.76.86 |navy.idf.il Lhaut hori zed LR Access to Bl ock 1
navy. i df .il/giyus/foruni asp/ showf or um asp
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