04-22-2016-03:04:09 to 04-22-2016-04:04:09

@
1"PT SwNn [ )

oV

www.gov.il

IDF Under Attack

Daily Report

|Top Targets |
400+"
3004"
200+"
Nunmber 100+
a
Attacks
8\ N
N ?
4‘?} .'3&
S
>

[Top Attackers |

M dover.idf.il

Meitan aka.idf.il

W aka. idf.il

B ww chanat z. aka. i df . i |

M navy.idf.il

Watal .idf.il

N " Wlidf.il

' ’ M nat pash. i df .i |
aman.idf.il

M ny-kosher-kravi .idf.il

Top Tar get

Nunber
(6]
At acks

Il 84. 95. 208. 20
66. 249. 65. 65

I 41.33.231.90
50. 117. 45. 152
Il 198. 204. 249. 34
M 208. 115. 113. 88
[ 94.77.196. 82
W 198. 58. 102. 117
208. 115. 113. 89
Il 87. 106. 184. 160

Top Attackers



04-22-2016-03:04:09 to 04-22-2016-04:04:09

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |TQP handshake viol ation, first packet not syn drop 845
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - r eset 3

198. 58. 103. 115 Lhited Sates 147.237.77. 216 dover.idf.il |TQP handshake viol ation, first packet not syn drop 1
71.6.135.131 Lhited Sates 147.237.76. 196 e.sviva.idf.i|B ock Wdp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |SgnaI ure Devi ce Action |Oount

87.106. 184. 160 Ger many 147. 237. 72. 166 aka.idf.il [5670: HITP. SQ Injection (SELECT) B ock 4
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

87.106. 184. 160 |147. 237. 72. 166 |Ger many aka.idf.il A Injection - Select From 12
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il |Tehila - Perl LWP with fake user agent 8
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il |Tehila - Perl LWP with fake user agent 4
190. 124. 35. 115 [147. 237. 76. 176 [N car agua test.ncore.idf.i|ET SCAN NVAP -f -sS 1
151.11.201.3 [147.237.0.33 |[italy idf.il ET SCAN NVAP -sS w ndow 2048 1
151.11.201.3 |147.237.0.33 [italy idf.il ET SCAN NVAP -f -sS 1
98. 119. 105. 221 |147. 237.77. 121 |lhited Sates enavy.idf.il |ET SCAN NVAP -sS wi ndow 3072 1
198.20.69. 74  |147.237.77.234|thited Sates hal ag.idf.il ET DRCP Bshiel d B ock Listed Source 1
190.190. 1. 188 |147.237.0.33 |Argentina o~ ET SCAN Behavi oral ULhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
190. 124. 35. 115 |147. 237. 76. 176 |N caragua test.ncore.idf.ijlET SCAN NVAP -sS wi ndow 2048 1
158. 255.5. 147 [147. 237.77. 235 :32:3 o svivaidfi.il |ET SCAN NVAP -sS wi ndow 1024 1
151.11.201.3 [147.237.0.33 |italy idf.il ET SCAN NVAP -sS w ndow 1024 1
115. 29. 197. 215 |147. 237. 77. 216 |Chi na dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
95.173.184.12 |147.237.0.200 |[Turkey . i df il ET SCAN Potential SSH Scan 1
46. 19. 85. 50 147.237.77. 216 (I srael dover.idf.il  |portscan: TCP D stributed Portscan 1
o01. 173. 215. 68 |147 237 76. 34 |Mexi co yobal an i f i1 ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
190. 124. 35. 115 |147. 237. 76. 176 |N car agua test.ncore.idf.ijlET SCAN NVAP -sS wi ndow 4096 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country ‘Target Address |Ste Signature Action ‘Count
84.95.208.20 | srael 147.237.76. 200 |ei tan. aka. i of . Streaning Engi ne: TCP Invalid invalid segnent retransnissi on drop 222
Ret r ansm ssi on Packet dr opped.
66.249. 65.65  |Uhited Sates |147. 237. 72. 166 |aka i df .il Streaning Engine: TCP Invalid finvalid segnent retransnissi on drop 183
Ret r ansn ssi on Packet dr opped.
50.117.45.152 |Wited Sates |147. 237. 7. 226 ‘“:‘"l"" chamatz. aka. idf | o First packet ism't SWN drop 26
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 25
198. 204. 249. 34 |lhited Sates |147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 21
198.58.102. 117 |Whited Sates |147.237.77. 216 |dover.idf.il drop Frst packet isn't SWN drop 18
94.77.196. 82 Saudi Arabia |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 18
159. 203. 40. 191 |Canada 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 16
208.115.113.89 |lhited Sates |147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 16
1.127. 48. 183 Australia 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 14
196. 221. 203. 100|Egypt 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 13
5.22.135.194  |israel 147. 237. 72. 166 |aka. i of . i Streaning Engine: TCP Invalid invalid segnent retramsmission. | oo 12
Ret r ansn ssi on Packet dr opped.
198. 58.102. 158 |lhited Sates |147. 237. 77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 12
198.58.103. 115 |Lhited Sates |147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
198.58.103. 158 |Lhited Sates |147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
139. 162. 216. 112|lhited Sates |147. 237. 77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 12
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
66.249.73.243  |United Qates |147. 237. 72. 166 |aka i df il Streamng Engi ne: TCP Invalid ivalid segnent retransmssion. |, o 9
Ret r ansm ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 9
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
69.175.127.10 |lhited Sates |147. 237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
50. 87. 144. 145 Lhited Sates |147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 7
52.16.5.197 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
71. 230. 192. 23 Lhited Sates |147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
166. 137. 136. 109|lhited Sates |147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
45, 35. 64. 142 Lhited Sates |147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
50.128.158. 120 |Lhited Sates |147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
172.56.40.136 |lhited Sates |147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
41.33.231.90 Egypt 147.237. 77. 216 |dover. i df .i drop drop 3
118.173. 135. 239|Thai | and 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 3
68.180. 231.43 |lhited Sates |147. 237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
79.180.187.73 | srael 147.237.72. 166 |aka. i df . i Streaning Engi ne: TCP Invalid invalid segnent retransnissi on drop 3
Ret ransm ssi on Packet dr opped.
178. 255. 215. 87 |France 147.237.72. 166 |aka. i df .i Streamng Engi ne: TCP Invalid ivalid segnent retransmssion. |, o 3
Ret r ansm ssi on Packet dr opped.
50. 128. 158. 120 |lhited Sates |147. 237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 2
38.121.251. 180 |Canada 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 2
207.46.13.186 |Lhited Sates |147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
148.177. 129. 212 |Eur ope 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 2
68.180.231.43 |Uited Sates |147.237.76.86 |navy.idf.il Streaning Engine: TCP Invalid invalid segnent retramsmission. | oo 2
Ret r ansm ssi on Packet dr opped.
71.206.141.52 |lhited Sates |147. 237. 77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 2
66.249. 64.233 |lhited Sates |147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2
207. 46. 13. 97 Lhited Sates |147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
173.252.74.97 |lhited Sates |147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 2
108. 33. 201. 163 |Lhited Sates |147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2
72.9.148. 10 Lhited Sates |147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
70. 193. 68. 22 Lhited Sates |147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 2
84. 95. 208. 20 | srael 147.237.76. 200 |eitan. aka.idf . il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
5.22.135. 107 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 1
73.101.67.81 Lhited Sates |147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

Devi ce

A tacker

country Target Address |Site Sgnature Acti on ‘Count
84.95.208.20 |Israel 147.237.77.216 |dover. i df .i | Mil tipl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock 103
84.95.208.20 |[Israel 147.237.76.200|ei tan. aka.i df .i | Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock 84
208.115. 113. 88 |Wited States [147.237.76.86 |navy.idf.il Ml ti pl e Unaut horized URL Access from 208.115. 113. 88 B ock 20
84.95.208.20 |Israel 147.237.77.233|atal .idf.il Mil tipl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock 8
84.95.208.20 |[Israel 147.237.77.233|atal .idf.il PHP At t enpt B ock 6
17.138.55.96 |Uhited Sates |147.237.77.216|dover.idf.il Ml tipl e Unaut horized URL Access from 17.138.55. 96 B ock 6
66. 249. 64. 233 |l srael 147.237.77.216 |dover. i df .i | Mil tipl e Unhaut horized URL Access from 66. 249. 64. 233 B ock 6
66.249.65. 65 |Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 66. 249. 65. 65 B ock 4
84.95.208.20 [Israel 147.237.77. 216 |dover.idf . il Ostributed PHP At tenpt B ock 2
83.218.138. 87 zlr:;gom 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw i df.il/newsite/english/main.asp |B ock 2
66. 220. 145. 244 |Wnited Sates |[147.237.77.216|dover.idf.il Dstributed Uhaut hori zed URL Access on waw idf.il/error.htm B ock 2
68. 180. 229. 241 [Lhited Sates |147.237.77. 176 |mat pash. i df . i | Paranet er Type M ol ati on PageNimi n Bl ock 1
waw cogat . i df . i | /901- he/ cogat . aspx
. . D stributed Uhaut hori zed URL Access on
66.249.65.12  [Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx B ock 1
64.134.97.176 |lhited Sates |147.237.72.166|aka.idf.il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
’ . . Unaut hori zed URL Access to
208.115.113. 88 |Wnited States [147.237.76.86 |navy.idf.il nawy. i f .i 1/ portal nil i it enpl at es/ i nner . asp Bl ock 1
. . . Unknown Paraneter SearchText in
84.95.208.20 |Israel 147.237.76.200 (ei tan. aka. i df . i | voww ei tan. aka. | df . i 1/ 938- hel i t an. aspx None 1
-kosher-kravi .idf. |Dstri i
66.249.78.20 |Israel 147.237.0.16 |V Distributed Uhaut horized LR Access on Bl ock 1
il wn ny- kosher -kravi .idf.il/
66. 220. 145. 245 |Lnited Sates [147.237.77.216|dover.idf .il Unaut hori zed URL Access to wawidf.il/error.htm B ock 1
130. 185. 155. 82 |Sweden 147.237.77. 176 |nat pash. idf.il Dstributed PHP At enpt B ock 1
) . . Unaut hori zed URL Access to
68.180.230.45 [Wited Sates [147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994~ 9236- he/ r ef uah. aspx Bl ock 1
65.55.210.241 |united Sates |[147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on waww i df.il/error.htm B ock 1
; ] . Unaut hori zed URL Access to
66.249. 78.120 |Israel 147.237.0.34 |tikshuv.idf.il vown ti kshuv. i df . i |/ i 1V gi yus/ gener al . aspx Bl ock 1
ny-kosher - kravi . i df . _ o
66. 249. 64. 185 |l srael 147.237.0. 16 il Uhaut hori zed URL Access to waw ny- kosher-kravi.idf.il/robots.txt |B ock 1
130. 185. 155. 82 |Sweden 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to www cogat . idf.il/wp-1ogin. php Bl ock 1
. . URL is Above Root Drectory
5.39.76.158  [France 147.237.77. 216 |dover . i df . i | wwi o i1/ Jshared cl i entscri pts/j queryl query-1. 4. 2. nin. | s B ock 1
79.177.145. 97 |Israel 147.237.72. 166 |aka. i df . i | Lntraceabl e SSL Sessi ons: Qpen Mde None 1
66.249.65. 65 |Israel 147.237.72. 166 |aka. i df . i | Unknown Paraneter d in wwaka.idf.il/mluinitenpl ates/inner.asp [None 1
65.55.210. 250 |lhited Sates |[147.237.77.216|dover.idf.il Dstributed Uhaut hori zed URL Access on waw idf.il/error.htm B ock 1
66.249.79.6 | srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ robot s. t xt B ock 1
. . Il'legal Paraneter Encodi ng searchText in
66.249. 64. 191 |[lIsrael 147.237.77.74 [lawidf.il vow | aw i df i 1/ 275- he/ pat zar . aspx None 1
157.55.39.15 |lhited Sates |147.237.72.166|aka.idf.il Unknown Paraneter catid in aka.idf.il/nain/snalinisnal i maspx None 1
. . DO stributed Uhaut hori zed URL Access on
66. 249. 65. 217 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ nai n/ gi yus/ gener al . aspx Bl ock 1
66.102.6.191 |lnited Sates |[147.237.77.216|dover.idf.il Dstributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock
66.249.79.12 [Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237. 76. 31/ 1070- he/ nakhal . aspx |Bl ock
. . Unaut hori zed Met hod HEAD for
46.4.22.136 Ger many 147.237.72. 166 |aka. i df . i | vown aka. i df i 1/ mai n/ r abanut / gener al . asp B ock 1
. . D stributed Whaut hori zed URL Access on
66. 249. 65. 224 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx Bl ock 1
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