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I 63. 142. 222. 250

W 139. 162. 216. 112
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W 108.51. 227. 41
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action [Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 7385
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1128
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 9
185.94.111.1 Russi an Federation 147.237.76. 198 e.yohalan.idf.il |Bock Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

‘ Target Address

Attacker Address

Attacker Country

Signature

195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 65. 65 147.237.72. 166 Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 64. 202 147.237. 0. 34 Lhited Sates tikshuv.idf.il ET SCAN NVAP -sA (2) 2
91. 201. 236. 158 147. 237. 8. 27 Wkrai ne e madimatal .idf.il ET SCAN NMAP -sS wi ndow 4096 1
84.200. 15. 174 147.237.8.14 Ger nany e.orchot.idf.il ET SCAN NVAP -sS w ndow 3072 1
84.200. 15. 174 147.237.8.14 Ger many e.orchot.idf.il ET SCAN NVAP -f -sS 1
81.169. 171. 4 147. 237. 76. 196 Ger many esvivaidf.il ET SCAN NVAP -sS w ndow 3072 1
58.218.211. 11 147. 237.76. 147 Chi na chinuch. aka. i df .i | ET SCAN Potential SSH Scan 1
183. 3. 202. 115 147. 237.76. 44 Chi na e.refuah.idf.il ET SCAN Potential SSH Scan 1
87.79. 42. 120 147. 237.77. 179 Ger many e mazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
84.200. 15. 174 147.237.8.14 Ger many e.orchot.idf.il ET SCAN NVAP -sS w ndow 2048 1
81.169. 171. 4 147. 237. 76. 196 Ger many esvivaidf.il ET SCAN NVAP -sS w ndow 4096 1
66. 249. 65. 65 147.237.72. 166 Lhited Sates aka.idf.il WEB- O3 redirect access 1




04-22-2016-02:04:05 to 04-22-2016-03:04:05

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address | . ry Target Address ‘S te ‘Sig nature Action ‘Count
66.249.65.65  |ited Sates |147.237.72.166|aka idf. il Strean ng Er?gl ne: TCP Invalid Invalid segent retransmssion. drop 264
Ret r ansni ssi on Packet dr opped.
67.83.99. 101 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 72
84.95.208.20  |Israel 147, 237, 76. 200 |ei tan. aka. i . | SAM NG Engi ne: TCP Invalid Invalid segent retransmssion. drop 63
Ret r ansni ssi on Packet dr opped.
84.95.208.20  |israel 147237, 72. 166 |aka i 11 | ! €M NG Bngine: TCP Invalid nval i d segnent retransmssi on. drop 33
Ret ransm ssi on Packet dr opped.
85. 130. 128. 143 |l srael 147.237.0.34 [tikshw.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 32
85.130. 128. 143 |[Israel 147.237.0.34 |tikshuv.idf.il |[SYN At ack SYN -> SYN-ACK -> RST rej ect 32
85.130. 128. 143 |l srael 147.237.0.34 [tikshuv.idf.il |dr op First packet isn't SYN drop 31
139. 162. 216. 112|thited Sates |147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 30
63.142.222.250 |Wited Sates |147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 26
180. 153. 180. 59 |Chi na 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 24
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 24
108. 51. 227. 41 Lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 24
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 20
66.249.65.21  |Uited Sares |147.237.72 166|akaicr.il || camng Engine: TCP | nvalid Invalid segnent retransmssi on. drop 18
Ret r ansni ssi on Packet dr opped.
94.77.196. 82 Saudi Arabia [147.237.77.216|dover.idf.il [drop First packet isn't SN drop 18
101. 227.59. 225 |Chi na 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 16
52.16. 5. 197 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 12
162.243.126.57 |[hited Sates |147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 12
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 12
180. 153. 180. 58 |Chi na 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 12
79.179.9. 36 | srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 10
45. 35. 64. 142 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 10
85. 130. 231. 236 |l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid AGK nunber noni t or 9
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 9
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 8
180. 153. 180. 85 |Chi na 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8
85. 130. 231. 236 |l srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 8
69.175.127.10 |Lhited States |147.237.77.216|dover.idf.il |drop First packet isn't SYN drop 8
72.9.148. 10 Lhited Sates |147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 8
68.180.231.43 |lhited States |147.237.77.216|dover.idf.il |dr op First packet isn't SN drop 7
192.243.55.137 |Whited States [147.237.77.74 [lawidf.il  |Bad TOP sequence mﬁsg La”sm't wthdifferent Joonitor o
198.58.102. 117 |Uited Sates |147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 6
66.249.73.243 |Uited Sares |147.237.72. 166 |akaicr.il || CAMNg Engine: TCP Invalid nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
198.58.103.91 |[Uhited Sates |147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 6
84.95.208.20  |israel 147.237.0.34  |tikshv i i1 [ €M NG Bngine: TCP Invalid nval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
192.243.55.129 (lhited Sates |147.237.77.74 |lawidf.il Bad TCP sequence Inval id ACK nunber noni t or
192. 249. 66. 247 |lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop
192.243.55.129 |Whited States [147.237.77.74 [lawidf.il  |Bad TCP sequence mﬁsg ;ansm wthdfferent | oitor |5
185. 32. 179. 38 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
63.142.222.250 |lhited Sates [147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
192.243.55. 137 |lhited Sates [147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 5
54.72.73. 168 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
192.243.55. 137 |Whited Sates |147.237.77.74 |(lawidf.il Bad TCP sequence noni t or 4
207. 46. 13. 28 Lhited Sates [147.237.77.216|dover.idf.il [drop First packet isn't SYN drop 4
192.243.55.129 |lhited Sates [147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 4
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |dr op drop 4
173.66. 153. 146 |lhited Sates |147.237.77.216|dover.idf.il |dr op First packet isn't SYN drop 4
66. 249. 64. 41 Lhited Sates |147.237.77.216|dover.idf.il |dr op Frst packet isn't SN drop 4
85.130. 128. 143 |l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
192.243.55.138 |lWhited States [147.237.77.74 [lawidf.il  |Bad TCP sequence mﬁsg La”sm't wthdifferent Jonitor |4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
84. 95. 208. 20 | srael 147.237.77.216|dover. i df . i | Mil tipl e Unhaut horized URL Access from 84.95. 208. 20 Bl ock 118
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | Mul ti pl e Unaut hori zed LRL Access from 84. 95. 208. 20 B ock 72
www. chamrat z. aka. i ) )
84. 95. 208. 20 | srael 147.237.77. 226 df il Mil tiple Uhauthorized URL Access from 84. 95. 208. 20 Bl ock 25
84. 95. 208. 20 | srael 147.237.77.216|dover. i df . i | Dstributed PHP At enpt B ock 12
www. chamat z. aka. i
84. 95. 208. 20 | srael 147.237.77. 226 df il PHP Att enpt B ock 10
84. 95. 208. 20 | srael 147.237.77.233|atal .idf.il Mil tipl e Unhaut horized URL Access from 84. 95. 208. 20 Bl ock
66. 249. 65. 65 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 66. 249. 65. 65 B ock
- . D stributed Paraneter Type Mol ati on on waw i df.il/1283-en/ dover . aspx
149. 202. 239. 135|France 147.237.77. 216 |dover . i df . i | par anet er_PageNum B ock 6
84. 95. 208. 20 I srael 147.237.76.200|ei tan. aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 84.95. 208. 20 B ock 5
84. 95. 208. 20 I srael 147.237.76.86 |navy.idf.il Ml tipl e Unaut horized URL Access from 84. 95. 208. 20 B ock 5
84. 95. 208. 20 I srael 147.237.77.234|hal ag.i df . il Ml tipl e Unaut hori zed URL Access from 84.95. 208. 20 B ock 4
66.249. 64.233  |lIsrael 147.237.77.216|dover. i df . i | Mil tipl e Uhaut horized URL Access from 66. 249. 64. 233 B ock 4
149. 202. 239. 134|France 147.237.77. 216 |dover.i df .i | Paraneter Type Miol ati on PageNumin vww i df.il/1283-en/dover.aspx  |B ock 3
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il PHP Attenpt B ock 3
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il [Miltiple Wauthorized URL Access from 84.95.208. 20 B ock 3
84. 95. 208. 20 I srael 147.237.0.34 |tikshuv.idf.il Ml tipl e Unaut horized URL Access from 84. 95. 208. 20 B ock 3
84. 95. 208. 20 I srael 147.237.77. 176 |nat pash. i df . i | Ml tipl e Unaut hori zed URL Access from 84.95. 208. 20 B ock 2
Lhited . . Unhaut hori zed URL Access to
17.138.55.96 |g.tec 147.237.77. 216 |dover. i df . il Wi i df i | /1133- 21229 he/ i df gdover . aspx Bl ock 2
84. 95. 208. 20 I srael 147.237.0.34 |tikshuv.idf.il PHP Att enpt B ock 1
Lhi ted . . . Unaut hori zed URL Access to
157.85.39. 15 Sates 147.237.76. 147 chi nuch. aka. i df . i wv chi nuch. aka. i df . i1/t enpl at es/ shar ed/ user cont r ol s/ header upper / B ock !
68. 180. 231. 43 ;h;:ee: 147.237.77.216|dover. i df . i | Mil tipl e Unaut horized URL Access from 68. 180. 231. 43 B ock 1
54.210. 18. 124 g;g: 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ robots. t xt B ock 1
82.80.150.191 [israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
Ui ted Unaut hori zed URL Access to
192.243.55.135 g o 147.237.77.74 [lawidf.il vy | aw i df il /tenpl ates/ getfil e/ getfil e aspx?fil enane=xgf 5b3nol wvy3n [B ock 1
cdghpa2f cdhphdm t xdewnt guzg9j & nf ocent eri t en¥t r ue
66. 249. 65. 65 I srael 147.237.72. 166 [aka. i df . i | Lhknown Paraneter catld in wwaka.idf.il/shalishut/site/gallery.aspx |None 1
84. 95. 208. 20 I srael 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df.il/tenpl at es/ homepage/ pi wi k. php |Bl ock 1
Lhi ted ny- kosher - kravi . i df _ o
157. 55. 39. 95 Sates 147.237.0. 16 O Unaut hori zed URL Access to waww ny- kosher-kravi.idf.il/ Bl ock 1
68. 180. 231. 43 LSthlatt:sd 147.237.77. 216 |dover . i df .i | Uhaut hori zed URL Access to www i df . i |/ hebrew or gani zat i on/ nahal B ock 1
66. 249. 64. 41 I srael 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waww idf.il/atal 1/izkor/vi ew i ng. asp B ock
84. 95. 208. 20 | srael 147.237.77. 176 [nat paSh. idf.il Distributed PH? At enpt B ock
- . Unaut hori zed URL Access to
149. 202. 239. 134|France 147.237.77. 216 |dover.i df . i | vaw i i 1/t enpl at es/ shar ed/ user cont r ol s/ header upper / B ock 1
66.249.65.65 I srael 147.237.72. 166 |aka. i df . i | Wnknown Paraneter cat!d\u003d58624 in None 1
wwv aka. i df . i |/ mai n/ gi yus/ general . aspx
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock 1
Lhited . . Unknown Par aret er 136cd360 in
157.55.39.139  |g . o 147.237.72.166 |aka. i df . il v aka. i df . i 1/ i r/ hone/ def aul t . aspx None 1
79.177.232.146 |[Israel 147.237.0.34 |tikshuv.idf.il Mil tipl e Unaut hori zed URL Access from 79. 177.232. 146 Bl ock 1
. . Unaut hori zed URL Access to
66.249. 64.119 |l srael 147.237.76.86 |navy.idf.il navy. i df . i 1/ gi yus/ f or und asp/ showf or um asp B ock 1
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il |PHP Attenpt B ock 1
. - D stributed Lhaut hori zed URL Access on
66.249.65.217  |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai n/ i yus/ gener al . aspx B ock 1
. . . Unaut hori zed URL Access to
79.177.232. 146 |l srael 147.237.0.34 |tikshuv.idf.il vawy ti kshuv. i df . i 1/t enpl at es/ opr ol escat egor y/ nobi | e B ock 1
Lhited . . . SS. Lhtraceabl e Gonnection - Protocol violation
169. 229. 3. 91 Sates 147.237.0.19 |nadimatal .idf.il (SSL CONN QLI ENT FELLO) None 1
84. 95. 208. 20 I srael 147.237.77.234|hal ag.i df . il PHP Attenpt B ock 1
. ] D stributed Lhaut horized URL Access on
149. 202.239. 135|France 147.237.77. 216 [dover . i df . i | wwy i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper / B ock !
Lhited . - Paraneter Type M ol ati on PageNumin
68.180.229.241 o 147.237.77. 176 [mat pash. i df . i | v cogat . i df . i 1/ 2027- hel cogat . aspx Bl ock 1
54.210. 18. 124 g“;:s 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ r obot s. t xt B ock 1
www. chamrat z. aka. i i
84.95.208.20 | srael 147.237.77.226| . . Wnaut hori zed URL Access to o B ock 1
df.il wan chamat z. aka. i df . i |/t enpl at es/ homepage/ di v.item
84. 95. 208. 20 I srael 147.237.76.86 |navy.idf.il PHP Attenpt B ock 1
. . D stributed Lhaut hori zed URL Access on
79. 180. 245. 250 |l srael 147.237.77.233|atal .idf.il 147, 237.77. 233/ 1134- hel at al . aspx Bl ock 1
Lhi ted . . . . SS. Untraceabl e Gonnection - Protocol violation
169. 229. 3. 91 P 147.237.72.167|i shuri maka. i df .i | (SSL_OONN LI ENT FELLO) None 1
95. 86. 77. 216 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod PCST for wwu aka. i df.i|/mai n/ gi yus/ B ock 1
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