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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |HTTP- POST- Segnent ed- DoS dest - r eset 12317
0.0.0.0 147.237.77. 216 dover.idf.il |HTTP- POST- Segnent ed- DoS dest - r eset 324
76.178. 133. 63 Lhited Sates 147.237.77. 216 dover.idf.il |HTTP- POST- Segnent ed- DoS dest - r eset 215
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 5

66. 249. 65. 65 | srael 147.237.72. 166 aka idf.il HTTP- M sc- BadBl ue-Di r - Trave- 2 dest - r eset 1




04-22-2016-01:05:32 to 04-22-2016-02:05:32

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry

get Address

Devi ce Action |Count |

213. 8. 145. 99 I srael 147.237.76. 42 refuah.idf.il |[5670: HITP. SQ Injection (SELECT) B ock 7
177.185.194.47 |Bazil 147.237.77.74 lawidf.il 5670 HTTP. SQ Injection (SALECT) B ock 4
23.91.70.121 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ | njection (SALECT) B ock 4
37.205. 0. 49 Tur key 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 4
5. 45. 65. 196 Net her | ands 147.237.77.74 lawidf.il 5670 HTTP. SQ Injection (SALECT) B ock 4
64.31.44.6 Lhited Sates 147.237.72.166 |aka.idf.il 5670: HITP. SQ | njection (SALECT) B ock 4
5. 45, 65. 196 Net her | ands 147.237.77. 74 lawidf.il 6134 HITP. SQ Injection Variabl e Decl arati on Evasi on B ock 4
213. 8. 145. 99 I srael 147. 237.76. 42 refuah.idf.il |[3808: HITP. SQ Injection Variabl e Declaration Bvasion B ock 4
95.211. 70. 193 Net her | ands 147.237.77. 74 lawidf.il 5670: HITP. SQ | njection (SALECT) B ock 4
23.91.70.77 Lhited Sates 147.237.72.166 |aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 4
177.185.194.92 |mazil 147.237.77.74 lawidf.il 5670 HTTP. SQ Injection (SALECT) B ock 3
94. 245. 88. 250 Uni ted Ki ngdom 147.237.76. 42 refuah.idf.il |5670: HITP. SQ Injection (SELECT) B ock 3
177.185.194.92 |Brazil 147.237.77.74 lawidf.il 6134: HITP. SQ Injection Variabl e Decl arati on Bvasi on Bl ock 3
94. 245. 88. 135 United Kingdom  |147.237.76.42 refuah.idf.il |6134 HITP. SQ Injection Variabl e Decl arati on Evasi on B ock 2
66. 96. 128. 60 Lhited Sates 147.237.72.166 |aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 2
213. 8. 145. 99 I srael 147.237.76. 42 refuah.idf.il [6134 HITP. SQ Injection Variabl e Decl arati on Evasi on B ock 1
94. 245. 88. 250 United Kingdom  |147.237.76.42 refuah.idf.il |6134 HITP. SQ Injection Variabl e Decl arati on Evasi on B ock 1
94. 245, 88. 135 Uni ted Ki ngdom 147.237.76. 42 refuah.idf.il [3808 HITP. SQ Injection Variabl e Declaration Evasi on Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Ste |Signature

213.8.145. 99 147.237.76. 42 I srael refuah.idf.il SQ Injection - Select From 36
23.91.70.77 147.237.72.166  [lhited Sates aka.idf.il QA Injection - Select Fom 10
94. 245, 88. 250 147. 237. 76. 42 Uni ted Ki ngdom refuah.idf.il SQ Injection - Select Fom 10
23.91.70.121 147.237.77. 74 Lhited Sates lawidf.il SQ Injection - Select From 10
177.185. 194. 92 147.237.77. 74 Brazil lawidf.il QA Injection - Select Fom 9
66. 96. 128. 60 147.237.72.166  [Lhited Sates akaidf.il SQ Injection - Select Fom 6
37.205.0. 49 147.237.77.74 Tur key lawidf.il A Injection - Select From 6
64.31.44.6 147.237. 72. 166 Lhited Sates aka.idf.il QA Injection - Select Fom 6
177. 185. 194. 47 147.237.77. 74 Brazil lawidf.il SQ Injection - Select Fom 6
95.211. 70. 193 147.237.77. 74 Net her | ands lawidf.il SQ Injection - Select Fom 6
5. 45. 65. 196 147.237.77. 74 Net her | ands lawidf.il QA Injection - Select Fom 5
94. 245. 88. 135 147.237.76. 42 Uni ted Ki ngdom refuah.idf.il SQ Injection - Select Fom 5
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
221.6.32.82 147.237.77.212  |China e.dover.idf.il ET SCAN NVAP -f -sS 1
220. 231. 195. 122 147.237.77.233  [China atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
165. 215. 209. 15 147.237.77.216  [lhited Sates dover.idf.il Tehila - Perl LW with fake user agent 1
93. 174. 164. 49 147.237.76.177  |Romani a ncore.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
221.226. 31. 210 147.237.77.212  [China e.dover.idf.il ET SCAN NVAP -sS wi ndow 2048 1
66. 249. 65. 65 147.237.72.166  |tnited Sates aka idf.il VEB-G3J redirect access 1
221.6.32.82 147.237.77.212  [China e. dover. i df .il ET SCAN NVAP -sS w ndow 2048 1
220. 231. 195. 122 147.237.77.233  [China atal.idf.il ET SCAN NVAP -sS wi ndow 4096 1
13.92. 178. 142 147.237.8.50 Lhited Sates e.tikshuv.idf.il |ET SCAN NVAP -sS wi ndow 4096 1
185. 130. 5. 99 147.237.76.201  |Lithuania e.aal.idf.il ET SCAN Potential SSH Scan 1
82.117. 208. 243 147.237.77. 216 dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
221.226. 31. 210 147.237.77. 212 Chi na e dover.idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

A tacker
Country

Devi ce

Attacker Address Action

Target Address |Ste Signature

‘Count

Sreaning Engine: TGP Invalid

Inval id segnent retransnission.

w ndow scal e

66. 249. 65. 65 Lhited Sates [147.237.72.166 |aka.idf.il > dro 417
Ret r ansni ssi on Packet dropped. P
208. 115.113. 89 |lhited Sates |[147.237.77.216|dover.idf.il drop First packet isn't SYN drop 62
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 34
Sreaning Engine: TGP Invalid i i ssi
99.232.170. 162 |Canada 147. 237. 76. 200 |ei tan. aka. i f . 9 =g Invalid segnent retransmssion. |, 30
Ret r ansni ssi on Packet dropped.
107.167.113.91 |Wited Sates [147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 26
Sreaning Engine: TCP Invalid i i SSi
93.172.234.72  |israel 147.237.76. 200 |ei tan. aka.i df . i 9 =9 nval i d segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dropped.
68. 105. 42. 16 Lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 10
203. 133. 170. 155 %ﬁaic o 147. 237. 76. 147 |chi nuch. aka. i df . i I{SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
95. 86. 104. 64 | srael 147.237.72. 156 |anan. i df il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
94.73.150. 148  |Turkey 147.237.0.34  |tikshuv.idf.il drop SAMrul e drop
192.243.55.132 |Wited Sates [147.237.77.74 [lawidf.il Bad TCP sequence SINAXK retransmt with different | onvor s
wi ndow scal e
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
192.243.55.134 |lhited States [147.237.77.74 |lawidf. il Bad TCP sequence SINAK retransmt with different 5o |7
wi ndow scal e
Sreaning Engine: TGP Invalid i i ssi
84.95.208.20  |israel 147. 237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
207.46.13.118 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 6
; . . SYNVACK retransmt with different .
192.243.55.130 |[Lhited Sates [147.237.77.74 |lawidf.il Bad TCP sequence wi ndow scal e noni t or 6
102.243.55.135 |Whited Sates |147.237.77.74 |lawidf.il Bad TCP sequence SINeAK retransmt with different | oo |6
wi ndow scal e
Sreaning Engine: TGP Invalid i i ssi
66.249.73.243 |Uited Sates |147.237.72. 166 |aka i df i1 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
176.13.20.241  [israel 147.237.72. 167 |i shuri maka. i df .i | 9 =9 Invalid segnent retransmssion. dr op 6
Ret r ansmi ssi on Packet dropped.
149. 255. 212.83 |lrag 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
102.243.55.136 |Whited Sates |147.237.77.74 |lawidf.il Bad TCP sequence SINAK retransmt wih different 5o |5
wi ndow scal e
192.0.112.177 (Lhited Sates [147.237.77.216|dover.idf.il drop First packet isn't SYN drop 4
192.243.55.133 |Uhited Sates |[147.237.77.74 [lawidf.il Bad TCP sequence I'nval i d AGK nunber noni t or 4
192.243.55.136 |[Lhited Sates [147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 4
66. 96. 128. 60 Lhited Sates |147.237.77.74 [lawidf.il dr op SAMrul e drop 4
192.243.55.134 |Uhited Sates |[147.237.77.74 [lawidf.il Bad TCP sequence I'nval i d AGK nunber noni t or 4
192.243.55.133 [Wnited Sates |[147.237.77.74 |lawidf.il Bad TCP sequence noni t or 4
5. 45. 65. 196 Net her | ands 147.237.77.74 |lawidf.il dr op SAMrul e drop 4
93. 89. 19. 29 Tur key 147.237.72. 166 |aka. i df . il drop SAMrul e drop 4
192.243.55.133 [Wnited Sates |[147.237.77.74 |lawidf.il drop First packet isn't SN drop 4
192.243.55.136 |[Lhited Sates [147.237.77.74 |lawidf.il drop First packet isn't SYN drop 4
192.243.55.134 |lhited Sates |147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 4
192.243.55.131 |UWited Sates [147.237.77.74 [lawidf.il Bad TCP sequence SINAXK retransmt with different | oivor |4
wi ndow scal e
Sreaming Engine: TCP Invalid i i ssi
46.19.86.141  |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
192.243.55. 133 [Wnited Sates |[147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber alert 3
85. 130. 231. 236 |Israel 147.237.77. 216 |dover.i df .i Bad TCP sequence I'nval i d AGK nunber noni t or 3
79.180. 236. 193 [l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 3
109. 65. 86. 7 | srael 147.237.77. 176 |nat pash. i of . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
192.243.55.132 |Wited Sates [147.237.77.74 |(lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
Sreaning Engine: TCP Invalid i i ssi
84.95.208.20  |Israel 147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
46. 117. 220. 82 | srael 147.237. 72. 156 |anan. i df . il dr op Frst packet isn't SN drop
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
102.243.55.138 Whited Sates |147.237.77.74 |lawidt.il Bad TCP sequence SINAK retransmt with different 5o |3
wi ndow scal e
79.180. 236. 193 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d AGK nunber noni t or
207. 46. 13. 28 Lhited Sates [147.237.77.216|dover.idf.il drop First packet isn't SYN drop
Sreaning Engine: TQP Invalid i i SSi
84.95.208.20  |Israel 147. 237.76. 200 |ei tan. aka.i df . i 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
192. 243.55.130 |Uhited Sates [147.237.77.74 [lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
192.243.55.131 |Wited Sates |[147.237.77.74 [lawidf.il Bad TCP sequence I'nval i d AGK nunber noni t or
102.243.55.133 |Wited Sates |147.237.77.74 [lawidf.il Bad TCP sequence SNAK retransmt with different | oo |3




04-22-2016-01:05:32 to 04-22-2016-02:05:32
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At acker

Devi ce

Count ry ‘Target Address |Site Sgnature Action ‘Count
66.249.65.65 |[Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut horized URL Access from 66. 249. 65. 65 B ock 16
66. 249. 64. 233 |l srael 147.237.77. 216 |dover . i df . i | Ml tiple Unhauthorized URL Access from 66. 249. 64. 233 B ock 11
37.26.149. 135 |Israel 147.237.0.19 |nadimatal .idf.i| [Suspicious Response Code B ock
46.121. 107.53 |Israel 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to v i df.il/navy/ B ock
17.138.55.96 |Uhited Sates |147.237.77.216|dover.i df .i | Unaut hori zed URL Access to ww i df.il/consol e/ core/doc_ngr/iaf.org.il B ock
169.229.3.91 |Wnited Sates [147.237.0.15 |kosher-kravi.idf.i %ﬁgﬁﬂfﬁfﬁﬁf& - Protocol violation None 1
81. 218. 202. 150 |l srael 147.237.0.34 |tikshuv.idf.il Mil tipl e Unhaut hori zed URL Access from 81. 218. 202. 150 B ock 1
66.249. 65. 65 |Israel 147.237.72. 166 [aka. i df . i | Unhknown Paraneter doc in ww aka.idf.il/kamar/klali/default.asp None 1
130. 185. 155. 82 |Sweden 147.237.77.216|dover . i df . i | Uhaut hori zed URL Access to wwidf.il/wp-1ogin. php B ock 1
68.180. 230. 45 |Lnited Sates |147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ 994- 9703- he/ r ef uah. aspx  [B ock 1
54, 86. 145. 194 |Uhited Sates [147.237. 77. 216 |dover.idf .il Unaut hori zed URL Access to waw i df.il/anan Bl ock 1
Uhaut hori zed URL Access to
192. 243.55. 133 |Lhited Sates |147.237.77.74 [lawidf.il ww | awidf.il/tenpl ates/getfilelgetfile. aspx?fil enanme=xhl | ytall tannySkb2 |B ock 1
me& nf ocent eri t en¥t rue

84.95.208.20 |Israel 147.237.0.15 |kosher-kravi . i df . i|Waut hori zed UR. Access to www kosher-kravi . idf.il/defaul t.aspx Bl ock 1
66.249. 65. 65 |lIsrael 147.237.72. 166 |aka. i df . i | Unknown Paraneter list in ww aka.idf.il/megurintnews/ None 1
5.22.134.193 |Israel 147.237.77. 216 |dover.idf .il SSL Untraceabl e Connection - Qpen Mde None 1
149. 50. 124. 210 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df . il/gen204 Bl ock 1
69.9.106.159 |Canada 147.237.77. 216 |dover . i df . i | Paraneter Type M ol ation SearchText in wwidf.il/1065-en/ dover. aspx B ock 1
54.190. 66. 249 |nited Sates [147.237.77.216|dover. i df.i | \?m;\,t,r (ijfb_ uitsdneﬂaiu:ter/]oerr:gﬁgh/ﬁ fﬁfﬁs > Bl ock 1
198.58.103.92 |Lhited Sates |147.237. 77. 216 [dover. i df . il Uhaut hori zed URL Access to wmn i df.il/1294-en/vawwidf.il/english Bl ock
93.172.234.72 |Israel 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock

66. 249, 65. 217 |Israel 147. 237.72. 166 |aka. i df . i | ol aut hor ;e;’usﬁeﬁzrcgffa‘s’gx Bl ock 1
149, 78. 237. 101 |I srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to waw idf.il/tenpl ates/articl e/ nobile B ock 1
79.177.232. 146 |I srael 147.237.0.34 |tikshuv.idf.il Mil ti pl e Unaut hori zed LRL Access from 79. 177. 232. 146 B ock 1
199.30.16. 179 |lLhited Sates [147.237.77.216|dover. i df .il D stributed Uhaut hori zed URL Access on wawn idf.il/error. htm B ock 1
93.173.248.28 |lsrael 147.237.77.234|hal ag. i df . i | Lhaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/bul I et 1. gi f  |B ock 1
66. 249, 65. 231 |Israel 147. 237.72. 166 |aka. i df . i | o rz':,f;u%d 1&"’;“;‘;0;; ;e;u;geﬁgfgf_sazgx Bl ock 1
157.55.39. 84 |lnited Sates |147.237.72. 166 |aka. i df . i | Unhaut hori zed LRL Access to 147.237.72. 166/ Bl ock 1
79.177. 232. 146 |I srael 147.237.0.34 |tikshuv.idf.il m”ttlhgguzve? dﬁ‘l ffecrf;satte(;/opml escat egory/ mobi | & Bl ock 1
207.46.13.126 |Wiited Sates |147.237.76.86 |navy.idf. il mu;;?;iizd?if?‘meﬁ/czf;u;fgi yusi gereral . a5 Bl ock 1
130. 185. 155. 82 |Sweden 147.237.77.216|dover.i df .i | Distributed PHP Attenpt B ock 1
66. 249. 78. 253 |l srael 147.237.72. 156 [anan. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/listl htm B ock 1
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