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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 20177
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3508
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 2302
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 21
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 2
94.102. 52. 10 Net her | ands 147.237.76. 176 test.ncore.idf.i|B ock Np Al _Net drop 1
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Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address

A tacker

Signature

Count ry
188.55. 73. 103 [147.237.77.216 |Saudi Arabia  |dover.idf.il SERVER- WEBAPP adm n. php access 10
188.55. 73. 103 |147.237.77.216 |Saudi Arabia  |dover.idf.il SERVER- WEBAPP | ogi n. ht m access 9
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
188.55. 73. 103 [147.237.77.216 |Saudi Arabia  |dover.idf.il SERVER VEBAPP adni nl ogi n access 3
66.249.78.97 [147.237.77.170|thited Sates |[maarachot.idf.il ET SCAN NVAP -sA (2) 2
91. 201. 236. 155 [147. 237. 76. 147 |kr ai ne chi nuch. aka.i df . i1 ET SCAN NMAP -sS wi ndow 1024 1
018 17327 62 1147 237 76.42 |Tai ven refuahid i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
89. 139. 150. 224 |147. 237. 77. 216 || srael dover . idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1
82.117. 208. 243 |147. 237.0. 16 ny-kosher-kravi .idf.il |[ET SCAN NVAP -sS w ndow 1024 1
185.130.5.99  [147.237.76.86 |Lithuania navy. i df.il ET SCAN Potential SSH Scan 1
13.92.196. 2 147.237.77. 243 |Whited Sates |nobile.idf.il ET SCAN NMAP -sS wi ndow 2048 1
185.130.5.99  |147.237. 72. 166 |Li t huani a aka.idf.il ET SCAN Potential SSH Scan 1
185.130.5.99 |147.237.8.27 |Lithuania e.nadimatal .idf.il ET SCAN Potential SSH Scan 1
185.130.5.99 |147.237.0.19 |Lithuania madi matal .idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 155 [147. 237. 76. 147 |krai ne chi nuch. aka.i df . i1 ET SCAN NMAP -sS wi ndow 2048 1
91. 201. 236. 155 [147. 237. 76. 147 |kr ai ne chi nuch. aka. i df il ET SCAN NVAP -f -sS 1
82.117. 208. 243 |147. 237. 72. 14 dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
80. 82. 78. 38 147. 237. 77. 205 |Net her | ands prishaidf.il ET SCAN NMAP -sS wi ndow 1024 1
185.130.5.99  [147.237.77. 205 |Li thuani a prishaidf.il ET SCAN Potential SSH Scan 1
61. 135. 189. 113 |147. 237. 72. 166 |Chi na aka.idf.il SERVER APAGHE Apache nod_ss| non-SSL connection to S8 port |,
deni al of service attenpt
185.130.5.99  |147.237.76.30 |Lthuania hi nush. i df i | ET SCAN Potential SSH Scan 1
13.92.196.2 147.237.77. 243 |Whited Sates |nobile.idf.il ET SCAN NVAP -f -sS 1
185.130.5.99 |147.237.72.14 |Lithuania dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
185.130.5.99  |147.237.0.200 |Li thuania mdu.idf il ET SCAN Potential SSH Scan 1
104. 214. 73. 227 |147. 237. 77. 243 |Wnited Sates |[nobile.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

A tacker

‘Target Addr ess ‘S te

‘Signature

Country

Sreamng Engine: TCP Invalid

Inval i d segnent retransnission.

66. 249. 65. 65 Lhited Sates  [147.237.72.166 |aka.idf.il S dro| 203
Ret r ansni ssi on Packet dr opped. P
Sreamng Engine: TCP Invalid i i ssi
194. 90. 209. 198 |Israel 147. 237. 76. 200 |ei tan. aka. i of . i 9 =g nval i d segnent retransmssi on. drop 90
Ret r ansn ssi on Packet dr opped.
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 26
188.55.73.103 |[Saudi Arabia 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 18
37.217.138.231 |Saudi Arabia 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 15
Sreamng Engine: TCP Invalid i i SSi
60.242.201.34 |Australia 147. 237.76. 200 |ei tan. aka. i df . | 9 =g Inval i d segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
85. 130. 174. 100 |l srael 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 9
Sreanming Engine: TGP Invalid i i Ssi
109.65.136.1  |israel 147.237.72. 166 |aka. i f .11 9 =g nvalid segnent retransmssi on. drop 9
Ret ransm ssi on Packet dr opped.
85. 130. 174. 100 |Israel 147.237.77. 216 [dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 9
85.130. 174. 100 |l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 8
208.115.113.89 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 7
78.95. 26. 41 Saudi Arabia 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 7
78.95. 26. 41 Saudi Arabia 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid sequence nunber noni t or 7
78. 95. 26. 41 Saudi Arabi a 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYNACK -> Ti meout rej ect 7
Sreaming Engine: TGP Invalid i i sSi
79.178.123. 157 |Israel 147.237.77. 243 |nobile. i f .| 9 =g Invalid segent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
46.19.85.235  |israel 147. 237.77. 243 |mobi l e, i f . i 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
66.249. 93. 184  |Eur ope 147. 237.72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 6
Ret ransnmi ssi on Packet dr opped.
212.175. 142. 142|Tur key 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
37.14.176.28 Spai n 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop 4
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 4
37.26.148.225 |Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 4
157. 55. 39. 32 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4
Sreanming Engine: TCP Invalid i i Ssi
212.76.107. 108 |israel 147. 237.76. 200 |ei tan. aka. i f . | 9 =g nvalid segnent retransmssi on. drop 4
Ret ransm ssi on Packet dr opped.
12.13.100. 90 Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 4
100. 127. 150. 249 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SYN drop 4
149. 88. 186. 204 |l srael 147.237.72. 166 |aka. i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
37.26.146. 177 |Israel 147.237.77.243|mobi | e.idf.il |[SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
46. 19. 85. 13 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber alert 3
Sreamng Engine: TCP Invalid i i SSi
87.70.79.196  |Israel 147.237.72. 166 |aka. i df .| 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
A SYNWACK retransmit with different .
37.26.146.177 |Israel 147.237.77. 243 |mbile.idf.il [Bad TCP sequence wi ndow scal 6 noni t or 3
Sreamng Engine: TCP Invalid i i SSi
66.249.64.70  |lited Sates  |147.237.76.200 |eitan. aka.idf. i 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 13 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 3
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 3
188.55.73.103 |Saudi Arabia 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 3
118. 173. 135. 239|Thai | and 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop 3
195. 239. 16. 53 RJSS::t”ion 147.237.77.74 |lawidi.il  |drop First packet isn't SWN drop 2
46. 19. 85. 119 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 2
192. 249. 66. 247 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 2
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 2
52.90.224. 157 |lWhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 2
195. 239. 16. 53 F“SS;:I”ion 147.237.77. 216 |dover.icf.il |drop Frst packet isn't SIN drop 2
37.142.64.2 I srael 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
78.164. 105. 211 |Turkey 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 2
131.253.25. 240 |Whited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 2
79.177.84.176 |Israel 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
192.243.55.131 |lhited Sates  |147.237.77.74 |lawidf.il  |Bad TCP sequence SINeAX retransmt with different |, 0o |o
W ndow scal e
Sreamng Engine: TCP Invalid i i SSi
5. 254. 65. 18 Tur key 147. 237.77. 243 |nobi l e.i df .i1 9 =g Inval i d segnent retransmssi on. drop 2
Ret r ansni ssi on Packet dr opped.
o SYNWtACK retransmit with different .
46.19. 86. 5 I srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence wi ndow scal 6 noni t or 2
94.230. 86. 149 |l srael 147.237.72. 166 |aka.idf il Bad TCP sequence Inval i d ACK nunber noni t or 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
188. 55. 73. 103 Saudi Arabia  [147.237.77.216|dover.idf il Mil tipl e Whaut horized URL Access from 188. 55. 73. 103 B ock 83
109. 253. 136. 124/l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 81
188.55.73.103 |Saudi Arabia [147.237.77.216|dover.idf.il Mil tipl e Admin B ocking from 188. 55. 73. 103 Bl ock 79
188. 55. 73. 103 Saudi Arabia [147.237.77.216|dover.idf il Dstributed PHP Attenpt B ock 57
66. 249. 65. 65 I srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed URL Access from 66. 249. 65. 65 B ock
181. 30. 30. 166  |Argentina 147.237.76.86 [navy.idf.il Mil tipl e Unaut hori zed URL Access from 181. 30. 30. 166 Bl ock
. . Uhaut hori zed URL Access to
62.0.71.3 I srael 147.237.76.42 |refuah.idf.il ww refua. atal i df.i1/si p storagelfiles/ 2l B ock 2
. . . Uhaut hori zed URL Access to
88. 198. 48. 46 Ger many 147.237.0.34 |tikshuv.idf.il tikshuv. i of .11/ shar ed/ user cont rol s/ header upper/ B ock 2
17.138. 55. 96 Lhited Sates |147.237.77.216|dover.idf.il Mil tipl e Whaut horized URL Access from 17. 138. 55. 96 B ock 2
66.249. 64. 233 [Israel 147.237.77.216|dover . i df .i | Distributed Unaut hori zed URL Access on wawidf.il/error. htm Bl ock 2
81.218.202. 150 |[Israel 147.237.0.34 |tikshuv.idf.il Mil tipl e Unaut hori zed LRL Access from 81.218. 202. 150 Bl ock 2
62.0.71.3 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed HTTP Met hod B ock 2
2.53.134. 224 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
79.181. 27. 25 I srael 147.237.72. 166 |aka. i df . i | PHP At tenpt Bl ock 1
. . Uhaut hori zed URL Access to
212.179.60.30 |Israel 147.237.77. 176 |mat pash. i df . i | wiw cogat i df .i1/si p. st oragel i | es/ 9/ 4629, pg Bl ock 1
181. 30. 30. 166  |Argentina 147.237.76.86 [navy.idf.il PHP At tenpt Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 65. 217 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai 1/ i yus/ gener al . aspx B ock 1
] . . Untraceabl e S3. Sessions: Protocol violation
169. 229. 3. 91 Uhited Sates [147.237.72.166|aka.idf.il (SSL_OONN LI ENT HELLO) None 1
79.181. 27. 25 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/xnirpc. php B ock
181. 30. 30. 166  |Argentina 147.237.76.86 [navy.idf.il Lhaut hori zed URL Access to waw navy. i df.il/xnrpc. php Bl ock
. . Uhaut hori zed URL Access to
66.249.66. 123 |l srael 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ 994~ 8944- he/ r ef uah. aspx Bl ock 1
54.189.238.182 |lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed LRL Access to waw i df.il/newsite/english/nain. asp B ock 1
188.55.73.103 |Saudi Arabia [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wwyidf.il/ar/adnin/ Bl ock 1
] . - Mil tiple Lhtraceabl e SSL Sessi ons from 169. 229. 3. 91 (Prot ocol
169.229.3.91  [thited Sates |147.237.76.86 |navy.idf.il viol ation (SSL OONN QLI ENT FELLO)) None 1
66.249. 64.233 |[Israel 147.237.77.216|dover . i df .i | Lhaut hori zed UR. Access to wawidf.il/atal 1/izkor/vi ew i nut op. asp [Bl ock 1
188.55.73.103 |Saudi Arabia [147.237.77.216|dover.idf.il Admin Bl ocki ng Bl ock 1
157. 55. 39. 32 Lhited Sates |147.237.77.216|dover.idf.il Distributed Lhauthori zed URL Access on waw idf.il/error. htm B ock 1
www, chanmat z. aka. i d |uhaut hori zed URL Access to
79.178.193. 247 I srael 147.237.77. 2261 | waw chanat z. aka. i df . i 1/t enpl at es/ f ag/ robi | € B ock !
199. 30. 24. 240 |thited Sates [147.237.77.216|dover.idf.il Distributed Lhauthori zed URL Access on wawn i df.il/error. htm B ock 1
. . . Lhtraceabl e S Sessi ons: Protocol viol ation
61.135.189. 113 [China 147.237.72. 166 |aka. i df . i | (SSL_OONN LI ENT HELLO) None 1
: . . . Uhaut hori zed URL Access to
173.252. 88.189 |UWited Sates [147.237.0.34 |tikshuv.idf.il 147.237.0. 34/ si p. st or agel fi | es/ 4/ si 2e220x0/ 1744. | pg B ock 1
85, 64. 67. 139 lsrael 147.237.72. 166 |aka. i df .i | Unknown _Par e_met er ctl 00$ct | OO$_cphMa| n$cphSachar $ct1 79 in None 1
vwv aka. i df . i | / mai n/ sachar/ paysl i ps. aspx
157. 55. 39. 32 Lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed LRL Access to v idf.il/daily statistics/english B ock 1
79 179. 231 173 |1 srael 147.237.72. 166 |aka. i df .i | Unknown _Par a_lmat er ct|00%ct | 00$_cphMa| n$cphSachar $ct1 79 in None 1
wwn aka. i df . i | / mai n/ sachar/ paysl i ps. aspx
: . . Unaut hori zed URL Access to
208.115.111. 74 |lnited Sates |147.237.77.234|hal ag. i df.il ww | ogi sti cs. atal i df . i 1/tenpl at es/ shar ed/ user cont rol s/t raj ector/ Bl ock 1
85. 65. 109. 18 I srael 147.237.77. 216 |dover. i df .i | Distributed Lhauthori zed URL Access on wawn idf.il/error. htm B ock 1
. . Unhknown Paraneter hc_l ocation in
66. 249. 65. 65 I srael 147.237.72. 166 |aka. i df .i | ww aka. i df i |/ shal i shut/ si t e/ general . aspx None 1
157.55.39.189 |lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
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