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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il|HTTP- POST- Segrment ed- DoS dest - r eset 7892
167.114. 156. 16 Canada 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn dr op 7561
0.0.0.0 147.237.77. 216 dover.idf.il|HTTP- POST- Segnent ed- DoS dest - r eset 3167
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il|HTTP-M SG Sl owl ori s- DOS- Var 1 dest - r eset 9

45. 35. 64. 142 Lhited Sates 147.237.77. 216 dover.idf.il|TCP handshake viol ation, first packet not syn drop 1

52.29. 223. 39 Cer many 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 1
37.217.138. 231 Saudi Arabi a 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 1
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|Top Attackers In IPS|
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
188. 120. 148. 132|147. 237. 72. 166 |I srael aka.idf.il ET SCAN NVAP -sA (2) 2
124.105.9.3 147. 237. 76. 148 |Phi | i ppi nes gqcenter.aka. i df.i |[ET SCAN NVAP -sS w ndow 3072 1
66. 102. 6. 191 147.237.77. 216 |lhited Sates |[dover.idf.il portscan: TCP D stributed Portscan 1
23.96. 109. 87 147.237.76.34 |Uhited Sates |yohalan.idf.il ET SCAN NMVAP -sS w ndow 3072 1
201 173. 131, 218|147, 237. 76. 34 |vexi co yoal an.i o i1 ET SDAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
190. 124. 35. 115 |147. 237. 76. 201 [N car agua e.atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
173. 65. 154. 27  |147.237.77.179 |Uhited Sates |e.mazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
80.82.78.38 147. 237. 76. 148 |Net her | ands gqcenter.aka. i df.i |[ET SCAN NMVAP -sS wi ndow 1024 1
23. 96. 109. 87 147.237.76.34 |lhited Sates |yohalan.idf.il ET SCAN NVAP -sS wi ndow 4096 1
202.67.237.220 [147.237.72.166|Hong Kong aka.idf.il ET SCAN Potential SSH Scan 1
199. 30. 80. 110  [147.237.77.216|Wited Sates [dover.idf.il portscan: TCP D stributed Portscan 1
190. 124. 35. 115 [147. 237. 76. 201 |N car agua e.atal.idf.il ET SCAN NVAP -sS wi ndow 3072 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
Sreanming Engine: TCP Invalid i i SSi
66.249.65.65  |Uited Sates |147.237. 72. 166 |aka. i df .1 9 =g Invalid segnent retransmssion. drop 216
Ret r ansni ssi on Packet dropped.
208. 115.113. 89 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 59
96.243.81. 7 Lhited Sates [147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 44
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 36
94.77.196. 82 Saudi Arabia |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 35
139. 162. 216. 112|lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 35
37.217.138.231 |Saudi Arabia [147.237.77.216 |dover.idf.il drop First packet isn't SWN drop 34
Véb Server Enforcenent HITP Ceni
207. 241. 226. 209 |Wnited Sates |147.237. 72. 166 |aka i of . i | _ Veb Servers S ow Denial of 1 oot 29
Mol ation Service
41.33. 231. 90 Egypt 147.237.77. 216 |dover.idf il drop SAMrule drop 27
93. 223. 235. 237 |Ger many 147.237.77. 176 |nat pash. i df . i1 drop First packet isn't SN drop 21
Sreanming Engine: TCP Invalid i i ssi
176. 228. 53, 246 |I srael 147.237.77. 243 |nobile. i df . 9 =g Invalid segnent retransmssion. drop 20
Ret r ansni ssi on Packet dropped.
207. 46. 13. 28 Lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 20
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 16
37.14.176. 28 Spai n 147.237.72. 166 |aka. i df i drop First packet isn't SWN drop 16
Sreaning Engine: TGP Invalid ' i ssi
5.22.135.190  |israel 147. 237. 76. 200 |ei tan. aka. i of . | 9 =9 Invalid segnent retransmssion. drop 15
Ret r ansni ssi on Packet dropped.
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 12
198.58.103.28 |lLhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 12
52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
68.180. 231.43 |lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SYN drop 12
50.87.144.145 |Wnited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SWN drop 11
157.55. 39. 32 Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop 11
79.182.26.77 | srael 147.237.72. 167 |ishurimaka. idf.i1 |SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 10
41.33. 231. 90 Egypt 147.237.77. 216 |dover.idf il drop drop 9
192. 115.83.5 I srael 147.237.0.15 |kosher-kravi.idf.i|Bad TCP sequence I'nval i d ACK nunber noni t or 8
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
Sreanming Engine: TQP Invalid i i SSi
46.120.24.234 |Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssion. drop 8
Ret r ansni ssi on Packet dropped.
192.115.83.5 I 'srael 147.237.0.15 |kosher-kravi.idf.il|Bad TCP sequence Invalid ACK nunber alert 7
37.26.148.224 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 7
206. 74.212. 139 |lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 6
88. 254. 109. 108 |Turkey 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
185. 3. 144. 33 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
173.168.204. 88 |Lhited Sates [147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
185. 3. 146. 208 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 5
45, 35. 64. 142 Lhited Sates [147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 4
5.102. 195. 4 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence I'nval i d ACK nunber noni t or 4
104. 131. 147. 112|Whited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop 4
147.9.246.150 |lWhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 4
166. 137. 126. 57 |lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 4
82.145.219.91 |Europe 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
41.242.136. 4 Ghana 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
207.46.13.118 |hited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SWN drop 4
192. 249. 66. 247 |Whited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop 3
Sreaning Engine: TQP Invalid i i ssi
192.116. 111. 74 |israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi
66.249. 93. 180  |Eur ope 147.237.72. 166 |aka i f .11 9 =9 Invalid segnent retransmssion. -y 3
Ret r ansni ssi on Packet dropped.
188. 120. 148. 139|l srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Invalid ACK nunber noni t or
98.191.169.34 |lhited Sates |147.237.77.176 |natpash.idf.il dr op Frst packet isn't SN drop
Sreamng Engine: TCP Invalid i i ssi
66. 249. 93. 184  |Europe 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion drop 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
176.13.19. 224 |israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.53.142. 52 I srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion drop 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
94.159. 166.18 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
185. 3. 146. 212 |l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 15
81.218. 202. 150 |l srael 147.237.0.34 |tikshuv.idf.il |Miltiple Wauthorized URL Access from 81.218.202. 150 B ock
5. 29. 53. 108 I srael 147.237.77.243|nobi | e. i df . i | Ml tipl e Unaut hori zed URL Access from 5. 29. 53. 108 B ock
66. 249. 65. 65 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unauthorized URL Access from 66. 249. 65. 65 B ock
. . - Unaut hori zed URL Access to
5.29.53. 108 I srael 147.237.77.243|nobi l e. i df . i | nobi l e, i o . i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1431 B ock 3
79.177.148.131 |Israel 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Gode B ock 3
2.53.52.75 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
176. 13. 22. 26 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response CQode B ock 2
2.55.51.9 I srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Gode B ock 2
77.125.103. 218 |lsrael 147.237.72. 156 |anan. i df . i | Lhtraceabl e SSL Sessi ons: pen Mde None 2
17.138. 55. 96 LShIaIts: 147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to waw idf.il/1133-12675- he/ dover. aspx B ock 2
77.125.103. 218 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: pen Mde None 1
199. 30. 25. 107 g‘;ttees 147.237.77.216|dover . i df . i | Dstributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 1
Lhi ted . . Unaut hori zed URL Access to
40.77.167.104 Sates 147.237.77.233(atal . i df . i waw atal . i df.il/tenpl at es/ shar ed/ user cont r ol s/ navnenu/ undef i ned Bl ock !
- . D stributed Lhaut hori zed URL Access on
87.70.67. 111 I srael 147.237.72. 166 |aka. i df . i | o aka, i df i1/ i/ sachar/ undefi ned B ock 1
66.249. 66. 125 [Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 994- 8878- he/ r ef uah. aspx Bl ock 1
46.222.165.152 |Spain 147.237.77. 170 |maar achot . i df . i | |Whaut hori zed URL Access to maarachot . i df .il/71929- he/ B ock 1
157. 55. 39. 32 Lsh'mt:: 147.237.77.216|dover. i df .i | Dstributed Uhaut hori zed URL Access on waw idf.il/error.htm Bl ock 1
78.175. 165. 144 |Turkey 147.237.77.216|dover . i df . i | Lhaut hori zed URL Access to wwidf.il/ar/4€Z B ock 1
66. 249. 65. 65 I srael 147.237.72. 166 |aka. i df . i | Uhknown Paraneter catld in ww aka.idf.il/shalishut/site/gallery. aspx None 1
Kor ea, . : .| |Uhknown Paraneter | in
203.133. 168. 224 Republ i ¢ of 147.237.76. 200 [ei tan. aka. i df . i W ei tan. aka. i df.il/tenpl at es/ sendt of ri end/ sendt of ri end. aspx None !
46. 19. 85. 139 | srael 147.237.77. 216 |dover. i df .i | Abnormal |y Long Request net hod B ock 1
109.64.9.27  [israel 147.237.72. 166 |aka. i df . i | llegal Byte Qode Character in LR /main/kapatz//res#012 Bock |1
our ces/ i nages/ i nner page/ goback. gi f
68. 180. 229. 241 gﬁ;ttg: 147.237.77. 176 |nat pash. i df . i|  |Paraneter Type Mol ati on PageNumin ww cogat . i df . il/901-ar/cogat . aspx Bl ock 1
66. 249. 64. 17 I srael 147.237.77. 176 |nat pash. i df . i|  |Paraneter Type Miol ati on PageNumin wmw cogat.idf .il/1926-he/ cogat.aspx  |Bl ock 1
5.153.233.130 |Sweden 147.237.77. 176 [mat pash. i df . il  |PHP Attenpt Bl ock
66. 249. 65. 65 I srael 147.237.72. 166 |aka. i df . i | Unknown Paraneter docl.. in v aka.idf.il/main/giyus/general .aspx None
Il1legal HITP Version __atuvs=571938dalba492d3000;
_pk_ref.20. 8af c=06BYR2%22%2C%R2922%2C1461270748%R2C%22ht t psYBAIR
46. 19. 85. 139 I srael 147.237.77.216|dover . i df . i | FoRFwwy googl e. co. i | YRFY2296D, B ock 1
_pk_i d. 20. 8af c=10bbf 50a40f 85dd7. 1460867723. 2. 1461270748. 146127074
8.; _pk_ses. 20. 8af c=*
109. 64. 9. 27 I srael 147.237.72. 166 |aka. i df . i | Mitiple I1legal Byte Qode Character in URL from109. 64. 9. 27 B ock 1
66. 249. 64. 41 | srael 147.237.77.216|dover.idf . il Lhaut hori zed UR. Access to v idf.il/atal 1/izkor/vi ew i ng. asp B ock 1
5.153.233.130 |Sweden 147.237.77. 176 |mat pash. i df . i|  |Unauthorized URL Access to ww cogat.idf.il/wp-1ogin. php Bl ock 1
. . Unaut hori zed URL Access to
185.3.144.33  [Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 421 appl e- t ouch- i con- pr econposed. png Bock |1
66. 249. 65. 65 I srael 147.237.72. 166 [aka. i df . i | Unknown Paranet er docid in v aka. i df.il/kamhar/klali/default.asp None 1
46. 19. 85. 139 I srael 147.237.77. 216 |dover . i df . i | Mal formed URL _ atuvc=2 B ock 1
5.29.6.182 | srael 147.237.72. 166 |aka. i df . i | SSL Uhtraceabl e Connection - (pen Mde None
109. 228. 19. 67 Ei"";gegom 147.237.77. 216 |dover . i df . i | Distributed Uhauthori zed URL Access on ww i df.il/ar/ 562 Bock |1
77.125.103. 218 |lsrael 147.237.72. 166 |aka. i df . i | SSL Wnhtraceabl e Connection - Protocol violation (SSL_GONN QLI ENT_ HELLQ None 1
66.249. 64. 233 |l srael 147.237.77.216|dover. i df . il Distributed Lhaut hori zed URL Access on waw i df.il/atal 1/izkor/viewiny.asp |B ock 1
81.218.202. 150 |[lIsrael 147.237.0.34 [tikshuv.idf.il [Uhauthorized URL Access to wmwu tikshuv.idf.il/tenpl ates/ honepage/ nobile |B ock 1
66.249.65.217 |lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx B ock 1
46.19.85.139  |Israel 147.237.77. 216 |dover. i df . i | Lh';{'ﬁ\‘;‘::;m P Request Method sionl d=nj zsdr 550bpwf vf 400f oi 53d; in URL g oy |y
131. 253. 25. 216 g‘;tt:: 147.237.77. 216 |dover.idf . il Distributed Uhaut hori zed URL Access on wwu idf.il/error.htm B ock 1
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