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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site

|Signature

|Device Action |Count |

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il [HTTP- POST- Segnent ed- DoS dest - reset 14157
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |TQP handshake violation, first packet not syn drop 8703
0.0.0.0 147.237.77. 216 dover.idf.il |[HTTP- POST- Segnent ed- DoS dest - reset 4602
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - r eset 3
221.194.44.173 Chi na 147.237.76. 202 e halag.idf.illJJLMPurple Gon_Limt_Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount

178.22.197. 40 Russi an Federati on 147.237.72. 166 aka.idf.il |5141: HITP. Sgl map HTTP Request B ock 1
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|Top Attackers In |D|

Target Address

A tacker
Count ry

Signature

Potential Scan or Brute Force

195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
194,192 4. 162|147 237 0. 34 |Thai 1 and Cikshovid il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
106. 187.52.36 [147.237.0.15 [Japan kosher -kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
104. 43. 14, 234 |147.237.76. 147 |United Sates |chinuch. aka.idf.il ET SCAN Potential SSH Scan 1
85.65.25.46  |147.237.77.216 [Israel dover.idf.il SERVER APACE Apache med_ssl non-SSL connection to S8 port |,
deni al of service attenpt
82.165.11.63  |147.237. 76. 148 |Ger many gqcenter. aka. i df il ET SCAN Potential VWNC Scan 5900- 5920 1
74.118.239.21 |147.237.0.34 |lhited Sates [tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
213.57.205. 164 |147.237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
58.218.211.11 |147.237.76.31 |China nakchal . i df.il ET SCAN Potential SSH Scan 1
173. 65. 154, 27 |147.237.77.178|lhited Sates |e. matpash.idf.il ET SCAN NMAP -sS wi ndow 1024 1
106. 187.52. 36 [147. 237. 76. 201 [Japan eatal.idf.il ET SCAN NVAP -sS w ndow 1024 1
104. 214. 73. 227 |147.237. 77. 226 |Lhited Sates |wwi chamatz. aka.idf.il |[ET SCAN NMVAP -sS wi ndow 1024 1
91.201. 236. 158 |147.237.8.14 |lkraine e.orchot.idf.il ET SCAN NVAP -sS wi ndow 1024 1
82.165.11. 63  |147.237. 76. 199 |Ger many e. nakchal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
82.165.11.63  [147.237.76.39 |Ger many nobi | . neitav.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
58.218.211.11 |147.237.76.197 |Chi na e hinush.idf.il ET SCAN Potential SSH Scan 1
198.20.69. 74  |147.237.77.212|Whited Sates |e dover.idf.il ET DROP DBshield B ock Listed Source 1
58.218.211.11 |147.237.0.35 |China akavs. i df .i | ET SCAN Potential SSH Scan 1
— ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
188.59.24. 4 147.237.0.33  |Turkey idf.il 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Addr ess ‘Ste ‘Signature Acti on ‘Count
Sreanming Engine: TGP Invalid i i ssi
66.249.65.65  |Uited Sates 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 152
Ret r ansn ssi on Packet dr opped.
130. 185. 155. 82 |Sweden 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 51
Vb Server Enforcenent HTTP Deni
207. 241. 226. 209 |Wnited Sates 147. 237.72. 166 |aka i of . i | , Ve Servers S ow Cenial of | et 39
Mol ation Servi ce
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 25
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 20
Sreanming Engine: TGP Invalid i i ssi
94.159.129.75 | srael 147. 237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. |, 15
Ret r ansn ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
87.70.27.229  |israel 147. 237. 76. 200 |ei tan. aka. i of . i 9 =g Invalid segnent retransmssion. |, 12
Ret r ansn ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i ssi
89.138.161.54 |Israel 147. 237. 76. 200 |ei tan. aka. i of . i 9 =g Invalid segnent retransmssion. | o 12
Ret r ansn ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
79.183. 149. 150 |Israel 147. 237. 76. 200 |ei tan. aka. i of . i 9 =g Invalid segnent retransmssion. |, 12
Ret r ansn ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i ssi
176.13.19. 224 |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | o 12
Ret r ansn ssi on Packet dr opped.
198.58.102. 155 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
207. 46. 13. 28 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 11
50. 116. 28.209 |lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 11
: o SYNtACK retransmt wth .
192, 243.55. 136 |Lhited Sates 147.237.77. 74 |lawidf.il Bad TCP sequence di fferent vi ndow scal e noni t or 8
77.160.83.192 |Netherl ands 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 7
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 7
213.8.204. 71 I srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 7
37.26.148. 174 | srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
} . . SYNWACKK retransmt with .
192, 243.55. 134 |lhited Sates 147.237.77.74 |[lawidf.il Bad TCP sequence different vi ndow scal e noni t or 6
68.180.231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 6
Sreamng Engine: TCP Invalid i i ssi
109. 65. 42. 203 |Israel 147. 237. 72. 166 |aka. i o . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansn ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
77.127.158.4  |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 6
Ret ransnm ssi on Packet dr opped.
66. 87. 86. 196 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SWN drop 6
192.243.55.135 |Lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber nonitor |6
192. 243.55.136 |Lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
66.249.93. 115 |Europe 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 5
192, 243.55. 136 |lhited Sates 147.237.77. 74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
207.46.13.118 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 5
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 4
: o SYNtACXK retransmt wth .
192, 243.55. 138 |lhited Sates 147.237.77. 74 |lawidf.il Bad TCP sequence different vi ndow scal e noni t or 4
79.176.66.236 I srael 147.237.77. 216 |dover.if .11 [Bad TCP sequence SYMACK retransmt wth moni tor |4
different w ndow scal e
81.218.80.226 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4
192. 243.55.135 |Lhited Sates 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SWN drop 4
192.243.55. 131 |lLhited Sates 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 4
45, 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 4
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop drop 4
85. 113. 114. 154 glcisgi'géa” Territory.ly47. 237. 7. 216 |dover.icf.il  |drop First packet isn't SN drop 4
192.243.55. 135 |Wited Sates 147.237.77.74 |lawidf.il Bad TCP sequence SYNFACK retransmt with nonitor |4
different w ndow scal e
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4
79.176.66.236 |lsrael 147.237.77.216|dover.idf.il |SYN At tack SYN -> SYN-ACK -> Ti meout alert 4
192.243.55. 131 |lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
192.243.55.132 |Lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber nonitor |4
91.200.12. 141  |lkrai ne 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 4
192.243.55.136 |lhited Sates 147.237.77.74 |(lawidf.il dr op Frst packet isn't SWN drop 4
192.243.55. 134 |Lhited Sates 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber nonitor |4
79.176.66.236 |lsrael 147.237.77.216|dover.idf.il |SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 4
185. 3. 144. 38 I srael 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 4
o SYNtACXK retransmt wth .
80.246.139.42 |[Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence different vi ndow scal e noni t or 4
Sreanming Engine: TGP Invalid i i ssi
66.249. 93.182  |Europe 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | o 3
Ret r ansn ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
109. 64. 208. 120 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 74
66. 249. 65. 65 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 66. 249. 65. 65 B ock 7
46.19. 86. 216 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 6
8.37.230. 33 Lhited Sates |[147.237.77.216|dover.idf.il Distributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 4
176.13.23.174 |lIsrael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
37.142. 68. 60 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
80.179.9.7 I srael 147.237.77.216|dover.i df . il Distributed Wauthorized URL Access on waw idf.il/error. htm Bl ock 3
80.179. 9. 115 I srael 147.237.77. 216 |dover.i df . il Dstributed Lhauthori zed URL Access on waw idf.il/error. htm B ock 2
197.53.221.94 |Egypt 147.237.77. 216 |dover.idf .l Distributed Whaut horized URL Access on wawidf.il/error. htm B ock 2
109. 253. 227. 84 |Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
17.138. 55. 96 Lhited Sates |147.237.77.216|dover.idf .il Uhaut hori zed URL Access to ww i df.il/tenpl at econtrol s/ generic/ B ock 2
77.126.229. 190 |l srael 147.237.77.233|atal . i df.il Unaut hori zed URL Access to 147.237.77. 233/ 1462- hel at al . aspx B ock 1
207.46.13.107 |Wnited Sates [147.237.77. 176 |nat pash. i df . i | muégggt' .Zied‘i.% tfﬂ;fifetsfnem/ e, i . 85 Bock |1
66.249.64.131 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ ei tan/ | i st page/ B ock
2.53.26.194 I srael 147.237.77. 216 |dover.i df . il Par aneter Type M ol ation SearchText in ww i df.il/1065-he/ dover. aspx B ock
149. 88. 153. 105 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
82.166. 119. 170 | srael 147.237.76.42 |refuah.idf.il m‘fefhzg ;e:] _ﬂf‘_ffffjsplta?es/gener o /il e Bl ock 1
66. 249. 65. 65 I srael 147.237.72. 166 [aka. i df . i | Uhknown Paraneter newsltemin ww aka. i df.il/megurin news/ None 1
169. 229. 3. 91 Lhited Sates [147.237.77.243|nobi |l e.idf.il Lhtraceabl e S3_ Sessi ons: Protocol violation (SSL_GONN QLI ENT_HELLO None
31.168.72.173  Israel 147.237.72.166 |aka. i df . i | mu;:;r: éfe.di Iullnaffllcgzzh;?/ resour ces/ i nrages/ common/ Bl ock !
97.32.132.119 |thited Sates |147.237.77.216|dover.idf.il D stributed Uhauthori zed UR. Access on ww i df .il/anan Bl ock 1
79.177.74.151  |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . i |/ nai n/ sachar/ undefi ned B ock 1
207.46.13.118 |wnited Sates |[147.237.77.216|dover.idf.il Distributed Whaut hori zed URL Access on waw idf.il/error. htm B ock 1
66.249. 64. 233 |l srael 147.237.77.216|dover. i df . il Mil ti pl e Unaut hori zed URL Access from 66. 249. 64. 233 B ock 1
2.55. 15,181 I srael 147.237.77.243|nobi [ e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 1
157. 55. 39. 32 Lhited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw idf.il/anan Bl ock 1
83.130.106.45 |[lIsrael 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to wan i df.il/https:/wwidf.il/ Bl ock 1
66.249. 65.217 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ general . aspx  |Bl ock 1
207. 241.229. 222|Uhited Sates  [147. 237.77. 216(dover. i df . i w1 ot 111 pH:t_oiC/C:g]s.gt6324@103/set s/ 72157628143322092/ show |2 0K |
5. 29. 24. 197 I srael 147.237.72.166 |aka. i df . i | (SSSLSLUj tcrgc\lﬁibggpﬁ”gﬁi gZ_DETifCEﬂO:kﬂ;; on None 1
157. 55. 39. 84 Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt B ock 1
85. 65. 25. 46 | srael 147.237.77.216|dover. i df . il Untraceabl e SS Sessions: Protocol violation (SSLGONN QI ENT_ HALLQ None 1
70.39.157.192 [Uited Sates [147.237.72. 166 |aka. i df . i | m”;’kmg i?}r_?ﬁtn;'. nf;;ggjf}égf:jtf?g;h n None 1
Unaut hori zed URL Access to
192.243.55.135 |lLhited Sates [147.237.77.74 |lawidf.il won | aw i df i |/ tenpl ates/ getfil e/ getfil e. aspx?fil enane=xhl | yt ayl t anns5kb2 |Bl ock 1
n¥& nf ocent eri t enst rue
109.67.174.80 |Israel 147.237.72. 166 |aka. i df . i | mu;g ri'd??I ;\bn;hr‘]’/dr aﬁijggm act s aspx Bock |1
66. 249. 65. 65 I srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter anp; docl d in wawn aka. i df . i/ navy/ navy/ general . aspx |None 1
213.57.205. 164 |l srael 147.237.77.216|dover. i df . il Unaut hori zed URL Access to w i df.il/tenpl at es/ honepage/ nobi | e B ock 1
Unhaut hori zed URL Access to
157.55.39. 145 |lhited Sates |[147.237.72.166|aka.idf .il aka.idf.il/main/smalini&a=u&ei =zqsut j f xrm- f opdm pkb&ed=0caugf j aa [Bl ock 1
&usg=af gj cnf 2apehywz9apusaqdzaz5_j kf q7g
95. 31. 134. 206 gs::;”i on 147.237.77. 170 |maarachot . i df . i | [Distributed PHP Attenpt B ock 1
74.6.254. 127 Lhited Sates |147.237.77.216|dover.idf.il Mil tipl e Unaut horized URL Access from 74. 6. 254. 127 B ock 1
54.210.18.124 |inited Sates |[147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
82.102. 169. 113 |l srael 147.237.77.216|dover.idf .l Distributed Whaut hori zed URL Access on waw idf.il/error. htm B ock 1
66.249. 65.65 | srael 147.237.72.166 |aka. i df . i | mnzkmg i?.?rﬁtk:m;fg;| ;:y/shw\pi cture asp None 1
169.229.3.91  [thited Sates [147.237.72. 156 |aman. i df .| %&&iﬁaﬂfﬁfﬁﬁg - Protocol violation None 1
95. 31. 134. 206 :ZZ::FI on 147.237.77. 170 |maar achot . i df . i | [Unaut hori zed URL Access to maarachot . idf.il/wp-1o0gin. php B ock 1
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