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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site

|signature

|Device Action|Count

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - reset 7777
192.198. 151. 44 Eur ope 147.237.72. 167 ishurimaka.idf.il TCP handshake viol ation, first packet not syn |drop 3770
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - reset 2295
139.129. 93. 18 Chi na 147.237.0.16 ny-kosher-kravi.idf.il |Frk Under Attack Con Tcp drop 2
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 1
94.102. 52. 10 Net her | ands 147. 237. 76. 201 e atal.idf.il Block Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |Sgnat ure
40. 69. 216. 57 Lhited Sates 147.237.77.216 |dover.idf.i|19813: HITP. WrdPress Thene DOvi Directory Traversal Mul nerability B ock 1
40. 69. 216. 57 Lhited Sates 147.237.77.216 |dover.idf.i|19863: HITP. VérdPress Revslider/ Showbiz PHP File Ul oad B ock 1
178. 69. 159. 41 Russi an Federation [147.237.72.166 |aka.idf.il |5141: HTTP. Sgl map HTTP Request B ock 1
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|Top Attackers In |D|

Target Address

At acker

Signature

Count ry
79.182.90.232 |147.237.76.86 |[Israel navy. idf.il ET SCAN NVAP -sA (2) 2
195. 34. 150. 18 [147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 2
66.249.64.16  [147.237.77.74 |Wited Sates [lawidf.il ET SCAN NVAP -sA (2) 2
188. 138. 25. 228 [147.237.8. 14 |France e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 2
85. 131. 208. 140 [147.237.8.46 |Ger many e. chinuch.idf.il ET SCAN Potential SSH Scan 1
183.60. 48.25  |147.237. 76. 196 |Chi na e svivaidf.il ET SCAN Potential SSH Scan 1
85. 131. 208. 140 [147.237.0.34 |Ger many tikshuv.idf.il ET SCAN Potential SSH Scan 1
183.60.48.25 [147.237.76.39 |China nobi | e. mei tav.idf.il ET SCAN Potential SSH Scan 1
183.60.48.25 |147.237.0.19 |China madi matal .idf.il ET SCAN Potential SSH Scan 1
46.45.137.76  |147.237.0.17 |Turkey mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
113. 107. 24. 247 [147.237.0.19 |China madi matal .idf.il ET SCAN Potential SSH Scan 1
104. 219. 238. 10 [147. 237. 77. 234 |Wnited Sates [halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
85. 131. 208. 140 |147. 237. 77. 227 |Ger many e. hanaz.idf .il ET SCAN Potential SSH Scan 1
188. 138. 25. 228 [147. 237.8.14 |France e.orchot.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
85. 131. 208. 140 |147. 237. 76. 198 |Ger many e.yohal an.idf.il ET SCAN Potential SSH Scan 1
188, 138, 25. 228 |147. 237 8. 14 |France e orchot i df il ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
85. 131. 208. 140 |147. 237. 76. 44 |Ger many e.refuah.idf.il ET SCAN Potential SSH Scan 1
183.60. 48.25  |147. 237. 76. 201 |Chi na e.atal.idf.il ET SCAN Potential SSH Scan 1
85. 131. 208. 140 |147.237.8.14  |Ger many e.orchot.idf.il ET SCAN Potential SSH Scan 1
183.60.48.25 |147.237.76.86 |China navy.idf.il ET SCAN Potential SSH Scan 1
80.82.78.38 147.237.72. 14 |Netherl ands dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
183.60.48.25 |147.237.76.31 |China nakchal .i df.il ET SCAN Potential SSH Scan 1
180. 97. 106. 37 |147. 237. 76. 176 |Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
106.184.2.29  [147.237.72. 167 |Japan i shuri maka.idf.il ET SCAN Potential SSH Scan 1
87.70.52.243  |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
1091 208.23.98 |147. 237 0.35 |mrami| akave. i df il ET SI)AN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
85. 131. 208. 140 [147. 237. 77. 205 |Ger many prisha.idf.il ET SCAN Potential SSH Scan 1
85. 131. 208. 140 [147. 237. 76. 148 |Ger many gacenter. aka. i df . il ET SCAN Potential SSH Scan 1
185. 32. 179. 43 |147.237.0.19 |israel nadi matal .idf.il ET SCAN Possible SS. Brute Force attack or Ste Gaw 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address ‘S’ te ‘Signatu re Acti on ‘Count
71.225.162.208 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 138
66.249.65.65  |United Sates 147.237. 72, 166 |akaiar. i1 |/ S3MNG Engine: TCP Invalid |invalid segnent retransmssion. | o 84
Ret r ansni ssi on Packet dr opped.
107.77.94. 125 |lWhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 45
207. 241. 226. 209U ted Sates 147.237.72. 166 |akaicr.i1 | V€ Server Enforcement Veb Servers S ow HITP Denial of oy 39
Mol ation Servi ce
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 34
217. 66. 233. 89 glcisgii:;a” Territory. 1y 47, 237. 7. 216 |dover.idf. i1 |dr op First packet isn't SWN drop 22
87.70.52.243  |Israel 147.237.72. 166 |aka i 11 | S NG Engine: TCP Invalid Jinvalid segnent retransnssion drop 18
Ret r ansni ssi on Packet dr opped.
176. 65. 16. 42 glcisgii:;a” Territory. 1y 47, 237. 7. 216 |dover.idf. i1 |dr op First packet isn't SWN drop 16
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
97.74.24.188 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
54.72.73. 168 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12
50. 116. 28.209 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
207. 46. 13. 28 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 11
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 11
68.111.90.191 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 11
185. 89. 217. 231 |Net herl ands 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 10
68.180.231.43 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 10
50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 9
198.58.103. 114 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 9
208.115.113.89 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 9
185. 89. 217. 233 |Net herl ands 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 9
5.144.60.177  |israel 147.237.72. 166 |aka a1 |7 €AM NG Engine: TCP Invalid finvalid segnent retransnissi on. drop 9
Ret r ansni ssi on Packet dr opped.
37.26.146. 173 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 8
207.46.13.118 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8
185. 89. 217. 234 |Net herl ands 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 8
185. 89. 217. 224 [Net her | ands 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 8
46.116.30.0 I srael 147. 237.76. 200 i tan. aka. i of i | SAM NG Engi ne: TGP | nvalid invalid segnent retransnission. drop 8
Ret r ansni ssi on Packet dr opped.
185. 89. 217. 229 |Net herl ands 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 7
46. 19. 85. 234 I srael 147.237.77. 176 |matpash.idf .il |Bad TCP sequence Invalid ACK nunber noni t or 7
157. 55. 39. 32 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 7
95. 86. 104. 64 | srael 147.237.72. 156 |anan.i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
46. 19. 85. 234 I srael 147.237.77. 176 |matpash.idf .il |Bad TCP sequence Invalid ACK nunber aert 6
192.243.55. 137 |lWhited Sates 147.237.77. 74 |lawidf.il Bad TCP sequence Inval id ACK nunber noni t or 6
185. 89. 217. 225 |Net herl ands 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6
94.230.86.245 |lsrael 147.237.77.233atal .idf.il  |Bad TCP sequence Inval i d ACK nunber nonitor |6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 6
85.64.159.73  |Israel 147.237.77. 243 |rvi e i o1 | SAM NG Engine: TCP Inval id - invalid segnent retransmssion. |y 6
Ret r ansni ssi on Packet dr opped.
79.183.176. 102 |israel 147.237.77. 243 |rvi e i a1 [T €AM NG Engine: TCP Inval id - imvalid segnent retransnissi on. drop 6
Ret r ansni ssi on Packet dr opped.
185. 89. 217. 232 |Net herl ands 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6
46. 19. 85. 155 I srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Invalid ACK nunber aert 6
85. 64. 229. 84 | srael 147.237.0.34 |tikshuv.idf.il |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
46.19. 85. 234 I srael 147.237.77. 176 |matpash.idf .il |Bad TCP sequence Invalid sequence nunber noni t or 6
185. 89. 217. 227 |Net herl ands 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
92.247.181.29 |Bilgaria 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 6
46. 19. 85. 208 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 234 | srael 147.237.77. 176 |natpash.idf.i1 |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 234 | srael 147.237.77. 176 |matpash.idf.il |Bad TCP sequence noni t or 6
52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6
79.178.111. 218 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
46. 19. 85. 234 I srael 147.237.77. 176 |matpash.i df .i | |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46.19. 85. 72 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response (ode B ock 129
46. 19. 86. 216 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 84
185.32.179. 43 |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 57
84. 95. 59. 254 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response (ode B ock 54
46.19. 85. 124 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 34
149. 88.215.51 |l srael 147.237.77.243|nobi l e.i df . i | Mil tipl e Unhaut hori zed URL Access from 149. 88. 215. 51 B ock 12
. . Mil tipl e Wnhaut hori zed Method for Known URL from
185. 3. 147.181 |l srael 147.237.72. 166 |aka. i df . i | 185. 3 147, 181 Bl ock 6
109. 65. 175. 142 |l srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock
40. 69. 216. 57 Lhited Sates 147.237.77.216|dover . i df . i Dstributed PH> A tenpt B ock
] ; ; Unaut hori zed URL Access to
149.88. 215. 51 | srael 147.237.77. 243 [nobi | e. i df . i | nobi | e.i df.il/categorytenpl ates/|istchil ddocunent s/ 1431 Bl ock 3
wWwv. chamat z. aka. i d ) )
37.142. 68. 63 | srael 147.237.77. 226 £l Mil tiple Wauthorized URL Access from 37. 142. 68. 63 B ock 2
79.194. 76. 70 Ger many 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
79.183.176.102 |[Israel 147.237.0.15 |kosher-kravi.idf.il |[Miltiple Unauthorized URL Access from 79.183. 176. 102 B ock 2
134. 249. 55. 100 |lkrai ne 147.237.77.216|dover. i df .l Unaut hori zed URL Access to waw i df.il/1556-en/ B ock 2
2.55.15. 181 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
17.138. 55. 96 Lhited Sates 147.237.77.216|dover . i df . i Unaut hori zed URL Access to ww i df.il/894-he Bl ock 2
84.228.123.8 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Gode B ock 2
79.183.176.102 |[Israel 147.237.77. 170 [naar achot . i df . i | Uhaut hori zed URL Access to naarachot.idf.il/pdf/files/2/ Bl ock 1
. - DO stributed Whaut hori zed URL Access on
66.249.65.217 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ nai 1/ gi yus/ gener al . aspx Bl ock 1
157. 55. 39. 37 Lhited Sates 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ Bl ock
40. 69. 216. 57 Lhited Sates 147.237.77.216|dover . i df . i Mil tipl e signatures froma40. 69.216. 57 B ock 1
85.64.123.252 |[Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 1
] . . Unaut hori zed URL Access to
207. 241. 229. 224|nited Sates 147.237.77.216|dover.idf .il waw. i df i | / phot os/ 56196724@03/ set s/ 72157628143322002/ Bl ock 1
. . DO stributed Whaut hori zed URL Access on
79.179.140.33  |lIsrael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f B ock 1
178. 168. 81. 61 xxg‘i’i’ o 147.237.72. 166 |aka. i df . i | Uhaut hor i zed URL Access to www aka. i df .il/wp-1ogi n. php B ock 1
66.249. 64. 233  [Israel 147.237.77.216|dover.idf .l Mil tipl e Uhaut horized URL Access from 66. 249. 64. 233 B ock 1
68.180.231.43 [lhited Sates 147.237.77. 216 |dover.i df.il Unaut hori zed URL Access to www i df.il/1514-en/ dover. aspx. B ock 1
185. 89. 217. 228 |Net herl ands 147.237.77.216|dover. i df . il Dstributed Waut hori zed URL Access on wwidf.il/error. htm B ock 1
157.55.39. 144 |Uited Sates 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to v nakhal .idf.il/defaul t.asp B ock 1
85. 64. 159. 73 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Gode B ock 1
. . O stributed Whaut hori zed URL Access on
2.53.7.165 I srael 147.237.77.233|atal . i df .il 147, 237.77. 233/ 1134- hel at al . aspx Bl ock 1
. - Unaut hori zed Met hod HEAD for
217.132.41.33 |[Israel 147.237.72. 166 |aka. i df . i | v aka. i o i |/ nai 1 gi yus/ gener al . aspx B ock 1
Unaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77.216|dover . i df . i www. i df . i |/ 1415- 10815- he/ kkkkkkk=e248d0a6kkkkkkk_e248d [B ock 1
0a6
66. 249. 64. 233 |Israel 147.237.77.216|dover . i df . il Uhaut hori zed LRL Access to waw idf.il/atal 1/izkor/vi ew text. asp |B ock 1
wWwwv. chanmat z. aka. i d i
37.142.68.63  |Israel 147.237.77. 226, . Wnauit hori zed LRL Access to . B ock 1
f.il wan chanat z. aka. i df . i |/t enpl at es/ honepage/ nobi | e
; ] . Unhaut hori zed URL Access to
74. 6. 254. 127 Lhited Sates 147.237.77. 216 |dover.idf.il v i f i /i p storagelfi1 es/ 1/ si e220x0/ 11591 | pg Bl ock 1
204.79.180. 161 |lLhited Sates 147.237.77.216|dover.i df . il Distributed Lhaut hori zed URL Access on wawn idf.il/error. htm B ock 1
] . . . . S Untraceabl e Gonnection - Protocol violation
169. 229. 3. 91 Lhited Sates 147.237.76.39 |nobile.neitav.idf.il (SSL_OONN LI ENT HELLO) None 1
Paraneter Read Qnly Molation in
87.70.132.37 | srael 147.237.72. 166 |aka. i df . i | vy aka. i df . i1/ mai n/ gi yus/ m yun/ mi yunpr ocessquest i onnai re. asp |None 1
X
220. 255. 146. 134|9 ngapor e 147.237.77.216|dover.i df . il Unhaut hori zed UR. Access to wawidf.il/error. htm B ock 1
.. . Unaut hori zed URL Access to
79.183.176.102 |Israel 147.237.0.15  |kosher-kravi.idf.il | o " T i1 b storagelfil es/ ¥ Bl ock 1
66. 249. 65. 65 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized URL Access from 66.249. 65. 65 B ock 1
84.109.149.73 |[Israel 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Gonnection - Qpen Mde None 1
79.176.13.221 [Israel 147.237.72.167|i shurimaka. i df.i | Lhtraceabl e SS. Sessi ons: (pen Mbde None 1
204.79. 180. 243 |lLited Sates 147.237.77.216|dover.i df . il Distributed Lhaut hori zed URL Access on wan i df.il/error. htm B ock 1
’ . . S htraceabl e Gonnection - Protocol violation
169. 229. 3. 91 Lhited Sates 147.237.77.233|atal .i df . il (SSL CONN LI ENT HELLO) None 1
. - - . Paraneter Type Mol ation catld in
91.229.229.152 [CQoatia 147.237.0.34 |tikshuv.idf.il W ti kshuv. i f i 1/si tel story. aspx Bl ock 1
79.183.176. 102 |l srael 147.237.77. 170 |maar achot . i df . i | Mil tiple Unauthorized URL Access from 79.183. 176. 102 B ock 1
. . Unknown Paraneter itemd in
66. 249. 65. 65 I srael 147.237.72. 166 |aka. i df . i | v aka, i df i |/ kanhar/ gal | ery/ showpi ct Ur e, asp None 1
185.3.147.181 [l srael 147.237.72. 166 |aka. i df . i | tnaut hori zed et hod HEAD for B ock 1

v aka. i df . i |/ mai n/ gi yus/ gener al . aspx
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