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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - reset 15665
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 4348

109. 186. 63. 192 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - reset 205
79.179. 164. 162 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - reset 105

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP-M SG- Sl owl ori s- DOS- Var 1 dest - r eset 1
115.193. 15. 11 Chi na 147.237. 76. 86 navy.idf.il ock Wp Al _Nets drop 1

94.102. 52. 10 Net her | ands 147.237.76. 34 yohal an.idf.il |Block Np All_Net drop 1

94.102. 52. 10 Net her | ands 147.237. 76. 86 navy.idf.il Bock Np Al Net dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Ste

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
188. 138. 25. 228 147.237.8.24 France elifestyleidf.il ET SCAN NMAP -sS wi ndow 1024 3
100. 38. 47. 218 147. 237.76. 30 Lhited Sates hi nush. i of . i | ET SCAN Potential SSH Scan 2
100. 38. 47. 218 147. 237. 76. 200 Lhited Sates eitan aka.idf.il ET SCAN Potential SSH Scan 2
188. 214. 249. 151 147.237.77. 216 Romani a dover.idf.il Xenu Link Seuth User Agent 2
100. 38. 47. 218 147. 237.76. 201 Lhited Sates eatal.idf.il ET SCAN Potential SSH Scan 2
100. 38. 47. 218 147. 237.76. 199 Lhited Sates e. nakchal .idf.il ET SCAN Potential SSH Scan 2
100. 38. 47. 218 147.237.76. 44 Lhited Sates e.refuah.idf.il ET SCAN Potential SSH Scan 1
188. 138. 25. 228 147.237.8. 24 France elifestyle.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
100. 38. 47. 218 147. 237.76. 34 Lhited Sates yohal an. i df . il ET SCAN Potential SSH Scan 1
180. 153. 151. 102 147.237.0. 15 Chi na kosher-kravi .i df .i | ET SCAN Potential SSH Scan 1
91. 201. 236. 158 147. 237. 8. 46 krai ne e. chinuch.idf.il ET SCAN NVAP -sS w ndow 1024 1
151. 80. 82. 44 147. 237. 76. 30 France hi nush. i df i | ET SCAN NMAP -sS wi ndow 1024 1
23. 96. 109. 87 147.237.76. 176 Lhited Sates test.ncore.idf.il ET SCAN NVAP -sS wi ndow 4096 1
100. 38. 47. 218 147. 237.76. 197 Lhited Sates e. hinush.idf.il ET SCAN Potential SSH Scan 1
100. 38. 47. 218 147.237.76. 176 Lhited Sates test.ncore.idf.il ET SCAN Potential SSH Scan 1
203.197. 205. 118 147.237.0. 15 I'ndi a kosher-kravi .i df .i | ET SCAN NMAP -sS wi ndow 1024 1
100. 38. 47. 218 147. 237.76. 147 Lhited Sates chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
100. 38. 47. 218 147. 237. 76. 39 Lhited Sates nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
188. 138. 25. 228 147.237.8.24 France elifestyleidf.il ET SCAN Potential VWNC Scan 5800- 5820 1
100. 38. 47. 218 147.237.76. 31 Lhited Sates nakchal . i df.il ET SCAN Potential SSH Scan 1
180. 153. 151. 102 147.237.0.34 Chi na tikshuv.idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 158 147. 237. 8. 46 krai ne e.chinuch.idf.il ET SCAN NMAP -sS wi ndow 4096 1
180. 97. 106. 162 147. 237. 0. 200 Chi na ndu. i df il ET SCAN Potential SSH Scan 1
85. 131. 208. 140 147. 237. 76. 202 Ger many e halag.idf.il ET SCAN Potential SSH Scan 1
23. 96. 109. 87 147.237.76. 176 Lhited Sates test.ncore.idf.il ET SCAN NVAP -sS wi ndow 3072 1
100. 38. 47. 218 147.237.76. 196 Lhited Sates esvivaidf.il ET SCAN Potential SSH Scan 1
100. 38. 47. 218 147. 237.76. 148 Lhited Sates gqcenter. aka. i df .i | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte
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Devi ce

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

Action

w ndow scal e

66.249.65.211 |Lhited States 147. 237. 72. 166 |aka.i df .i | > dro 93
Ret ransm ssi on Packet dropped. P
130, 255. 68. 70 gcf;i'géa” Termitory 47, 237.77. 176 |natpash.icf.il  |drop First packet isn't SN drop 49
79.177.247.236 I srael 147.237.72. 166 |aka. i of . i | Bad TCP sequence SWretransmt wth different —opyiior  [ag
w ndow scal e
Vb Server Enforcenent HTTP Ceni
207. 241. 226. 209 |Wnited Sates 147.237.72. 166 |aka.i df . i _ Véb Servers S ow Denial of | o oct 39
Mol ation Servi ce
Sreaning Engine: TCP Invalid i i sSi
66.249.65.65 |lited Sates 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. 33
Ret ransm ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 33
. . SWNretransmt wth different .
213.57.38.16 I 'srael 147.237.76.42 |refuah.idf.il Bad TCP sequence . monitor |19
w ndow scal e
R SWNretransnmit wth different .
213. 8. 204. 37 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e nonitor |16
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf .il drop Frst packet isn't SN drop 16
198.58.103. 115 |Uhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
Sreaming Engine: TCP Invalid i i ssi
87.70.52.243  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. . 12
Ret r ansm ssi on Packet dropped.
208. 181. 121. 213|Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
s SYN+ACXK retransmt wth .
2.55.0.8 I srael 147. 237. 77. 216 |dover i df .i | Bad TCP sequence different vi ndow scal e nonitor |11
37.26.148.222 |lsrael 147.237.77. 216 |dover.idf .il drop Frst packet isn't SN drop 11
94. 230. 86. 245 |Israel 147. 237. 72. 166 |aka.i of .i | Bad TCP sequence Inval i d ACK nunber nonitor |10
Sreaming Engine: TCP Invalid i i ssi
109.65.143.7  |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. . 9
Ret r ansm ssi on Packet dropped.
109. 65. 172. 182 |I'srael 147. 237.72.166 |aka i f i Bad TCP sequence SINGAK retransm t wi th moni tor |8
di fferent w ndow scal e
79.176.82.150 |Israel 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
41.33.231. 90 Egypt 147.237. 77. 216 |dover.i df .i 1 drop drop 7
46. 19. 85. 155 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 180 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber alert 6
Sreaning Engine: TCP Invalid i i ssi
66.249.64. 188 |Wnited Sates 147.237.0.19 |nadimatal .idf.il 9 =g Invalid segnent retransmssion. g 6
Ret ransnm ssi on Packet dropped.
8.37.227.81 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
46. 19. 85. 180 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or
84.228.243.87 |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
Sreamng Engine: TP Invalid i i ssi
80. 246. 130. 111 I srael 147. 237. 76. 200 |ei tan. aka.i of . i 9 =g Invalid segnent retransmssion. 6
Ret ransm ssi on Packet dropped.
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
Sreamng Engine: TCP Invalid i i ssi
80. 246, 139. 185 || srael 147. 237. 77. 243 |mobi l e. i of . i | 9 =g Invalid segnent retransmssion. 6
Ret ransm ssi on Packet dropped.
8.37.227.69 Lhited Sates 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Response out of state monitor |5
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
15. 65. 244. 12 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5
79.181.129.17 |Israel 147. 237. 72. 166 |aka.i of .i | SYN Att ack SYN -> SYN-ACK -> Tineout |reject 4
79.176.30.78 | srael 147.237.72. 156 |anan. i of . i Bad TCP sequence SYNRACK retransmt with moni tor  [4
di fferent w ndow scal e
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
84.108. 240. 153 [lIsrael 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Tineout [reject 4
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
37.26.148.224 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
84.228.243.87 |lsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber alert 4
. . SYNtAXK retransmit with .
84.108. 240. 153 |l srael 147.237.72. 166 |aka. i df . i Bad TCP sequence di fferent wi ndow scal e noni t or 4
50. 87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 4
8.37.227.81 Lhited Sates 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Response out of state noni t or 4
94.143.60.212 |Russian Federation |147.237.72.166 |aka.idf.il drop SAMrul e drop 4
79.176. 30. 78 | srael 147. 237. 72. 156 |anan. i df .i | SYN Att ack SYN -> SYN-ACK -> Tineout |reject 4
Sreaning Engine: TCP Invalid i i sSi
65.55.210.58  |United Sates 147. 237.76. 200 |ei tan. aka i of . i 9 =g Invalid segnent retransmssion. 4
Ret ransm ssi on Packet dropped.
46. 19. 85. 163 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
Sreaning Engine: TCP Invalid i i ssi
2.53. 24,218 I'sr ael 147.237.77. 243 |robi L e. i of . i1 9 =g Invalid segnent retransmssion. g 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
79.179. 164. 162 | srael 147. 237, 77. 243 |nobi l e. i df . i | 9 =g Invalid segnent retransmssion. 3
Ret ransm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
89.138.53.153 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. 3
Ret ransn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 64.56. 156 |Israel 147. 237.72. 166 |aka i of .11 9 =g Invalid segnent retransmssion. 3
Ret ransm ssi on Packet dropped.
23.97.200. 164  [Nether| ands 147.237.0.15 |kosher-kravi.idf.i|Bad TOP sequence SiNretransmt wth different oo |3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
46.19. 85. 72 | srael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock 203
2.53.24.218 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 83
2.53.8.201 I srael 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code B ock 18
176.13.12. 13 | srael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock 5
109. 253. 157. 145|1 sr ael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 2
164. 138. 116. 29 |l srael 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code B ock 2
46.121. 128. 107 |[lIsrael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock 2
. . Unaut hori zed URL Access to
66.249. 65.225  |Israel 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or urd asp/ showf or um asp B ock 1
52.87.211.192 |[United Sates |147.237.77.216|dover. idf.i| tnaut hor | zed URL Access to Bl ock 1
wawn i df . i |/ shar ed/ user cont r ol s/ header upper /
109. 253. 150. 101 ]I srael 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to waw cogat . i df.il/894-ar B ock 1
. . . Paraneter Type Mol ation InfoCGenterltemin
78.137.15.204 |lkraine 147.237.77.74 |lawidf.il v | aw i of i |/t enpl at es/ getfil ef getfil e, aspx B ock 1
66.249. 65.211 |lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut horized URL Access from 66. 249. 65. 211 B ock 1
197. 49.72. 34 Egypt 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to vww cogat . idf.il/xmrpc. php B ock 1
. . Unhaut hori zed URL Access to
85.65.197.197 |Israel 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages! shar ed/ bul | et 1. gi f B ock 1
. . Distributed Uhaut hori zed URL Access on
66.249.65.231 |[Israel 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai n/ gi yus/ gener al . aspx B ock 1
Unhaut hori zed URL Access to
66. 249. 64. 3 I srael 147.237.77. 176 |mat pash. i df . i | ww cogat . i df . i |/ usef ul i nformat i on/ i dkoni nd pages/ masai yot 04112010. a |B ock 1
Spx
. . S Untraceabl e Gonnection - Protocol violation
79.177.247.236 |Israel 147.237.72. 166 |aka. i df . i | (SSL_CONN_ APPLI CATI ON_DATA_EXCHANGE) None 1
66.249.65.211 |[Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter catid in ww aka.idf.il/main/hone/ def aul t. aspx None
23.97.209.164 [Netherlands  |147.237.0.15 |kosher-kravi . i df . i|Unauthorized URL Access to 147.237.0. 15/ B ock
' . . Unaut hori zed LRL Access to nmaarachot.idf.il/pdf/files/5/ 109335. pdf [}’
207.46.13.98  [Wwited Sates [147.237.77.170|n@ar achot . i df. il alval! alvel- "V, Bl ock 1
95. 35. 146. 236 [l srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
68. 180. 229. 89 Lhited Sates [147.237.72.166|aka.idf.il Lhaut hori zed URL Access to v aka. i df.il/wantikshuv.idf.il Bl ock 1
66. 249. 64. 233 |Israel 147.237.77. 216 |dover.i df .i | Mil ti pl e Unaut horized URL Access from 66. 249, 64. 233 B ock 1
80. 246. 139. 185 |[Israel 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 1
66.249.65.211 |lsrael 147.237.72. 166 [aka. i df . i | Uhknown Paraneter docld in v aka. i df . il/navy/ navy/t erns. aspx None 1
213. 8. 204. 37 I srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl el shared/ r eset . css B ock 1
105. 105. 127. 175|A geria 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to wanidf.il/arr/ B ock 1
68. 180. 230. 45 Lhited Sates [147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
66. 249. 65. 65 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to wwwy aka. i df . il /yohal an. B ock 1
. . Unaut hori zed URL Access to
82.166. 119. 170 |l srael 147.237.76.42 |refuah.idf.il vw refua. atal i df i1/ tenpl ates/ general /mobi | e B ock 1
. . Distributed Lhaut hori zed URL Access on
66. 249. 65. 224 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ nai 1/ gi yus/ gener al . aspx Bl ock 1
213.57.38.16 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ t ext . css B ock 1
109. 253. 144. 251 |1 srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
. . . Paraneter Type Molation FleNange in
78.137.15.204  |Wkraine 147.237.77.74 |lawidf.il v | aw i i |/t enpl at es/ getf i | ef getfi | e. aspx Bl ock 1
66. 249. 65. 65 I srael 147.237.72. 166 [aka. i df . i | Lhknown Paraneter newsltemin ww aka. i df.il/meguri i news/ None 1
197.49.72. 34 Egypt 147.237.77. 176 |nat pash. i df . i | PHP Attenpt B ock 1
84.108. 240. 153 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
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