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Attacker Address |Attacker Country |Targ et Address [Site Signature Device Action |[Count
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 21788
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 3610
217.132.57. 83 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 204
31.148.219.11 Net her | ands 147. 237.76. 31 nakchal .idf.il [Block Wip All Nets drop 1

66. 249. 65. 211 | srael 147.237. 72. 166 aka.idf.il HTTP- M sc- BadBl ue-Di r - Tr ave- 2 dest - reset 1
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1
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195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
193. 201. 227. 52 |147.237.76.86 |Wkraine navy. i df.il ET SCAN Potential SSH Scan 1
193. 201. 227.52 |147.237.0.16 |Wraine ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
180.97.106.37  |147.237.77. 121 |Chi na e navy.idf.il ET SCAN Potential SSH Scan 1
180.97.106.37 [147.237.0.19 |China medi matal .idf.il ET SCAN Potential SSH Scan 1
80.82.78.38 147. 237. 77. 234 |Net her | ands hal ag. i df.il ET SCAN NVAP -sS wi ndow 1024 1
195. 81. 248. 101 |147.237. 72. 217 LKJ?ir:;gom eidf.il ET SCAN NMAP -sS wi ndow 1024 1
193. 201. 227. 52 |147.237. 76. 147 |krai ne chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
193. 201. 227.52 |147.237.76.39 |lkraine nobi le.neitav.idf.il |ET SCAN Potential SSH Scan 1
180. 97. 106. 162 |147.237.0.15 [China kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
180. 97. 106. 37  |147.237.76.39 |Chi na nobi le.neitav.idf.il |ET SCAN Potential SSH Scan 1
80. 82.78. 38 147. 237. 77. 243 |Net her | ands nobi | e.i df.il ET SCAN NMAP -sS wi ndow 1024 1
66.223.201. 10 |147. 237 7630 |uited Sates |himshidr i1 ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
207. 241. 226. 209|147. 237. 72. 166 |Whited Sates |[aka idf.il portscan: TCP D stributed Portscan 1
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Sreaming Engine: TP Invalid i i ssi
66.249.65. 211 |United Sates |147.237.72. 166 |aka idf.il g =g Invalid segnent retransmssi on. drop 90
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
109. 253. 219. 149|i srael 147. 237. 77. 243 |nobi 1 e. i of . i | 9 =g nval i d segnent retransmssi on. drop 60
Ret r ansni ssi on Packet dropped.
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrule drop 29
207.241. 226. 209|Wni ted Sates |147.237.72.166|akaidf.il  |Véb Server Enforcenent M ol ation Vsifvisceévers Stow HITP Denial - of rej ect 29
reaming BEngine: TCP Invali i i ssi
2.53.146.140  |israel 147237, 77, 243 |mwbi e i o1 [ 2 NG Engine: TCP Invalid nvalid segnent retransmssi on. drop 21
Ret r ansm ssi on Packet dr opped.
Sreanmng Engine: TGP Invalid i i ssi
37.26.149. 155 | srael 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 nval i d segnent retransmssi on. drop 20
Ret r ansm ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
176.13.3.235 [ srael 147237, 77, 243 |mwbi e i o1 [ 2 NG Engine: TCP Invalid nvalid segnent retransmssion. drop 18
Ret r ansm ssi on Packet dr opped.
Sreanmng Engine: TGP Invalid i i ssi
2.53.16.92 I'srael 147.237.77. 243 |mbile.i o i1 9 =9 nval i d segnent retransmssi on. drop 15
Ret r ansm ssi on Packet dr opped.
reaming BEngine: TCP Invali i i ssi
109. 253. 141. 14 |Israel 147237, 77, 243 |mwbi e i o1 [ 2 NG Engine: TCP Invalid nvalid segnent retransmssi on. drop 15
Ret r ansm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i ssi
198.204. 249. 34 |Wited Sates |147.237.72. 166 |aka i df il 9 =9 nval i d segnent retransmssi on. drop 14
Ret r ansm ssi on Packet dr opped.
reaming BEngine: TCP Invali i i ssi
46.19.85.223  |Israel 147237, 77. 243 |mwbi e i o1 [ 2 NG Engine: TCP Invalid nvalid segnent retransmssi on. drop 12
Ret r ansm ssi on Packet dr opped.
109. 64.41.192  |Israel 147.237.72. 166 |aka.i df . il drop First packet isn't SN drop 12
Sreaming Engine: TGP Invalid i i sSi
79.180. 127. 212 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TP Invalid i i ssi
5.22.134.202  |israel 147. 237.72. 166 |aka i of . i 9 =9 Inval i d segrent retransmssi on. drop 9
Ret r ansm ssi on Packet dropped.
165. 24. 252. 100 |[thited Sates |147.237.77.216|dover.idf.il |dr op First packet isn't SYN drop 9
2.53.158. 129 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 8
213. 8. 204. 66 | srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 7
46. 19. 85. 180 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence I'nval i d ACK nunber alert 6
reamn ine: TCP Invali i i ssi
149.50. 123. 231 |Israel 147 237. 77, 243 |mmbi e i o1 ! €2 NG Engine: TCP Invalid Invalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
176.13.7.110  |israel 147. 237. 76. 200 |ei tan. aka. i df . | 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 180 I srael 147.237.0.34 [tikshw.idf.il |Bad TCP sequence Invalid AGK nunber noni t or
71. 235. 45. 76 Lhited Sates [147.237.72.156|amn.idf.il  [Bad TCP sequence noni t or
Sreaming Engine: TGP Invalid i i sSi
79.181. 160. 182 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dr opped.
2.53.187.51 I srael 147.237.72. 156 |aman.idf.il  |SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
Sreaming Engine: TGP Invalid i i sSi
66. 249. 93. 184  |Europe 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SWN drop 6
Sreanmng Engine: TGP Invalid i i ssi
185.3.144.97  |israel 147. 237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
77.124.13.178  [israel 147.237.72. 166 |akaidf.il  [Bad TCP sequence SAK retransmt with different ooniior s
W ndow scal e
71.235.45.76 Lhited Sates [147.237.72. 156 |anan.idf.il drop First packet isn't SN drop 5
5.22.134. 202 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 5
77.124.13.178  |lsrael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
185. 3. 144. 97 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid AGK nunber noni t or 4
192. 243.55. 134 |Lhited Sates [147.237.77.74 [lawidf.il Bad TCP sequence I nval i d ACK nunber noni t or 4
reamn ine: TCP Invali i i ssi
87.71.17.162  |israel 147. 237,72, 166 |aka i or 11 | €M NG Engi ne: TP aid Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
130. 185. 155. 10 |Sweden 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 3
Sreaming Engine: TGP Invalid i i ssi
185.3.147.240 | srael 147.237.72. 166 |aka.i df . i g =g nvalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i ssi
5.22.129.96  |Israel 147. 237.72. 166 |aka. i of . i 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
71.235. 45. 76 Lhited Sates |[147.237.72. 156 |aman.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
Sreaning Engine: TCP Invalid i i ssi
185. 120. 126.53 |l srael 147. 237.72. 166 |aka i of . i 9 =9 Inval i d segrent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TP Invalid i i sSi
212.150.97.37 |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
66.249.64.70  |Uited Sates |147.237.76. 200 |ei tan. aka i of . i 9 =9 Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
79.183.136.13 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 3
Ret r ansmi ssi on Packet dr opped.
; . . SYNPAXK retransmit with different .
192.243.55.134 |[lLhited Sates |147.237.77.74 |lawidf.il Bad TCP sequence i ndow scal e noni t or 3
Sreaming Engine: TGP Invalid i i sSi
46.19.86.210  [israel 147.237.76.31 [nakehal .idf .il g =g I valid segnent et ransnissi on drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
77.125.84.193  |israel 147. 237.72. 166 |aka i of . i 9 =9 nval i d segrent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
2.53. 25,179 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dr opped.
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Sreaning Engine: TGP Invalid

Inval id segnent retransnission.

37.26.149.251 |Israel 147.237.72. 166 |aka. i df .i | Rot 1 anSM Ssi on Packet o opped. drop
Sreamng Engine: TCP Invalid i i ssi

185.3.147.241 |israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i SSi

109. 253. 203. 48 |l srael 147.237.72. 166 |aka. i df .i | 9 =g nval i d segnent retransmssi on. drop
Ret r ansni ssi on Packet dropped.

192.243.55. 134 |lhited Sates |147.237.77.74 |(lawidf.il drop First packet isn't SYN

drop
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2.53.24.218 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 77
109. 253. 157. 145|1 sr ael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 65
46.19. 86. 117 I srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 20
109. 253. 219. 149]|I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 10
109. 66.37. 119 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 5
176. 13. 3. 235 I srael 147.237.77.243|nobi l e.idf . i | O stributed Suspicious Response Code B ock 5
37.26.149.155 |Israel 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 4
17.138. 55. 96 Lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to v idf.il/tenpl atecontrol s/ generic/ B ock 4
85. 64. 160. 160 [l srael 147.237.77.216|dover.idf .l Uhaut hori zed URL Access to waw i df.il/tenplates/article/ nobile B ock 4
109. 253. 141. 14 |Israel 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 3
109. 253. 219. 149|1 sr ael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
2.53.16.92 I srael 147.237.77.243|nobi l e.idf . i | O stributed Suspicious Response Code B ock 3
46. 19. 85. 223 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 2
46. 19. 86. 59 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 2
17.138. 55. 96 Uhited Sates [147.237.77.216|dover.idf.il O stributed Suspicious Response Code B ock 2
79.179.19. 111 I srael 147.237.77. 176 [mat pash. i df . i | \';\‘x/h\x?\zuégggtl .Zie(?f .Lij?;tpecn(;j:ets;)shar ed/ user cont r ol s/ pr onot i oncube/ Bl ock 2
66.249. 64. 233 |l srael 147.237.77.216|dover . i df . i D stributed Wnaut horized URL Access on waw i df.il/error. htm B ock 2
66.249. 64. 233 [Israel 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to v idf.il/atal /i zkor/ vi ew i ng. asp B ock 2
79.181.32.243 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
157.55.39. 139 |Uhited Sates [147.237.72.166|aka.idf.il Uhknown Paraneter catid in aka.idf.il/nain/giyus/giyus/ general . aspx None 1
51. 255. 65. 72 France 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/list2005b. htm B ock 1
207.46.13.106 |lhited Sates |147.237.72.166|aka.idf.il Uhknown Paraneter catid in aka idf.il/main/iturinditurimaspx None 1
84.94. 64. 162 I srael 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to wa navy. i df.il/tenpl ates/ general / nobi | e B ock 1
66.249.65.211 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df . il/1148-he/ chi nuch. aspx B ock 1
165.123.2.106  |United Sates |147.237.72.166 (aka. i df .11 mu;;a?ri Id???l /,\':Taataihn(;dgi ?:g gut\shériri cat i onser vi ce. asnx/ get aut huser Bl ock !
157.55.39. 139 |Uhited Sates [147.237.72.166|aka.idf.il Uhknown Paraneter anp;catld in aka.idf.il/rights/asp/info.asp None 1
79.177.232.238 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
207.46.13. 4 Lited Sates |147.237.76.86 [navy.idf.il Uhaut hori zed URL Access to navy.idf.il/main/giyus/general .aspx B ock 1
157.55.39.139 |Wited Sates |147.237.72.166|aka.idf.il Unknown Paraneter catid in aka.idf.il/tiznoret/news/ None 1
66.249. 64.229 |Israel 147.237.77.233|atal .i df . il Uhaut hori zed URL Access to 147.237.77.233/robots. txt B ock 1
117.25.108.95 [China 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to ww i df.il/english/trackback/ B ock 1
40.77.167. 86 Lhited Sates [147.237.72.166|aka.idf.il Unhknown Paraneter docid in aka.idf.il/main/sachar/popups/ popup. aspx  [None 1
207.46.13.106 |lLhited Sates |147.237.72.166|aka.idf.il Unknown Paraneter pagenumin aka.idf.il/tiznoret/gallery/ None 1
84.111.165.15 |[Israel 147.237.77.216|dover . i df . il Mil ti pl e Unaut horized URL Access from84. 111. 165. 15 B ock 1
66.249. 65.217 |Israel 147.237.72. 166 [aka. i df . i | ﬂ?“i??’;;efeéﬁafﬁf geisju;/oscri pt r esour ce. axd Bl ock 1
157.55.39.139 |Uited Sates |147.237.72.166|aka.idf .il Unknown Paraneter cat_id in aka. idf.il/ituri niasp/vars. asp None 1
207.46.13.26  |wnited Sates [147.237.77.176|matpash.idf .il [Uauthorized URL Access to 147.237.77.176/ Bl ock 1
157.55.39.139 |Uhited Sates |147.237.72.166|aka.idf .il Unhknown Paraneter catld in aka.idf.il/yohal an/ nai n/ mai n. asp None 1
40.77.167. 86 Lhited Sates |147.237.72.166|aka.idf.il Lhknown Paraneter sQenLinkln in aka.idf.il/giyus/ main/ None 1
149. 50. 123. 231 |l srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 1
207.46.13.115 |lhited Sates |147.237.72.166aka. i df.i | Lhaut hori zed URL Access to aka.idf.il/iturimiasp/list.asp B ock 1
84.111.165.15 |Israel 147.237.77.216|dover. i df . il Uhaut hori zed LRL Access to wanidf.il/gitus B ock 1
66.249. 65.218 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ gener al . aspx B ock 1
181. 137. 221. 232|Col onbi a 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt B ock 1
157.55.39.139 |Uited Sates |147.237.72.166|aka.idf .il Lhknown Paraneter catid in aka.idf.il/eitan/ nesiratnei da/ None 1
207.46.13.106 |lLhited Sates |147.237.72.166aka. i df.i | Ml tipl e Unaut horized URL Access from 207. 46. 13. 106 B ock 1
79.179.140.33 |[Israel 147.237.77. 216 |dover.idf.il O stributed Unaut hori zed LRL Access on waw i df.il/https:/vwanidf.il/ B ock 1
157.55.39.139 |Uited Sates |147.237.72.166|aka. i df .il Unknown Paraneter docid in aka. idf.il/brothers/skira/ defaul t.asp None 1
46.19.85.190  |Israel 147.237.72. 166 |aka. i df . i | L'u'ri%asl/ i?tageg?inzla;:g;fgoibgcﬁi’ fm‘j "V kapat 2/ /1 es012 Bl ock 1
149.78.237.41 |Israel 147.237.72. 166 |aka. i df . i | Paraneter Read Qly Miolation in None 1

wwn aka. i df . i |/ mai n/ gi yus/ m yun/ m yunpr ocessquest i onnai r e. aspx
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