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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country |Target Address|Site |Signature |Device Action|Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |HTTP- POST- Segnment ed- DoS dest - r eset 8544
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il |TQP handshake viol ation, first packet not syn |drop 2413
0.0.0.0 147.237.77. 216 dover.idf.il |HTTP- POST- Segnent ed- DoS dest - r eset 2395
37.26. 146. 240 | srael 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 1573
212.14.228. 6 Pal estinian Territory, Qccupi ed|147.237.77.216 dover.idf.il |TQP handshake viol ation, first packet not syn |drop 663
109. 186. 30. 39 | srael 147.237.77. 216 dover.idf.il |HTTP- POST- Segnent ed- DoS dest - r eset 202
66. 249. 65. 211 | srael 147.237. 72. 166 aka.idf.il HTTP- M sc- BadB| ue- D r - Tr ave- 2 dest - r eset 2
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - r eset 2
141.228. 106. 147 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il |TCP handshake viol ation, first packet not syn |drop 1
77.125.129. 75 | srael 147.237.77. 216 dover.idf.il |HTTP- POST- Segnent ed- DoS dest - r eset 1
199. 68. 216. 90 Lhited Sates 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 1
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |HTTP-M SC Sl ow ori s- DOS- Var 1 dest - r eset 1
202.88.1.3 Hong Kong 147.237.77. 216 dover.idf.il |Invalid TGP H ags drop 1
141.212.122.204 Lhited Sates 147.237.76. 31 nakchal .idf.il|B ock_Udp All _Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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Signature

195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
61. 180. 240. 202 [147. 237. 76. 38 [Chi na eeneitav.idi.il |GPL SCAN nmap TCP 2
80. 82. 78. 38 147.237.77. 61 |Net herl ands e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
40.114.42.13 |147.237.76.39 |[lhited Sates [nobile neitav.idf.i|ET SCAN NMAP -sS wi ndow 1024 1
13.94.233.163 |147.237.8.14 |Uhited Sates |e orchot.idf.il ET SCAN NVAP -sS w ndow 3072 1
_ L ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,
218. 86. 103. 146 [147.237.0.35 [China akavs.idf.il . 1
Potential Scan or Brute Force
212.235. 98. 139 |147. 237. 77. 216 || srael dover.idf.il portscan: TGP D stributed Portscan 1
, L ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,
190. 249. 172. 97 |147. 237.0. 35 |Col onbi a akavs. i df .i | ) 1
Potential Scan or Brute Force
o | NDI CATCR CBFUSCATI ON script tag in PCST parameters - |ikely
94.123.199. 110 |147. 237. 77. 176 | Turkey nat pash. i df .i | . o 1
cross-site scripting
82.166. 184. 187 |147.237. 77. 212 I srael e.dover.idf.il ET SCAN NVAP -sS w ndow 4096 1
76.181.249. 213 |147. 237. 72. 166 [Lhited Sates [aka.idf.il ET SCAN NVAP -sS w ndow 3072 1
58.218.211.11 |147.237.76.177|Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
_ , L ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,
14.158. 146. 183 |147. 237.0. 34 |Chi na tikshuv.idf.il . 1
Potential Scan or Brute Force
213.57. 104. 202 |147. 237. 77. 216 I srael dover.idf.il portscan: TP D stributed Portscan 1
94.123. 199. 110 [147. 237. 77. 176 [Tur key nat pash. i df .i | SERVER- WEBAPP admi n. php access 1
85. 250. 74. 6 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Addr ess ‘Ste ‘Signature Acti on ‘Count
199.68.216.90 |lLhited Sates 147.237.72. 166 |aka.idf .il dr op Frst packet isn't SN drop 71
66.249.65.211 |United Sates 147.237. 72. 166 |aka iar. i1 |/ S3MNG Engine: TP Invalid invalid segnent retransmssion | o 39
Ret r ansm ssi on Packet dr opped.
165.50. 115. 131 |Tunisia 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 34
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrule drop 28
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 26
160. 39. 246. 104 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 24
129.59.122.12 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 16
46. 19. 85. 206 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 16
62.140. 137.52  |Net her| ands 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 14
5. 102. 254. 160 | srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Invalid ACK nunber noni t or 13
86. 104. 164. 99 glcisgiig;a” Territory.ty 47 237, 77. 176 |nat pash. i ot . i1 |dr op First packet isnt SWN drop 13
79.182.48.207 | srael 147.237.76.42 |refuah.idf.il |Bad TOP sequence mdroflf,r:é:"r Wth different moni tor |12
176. 13. 13. 32 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
46.116.23.126 |Israel 147, 237, 76. 200 |ei tan. aka i o | | €2 NG Engi ne: TCP | nvalid |invalid segnent retransnission drop 12
Ret r ansn ssi on Packet dr opped.
198.58.102.96 |Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
141. 228. 106. 147 |Uni ted Ki ngdom 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
198.58.103.92 |lLhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 10
216.185.39. 161 |lLhited Sates 147.237.72. 166 |aka. i df .il drop First packet isn't SN drop 10
188. 161. 1. 39 ga:lcisgii:;a” Territory. s 47 237, 77. 216 |dover. idf. i1 |dr op First packet isn't SN drop 10
52.16.5.197 Ireland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SWN drop 10
141. 0. 14. 127 Eur ope 147.237.77.216|dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 10
2.53. 33, 184 I'srael 147.237.77. 243 ot e i o1 [ SAMNG Engine: TP Invalid invalid segnent retransmission. | 9
Ret r ansni ssi on Packet dr opped.
185. 26. 183. 67  |Europe 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 8
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8
46. 19. 86. 193 | srael 147.237.76.86 |navy.idf.il drop First packet isn't SN drop 8
185. 89. 217. 231 |Net herl ands 147.237.77.233 |atal .idf.il dr op First packet isn't SYN drop 8
68.180.231.43 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 7
176.13.13. 32 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber alert 7
54.240.197. 233 |lrel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 7
185. 3. 144. 33 | srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence I'nvalid ACK nunber noni t or 6
81.218.126. 226 |l srael 147.237.0.200 |ndu.idf.il drop drop 6
95. 86. 116. 217 | srael 147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
141. 228. 106. 148|Uhi t ed Ki ngdom 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 6
185. 89. 217. 228 |Net herl ands 147.237.77.233 |atal .idf.il dr op First packet isn't SYN drop 6
46.19. 85. 120 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 6
185. 89. 217. 234 [Net her | ands 147.237.77.233 |ata .idf.il drop First packet isn't SN drop 6
46.19. 85. 120 I 'srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber moni t or 6
66.249.93.182 |Europe 147, 237.72. 166 |aka i or. 11 | €M NG Engi ne: TCP | nvalid |invalid segnent retransnission drop 6
Ret ransm ssi on Packet dr opped.
185. 89. 217. 225 |Net herl ands 147.237.77.233|atal .idf.il dr op First packet isn't SYN drop 6
79.183. 160. 162 |Israel 147.237. 72, 166 |aka icr.it | SAM NG Engine: TP Invalid invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 6
139. 162. 216. 112|lLhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
2.55.54. 177 I srael 147.237.77. 234 |nal ag.iof .11 |Bad TCP sequence mﬁtrs\;;:;;z;; ‘é" th mnitor |6
46.19.85.179  |Israel 147, 237. 77, 243 bl e, i of 1 || €M NG Engine: TCP Invalid invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
81.218.126.226 |[Israel 147.237.0. 35 akaws. i df .il dr op drop 5
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |drop drop 5
46. 19. 85. 218 | srael 147.237.77. 176 |matpash.idf .il |Bad TCP sequence Inval i d ACK nunber alert 5
185. 89. 217. 233 |Net herl ands 147.237.77.233|ata .idf.il dr op Frst packet isn't SN drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.13.5. 87 | srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 43
46.19. 86. 117 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 31
85. 64. 3. 84 I srael 147.237.77.216|dover.idf .il Ml tipl e Unaut horized LRL Access from 85. 64. 3. 84 B ock 11
46.118. 156. 3 kr ai ne 147.237.77. 216 |dover. i df . il Dstributed Unhaut horized LRL Access on ww i df .il/1556-en/ Bl ock 8
17.138. 55. 96 Lhited Sates 147.237.77.216|dover . i df . il Mil ti pl e Unaut horized URL Access from 17.138.55. 96 B ock 6
207.232.36.85 |Israel 147.237.77. 176 [mat pash. i df .i|l |Miltiple Wauthorized URL Access from 207.232. 36. 85 Bl ock 6
5.22.135.114 | srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 6
94.123.199. 110 |[Turkey 147.237.77. 176 |mat pash. i df .i|  |Mil tiple Whaut horized URL Access from 94.123.199. 110 B ock 6
178.137.90. 202 |krai ne 147.237.77. 216 |dover . i df .i | D stributed Waut hori zed URL Access on waw i df . i1/ 1556-en/ B ock 6
185.32.179.19 |Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 5
46. 19. 86. 59 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 5
94.123.199.110 [Turkey 147.237.77. 176 |mat pash. i df . i|  [Distributed PP Atenpt B ock 5
94. 123.199. 110 |Turkey 147.237.77. 176 |mat pash. i df .il  [Miltiple Admn B ocking from94.123.199. 110 Bl ock 4
46.19. 85. 24 I srael 147.237.0.19 |madi matal . idf. i |Suspicious Response Code B ock 3
2.55. 151. 205 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
176.13.11. 164 |Israel 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
93.173.231.160 |[lIsrael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
2.53.42.182 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
72.9.148.10  |United Sates  [147.237.76.86 |navy.idf.il muagsg' e e a0/ navy. aspx. aspx Bl ock 2
66.249.65.211 |[Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 66. 249. 65. 211 B ock 2
31.168.183.34 [Israel 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to waw navy.idf.il/tenpl ates/links/nobile  [B ock 2
200.79.13.211 |Mexico 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to wa aka.idf.il/sip_storage/files/7/ B ock 2
37.26.147.239 |[Israel 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
84.94. 64. 166 I srael 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to waw navy. i df . il/si ze220x0/ si p_st or age B ock 2
109. 67. 22. 88 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
2.55.32. 54 I srael 147.237.76.42 |refuah.idf.il m”rtefh%; ;Ieg] _ﬂf‘_flcff;fplta‘t’es/genera”mbi o Bl ock 2
66.249. 64. 233 |lIsrael 147.237.77. 216 |dover.i df . il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 1
185. 3. 144. 33 I srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237. 76. 42/ f avi con. i co B ock 1
109. 253. 218. 174l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
89. 152. 239. 93 Por t ugal 147.237.72. 166 |aka. i df . i | PHP Att enpt B ock 1
85. 64. 3. 84 I srael 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to v i df.il/tenpl ates/ newsf| ash/ nobi | e B ock 1
134. 249. 55. 100 |krai ne 147.237.77. 216 |dover . i df .i | Lhaut hori zed LRL Access to www i df.il/1556-en/ B ock 1
89.152.239.93 |Fortugal 147.237.72. 166 |aka. i df . i | Unhaut hori zed LRL Access to www aka. i df.il/wp-1ogin. php Bl ock 1
2.53.33.184 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Qode B ock 1
207.232.36.85 |[Israel 147.237.77. 176 |nat pash. i df . i|  |Unauthori zed URL Access to ww cogat . i df.il/tenpl ates/ general / nobi | e [B ock 1
79.180. 245. 250 Israel 147.237.77.233|at al . i df . i | el e o zed W Aacscs)s(s on Bl ock 1
85.64.148.209  |Israel 147.237. 72. 156 [anan. i df . i | AU horl 260 R Ao O i rect him Bl ock 1
195.93.234.9  [Israel 147.237.72. 166 |aka. i df . i | mngkm;izfar. ?rf:;r n/ar':i;;nu't;‘scri hresource, axd None 1
66.249. 65.217 [Israel 147.237.72. 166 [aka. i df . i | Distributed Unaut hori zed URL Access on 147.237.72.166/robots.txt  |B ock 1
149.50.12.164 |Israel 147.237.76.31 |nakchal .idf . il m”;:g;f?zf Fﬂ‘/ fgﬁ;sast ;S‘/’gener o /ot 1 6 Bl ock 1
37.9.122. 203 gz::;”i on 147.237.77.216|dover . i df . i Unaut hori zed URL Access to www idf.il/1283-11139- Bl ock 1
2.53.37. 169 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
79.183.30.235 |[lIsrael 147.237.77.216|dover.idf.i | Unaut hori zed URL Access to waw idf.il/https:/wwidf.il/ Bl ock 1
5.28.175. 172 I srael 147.237.76.31 |nakchal .idf.il |Dstributed PHP Attenpt B ock 1
94.123.199. 110 [Turkey 147.237.77. 176 |nat pash. i df . i|  [Unhauthorized URL Access to wmn cogat . idf.il/wp-1ogin. php B ock 1
85. 65. 25. 46 I srael 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to 127.0.0. 1/ cal | back. j son Bl ock 1
66. 249. 65. 218 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
149.88.39. 149 |Israel 147.237.72.166 |aka. i df . i | ﬁ"&?f?ﬁﬁﬁb;ﬁﬂﬁfmm in None 1
94.123.199. 110 |[Turkey 147.237.77. 176 |mat pash. i df . il  |Admn Bl ocking B ock
179.33.75.0 Col onbi a 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to waw idf.il/en B ock 1
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