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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site

|Signature

|Device Action |Count]|

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 4996
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 3921
66. 87.86. 71 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1685
37.26. 146. 246 | srael 147.237.77. 233 atal.idf.il TCP handshake viol ation, first packet not syn |drop 572
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 8
82.221.105. 6 I cel and 147.237. 76. 202 e halag.idf.il Bl ock_Up Al _Nets drop 1
211. 202. 46. 73 Korea, Republic of 147.237.76. 177 ncore.idf.il Bl ock_UWp Al _Nets drop 1
212.179. 23. 28 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
211.202. 46. 73 Korea, Republic of 147.237.76. 148 ggcenter.aka.idf.il|B ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker CGountry

|Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
87.252. 225. 32 147.237.77. 216 Bel arus dover.idf.il Xenu Link Seuth Wser Agent 2
46. 19. 86. 249 147.237. 72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
178.17. 42. 103 147. 237. 0. 200 Uhi ted Ki ngdom i df i | ET SCAN NVAP -sS w ndow 1024 1
149. 88. 241. 97 147.237.72. 166 I srael aka.idf.il portscan: TCQP D stributed Portscan 1
91. 201. 236. 155 147. 237.76. 34 kr ai ne yohal an. i df . i ET SCAN NVAP -sS w ndow 4096 1
91. 201. 236. 155 147.237.76.34 krai ne yohal an. i df . il ET SCAN NMAP -f -sS 1
89.138. 179. 113 147.237.77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
85. 250. 10. 155 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
223.4.174.30 147. 237. 76. 200 Chi na eitan. aka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
79. 179. 56. 165 147.237.72. 166 I srael aka.idf.il portscan: TCQP D stributed Portscan 1
210.15.242. 7 147.237.0. 33 Ausstralia idf.il ET SCAN NVAP -sS wi ndow 1024 1
185. 3. 147. 104 147.237.72. 166 I srael aka idf.il portscan: TCP D stributed Portscan 1
176. 228. 132. 55 147.237.72. 166 I srael aka.idf.il portscan: TQP D stributed Portscan 1
107. 158. 255. 194 147.237. 76. 147 Lhited Sates chinuch. aka. i df .i | ET SCAN NVAP -sS wi ndow 4096 1
91. 201. 236. 155 147. 237.76. 34 kr ai ne yohal an.idf.il ET SCAN NVAP -sS w ndow 2048 1
89.219.32. 195 147.237.77. 74 Kazakst an lawidf.il ET VBB SERVER Poi son Nul | Byte 1
82. 166. 65. 150 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
223.4.174.30 147.237.0. 19 Chi na madi matal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

ount ry ‘Target Address |Ste Signature

86. 249. 176. 167 |France 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 64

66.87.86. 71 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 61

208.115.113. 89 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 56
Sreanming Engine: TCP Invalid i i ssi

66.249.65. 211 |Wnited Sates  [147.237.72. 166 |aka.idf. il 9 =g Invalid segnent retransmssion. drop 36
Ret ransm ssi on Packet dr opped.

66. 87. 150. 74 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 35

23.81.247.85 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 28

52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 24

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 24
Sreanming Engine: TCP Invalid i i ssi

176.13.22. 155 |Israel 147.237.72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. drop 24
Ret r ansni ssi on Packet dr opped.

94.77.196.82 [Saudi Arabia 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 23
Sreamng Engine: TCP Invalid i i ssi

212.235.22.85 |Israel 147. 237. 76. 200 |ei tan. aka. i df . | 9 =g Invalid segnent retransmission. drop 21
Ret r ansni ssi on Packet dr opped.

178. 63. 55. 202 [Cer many 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 20

41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 20

79.182. 48.207 |Israel 147.237.76.42 |refuahicf.il  |Bad TCP sequence SN retransnit with different monitor |18

w ndow scal e

52. 68. 136. 185 [Japan 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12

198. 58. 103. 102 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 12

157. 55. 39. 79 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10

54.72.73.168 [lreland 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 10

109. 253. 227. 37 |l srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SYN drop 10

45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop

207.46.13. 118 |[Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop

2.53.19. 173 | srael 147.237.72. 167 |i shuri maka.i of . i [dr op Frst packet isn't SYN drop
Sreaning Engine: TGP Invalid i i ssi

193. 106. 54. 37 |Israel 147. 237. 76. 200 |ei tan. aka. i df . | 9 =g Invalid segnent retransmssion. drop 8
Ret ransm ssi on Packet dr opped.

54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8

5.254.65.126  |Turkey 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7

204. 148. 20. 206 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7

207. 46. 13. 28 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
Sreanmng Engine: TCP Invalid i i ssi

87.70.39.55 |Israel 147. 237. 77. 243 |nobi | e. i of . | 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.

75.25.123. 113 |[hited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop

212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop

85.130.200.7 |[lsrael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
Sreaming Engine: TGP Invalid i i ssi

46.19.85.145 |Israel 147.237.0.34  |tikshwv.idf.il 9 =9 Invalid segnent retransmssion. g 6
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i ssi

109. 253. 203. 77 |I srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi

2.53.157.67  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 6
Ret r ansmi ssi on Packet dr opped.

52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6

141.8.132.78 gz;:t“ion 147. 237. 77. 216 |dover. i of . i | dr op Frst packet isn't SN drop 6

37.26.148.142 |Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop

5. 254. 65. 239 Tur key 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop

. . S SYNFACK retransmit with different .

2.53.19.173 | srael 147.237.72. 167 |ishurimaka.idf .i|Bad TCP sequence vii ndow scal e noni t or 5

46.19.85.218 |[Israel 147.237.77. 176 |mtpash.icf.il  [Bad TCP sequence Invalid ACK nunber rmoni t or 5

37.26. 146. 245 |Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 4

46.19.85.218  [Israel 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber noni t or 4

192. 249. 66. 247 |Lhited S ates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
Sreaning Engine: TGP Invalid i i ssi

46.121. 192. 242 I srael 147.237.72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. drop 4
Ret r ansmi ssi on Packet dr opped.

149. 78. 154. 69 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 4

37.26. 146. 246 |Israel 147.237.77.233|atal .idf.il dr op Frst packet isn't SN drop 4

2.53.19.173 I srael 147.237.72. 167 [i shurimaka. i of . i [SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 4

88. 6. 89. 190 Spai n 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 4

195. 64. 208. 129 RF;Z;::: o 147. 237. 77. 216 |dover. i of . i | dr op Frst packet isn't SWN drop 4

5.28.145. 14 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46. 19. 86. 127 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 179
5.22.135. 114 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 24
17.138.55. 96 g‘;:ﬁ 147.237.77. 216 |dover.i df .i | Mil tipl e Unhaut horized UR. Access from 17.138.55. 96 B ock 6
. . Unaut hori zed URL Access to
62.219. 161. 205 |l srael 147.237.77. 176 |mat pash. i df . i | v cogat i df i1/ p. storagelfi| es/ 9/ 4629, ] pg Bl ock 5
109. 67. 22. 88 I srael 147.237.0.19 [madi matal .idf.il D stributed Suspi ci ous Response Code B ock 4
87.70.39.55 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 3
176.13.19.222 |lIsrael 147.237.77.243|nobi l e. i df . i | Ml tiple Uhauthorized URL Access from 176. 13, 19. 222 B ock 3
185.32.179.19 |Israel 147.237.0.19 [madi matal .idf.il D stributed Suspi ci ous Response Code B ock 3
66.249. 65.211 |lsrael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 66. 249. 65. 211 B ock 3
46. 19. 86. 222 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 2
. . O stributed Waut horized URL Access on
66.249.64.119 |Israel 147.237.76.86 [navy.idf.il navy. i df . i 1/ gi yus/ f or urd asp/ showf or Um asp B ock 2
80. 246. 140. 253 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
. . . Unaut hori zed URL Access to
176.13.19. 222 |Israel 147.237.77. 243 |nobi | e. i df . i ] nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1362 Bl ock 2
109. 66. 78. 215 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock
147. 236. 238. 97 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/sip storagel/files/ 4/ B ock
66. 102. 6. 188 g;:: 147.237.77. 216 |dover . i df . i | Distributed Waut hori zed URL Access on wwuidf.il/error. htm B ock 2
. www. chamat z. aka. i _ )
180. 97.106. 36  |Chi na 147.237.77. 226 df il Ml ti pl e Uhaut horized URL Access from 180. 97. 106. 36 Bl ock 1
69.2.28.118 g;:: 147.237.77. 216 |dover . i df . i | Distributed Waut hori zed URL Access on wwuidf.il/error. htm B ock 1
113. 199. 250. 143 |Nepal 147.237.77.74 |lawidf.il PHP At t enpt B ock 1
66.249. 65. 224 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ mai n/ sachar/ kl al i . aspx B ock 1
89.219.32.195 |Kazakstan [147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ B ock 1
89.219.32.195 |Kazakstan (147.237.77.74 |lawidf.il Distributed Abnornal |y Long Request Bl ock 1
. . DO stributed Whaut horized URL Access on
66. 249. 64. 3 I srael 147.237.76.86 |navy.idf.il navy. i df . i 1/ gi yus/ f or urd asp/ showf or um asp B ock 1
192. 115. 177. 203|I srael 147.237.77. 176 |mat pash. i df . i | Mil tipl e Unhaut hori zed URL Access from 192. 115. 177. 203 B ock
79.183.116.95 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to www aka. i df.il/main/giyus/] B ock 1
157. 55. 39. 51 g‘;:ﬁ 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
95. 86. 71. 182 I srael 147.237.72. 166 |aka. i df . i | DOstributed |11egal Bite Qode Character in LR Bl ock 1
68. 180. 229. 154 Lshlmt:: 147. 237. 77. 170 rachot.idf.il Tl.]tl;laut horized URL Access to nmaarachot.idf.il/pdf/files/2/112922. pdf nn B ock 1
66.249.65.211 |[Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka.idf.il/val tam Bl ock 1
89.219.32.195 |Kazakstan |147.237.77.74 |lawidf.il Mal formed HTTP Header Line 1 B ock 1
46.120.68.102 |Israel 147.237.76. 42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
180.97.106.37 |Chi na 147.237.0.15 |kosher-kravi.idf.il |Unhauthorized UR. Access to 147.237.0.15/struts/utils.js B ock 1
87. 70. 39. 55 I srael 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Qode B ock 1
79.177.28.208  [israel 147. 237. 72. 166 |aka. i df . i | 'Ilegal Byte ode Character in LR /raikapatz//resiol2 Bock |1
our ces/ i mages/ i nner page/ goback. gi f
113. 199. 250. 143|Nepal 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to v | aw i df.il/wp-1ogin. php B ock
66.249. 65. 225 [l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ gener al . aspx  |B ock 1
Unknown HTTP Request Met hod
; i #2201 [[#3]] [[#0][[#01] [ [#UT[[#O ][ [#O11{[[#3]] [ [#3]] [ &éd*_&S) ybvoeAO
89. 219. 32. 195 Kazakstan [147.237.77.74 |lawidf.il [l . Eat . AT AL AT A Bl ock 1
A[[#22]] U [#30]] EOUE/A* SIH [#1] 1 [[#0]1 [[#0]]1 [[#28] ] A A+AOA A [#19] ]
Ain WRL[[#0]].
89.219.32.195 |Kazakstan [147.237.77.74 |lawidf.il Dstributed I11egal Byte Gode Character in Mthod B ock 1
. . Unaut hori zed URL Access to
192. 115. 177. 203l srael 147.237.77. 176 [mat pash. i df . i | wiw cogat i df i1 /i p.storagelfi | es/ 9/ 4629, pg Bl ock 1
95. 86. 71. 182 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df.il/mai n/kapat z/ undef i ned B ock 1
Lhi ted . . Paraneter Type Mol ati on PageNumin
68. 180. 230. 108 [o . 147.237.76.31 [nakchal .idf.il vaw nakhal i df i 1/ 1111~ he/ nakhal . asp Bl ock 1
66.249. 65. 211  |Israel 147.237.72. 166 |aka. i df . i | Uhknown Paraneter KEY in www aka.idf.il/ishurinicityofficers/ None
89.219.32.195 |Kazakstan [147.237.77.74 |lawidf.il Ml forned URL [[#20]], B ock 1
87.70.39.55 I srael 147.237.77.243|mobi | e. i df . i | Unaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex Bl ock 1
. . DO stributed Whaut horized URL Access on
79.182.48.207 |Israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
147. 236. 238. 97 |Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed LRL Access from 147. 236. 238. 97 B ock 1
91. 207. 158. 134 |Nor way 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/bl og/ wp-adnin/ B ock 1
. . Unaut hori zed URL Access to
66.249.66.121 |l srael 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ shared/ cl i ent scri pt s/ | query/ expand. j s Bl ock 1
Illegal Byte Gode Character in Header Nane
89.219.32.195 |Kazakstan (147.237.77.74 |lawidf.il [[#1]1[[#01]1[[#0)16[[#O) 1 [[#5] 1 [[#O)1[[#5]1[[#L1[[#O]]1[[#O)1[[#O]]1[[#O]]1[[|B ock 1
al
66.249. 64. 119 [Israel 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to navy.idf.il/giyus/forunasp/ showforumasp |B ock 1
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