04-21-2016-16:04:08 to 04-21-2016-17:04:08

@
1"PT SwNn L)

Ov IDF Under Attack

www.gov.il Da.||y RepOrt

[Top Targets |

800+"

M dover.idf.il
M nadi matal .idf.il
M aka.idf.il
BMeitan.aka. idf.il
M refuah.idf.il
M tikshuv.idf.il
[ ishurimaka.idf.i
M navy.idf.il

nat pash.idf.il
M anan.idf.il

Nunber
(6]
At acks

Top Tar get

M 167. 114. 156. 16
46. 19. 86. 15

¥ 185. 103. 12. 66
83. 130. 107. 61

N”'éber W 109. 64. 172. 175
At t acks M 66. 249. 65. 211

[ 79.181. 61. 95

M 46. 19. 85. 134
41. 33. 231. 90

M 2.53.182.68

Top Attackers



04-21-2016-16:04:08 to 04-21-2016-17:04:08

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 11673
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 7560
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1710
192.118. 30. 102 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 102
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 2

188. 138. 25. 228 France 147.237. 76. 147 chi nuch. aka.idf.il |[JLM Under Attack Con_Ht ps drop 2

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP-M SG- Sl owl ori s- DO5- Var 1 dest - r eset 1
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
141.212.122.193 Lhited Sates 147.237.76. 196 e.sviva.idf.il B ock Wp Al Nets drop 1

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry Ste Signature

190. 145. 78. 70 147.237.72.166  |Col onbi a aka. idf.il Tehila - Perl LW with fake user agent 6
190. 145. 78. 70 147.237.72.166  [Col onbi a aka idf.il ET WEB SERVER PHP SERVER Super@ obal in R 6
190. 145. 78. 70 147.237.72.166  |Col onbi a aka.idf.il LOCAL_ RULES _server[docunent _root] RFl attenpt 6
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
107. 158. 255. 194  [147.237.8.24 Lited States elifestyle.idf.il |ET SCAN NVAP -sS w ndow 1024 1
81. 218. 139. 160 147.237.77.216  |[lIsrael dover . idf.il portscan: TCP D stributed Portscan 1
79.181. 137. 150 147.237.77.216  |[lIsrael dover .idf .i | portscan: TCP DO stri buted Portscan 1
5.28.177. 145 147.237.77.216  |[Israel dover.idf.il portscan: TCQP O stributed Portscan 1
212. 25. 106. 78 147.237.77.216  |[lIsrael dover . idf.il portscan: TCP D stributed Portscan 1
2.53.41. 117 147.237.77.216  |[lIsrael dover .idf .i | portscan: TCP DO stri buted Portscan 1
200. 195. 135. 82 147.237.77.19 Brazil lawforumidf.il |ET SCAN NVAP -sS wi ndow 3072 1
167. 114. 156. 16 147.237.77.216  [Canada dover.idf.il portscan: TCP D stributed Portscan 1
91. 218. 246. 103 147.237.77.176  |Russian Federation  |natpash.idf.il ET SCAN NVAP -sS wi ndow 1024 1
79. 183. 36. 250 147.237.72.166  |[lIsrael aka idf.il portscan: TCQP O stributed Portscan 1
5.29. 227. 186 147.237.77.216  |[lIsrael dover.idf.il portscan: TCP D stributed Portscan 1
2.55.63.99 147.237.77.216  |[lIsrael dover .idf .i | portscan: TCP DO stri buted Portscan 1
200. 195. 135. 82 147.237.77.19 Brazil lawforumidf.il |ET SCAN NVAP -sS wi ndow 4096 1
195. 189. 193. 1 147.237.77.216  |[lIsrael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature Acti on ‘Count

185. 103. 12. 66  |Lebanon 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 186
Sreamng Engine: TP Invalid i i ssi

83.130.107.61 | srael 147. 237. 76. 200 |ei tan. aka.i of . i 9 =g Invalid segnent retransmssion. g 177
Ret ransnm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi

66.249.65.211 |Wnited Sates 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. | 66
Ret ransnm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

79.181.61.95  |Israel 147.237.76. 200 |6i tan. aka. i df .i 9 =g Invalid segnent retransmssion. g 42
Ret ransnm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi

2.53.182. 68 I sr ael 147.237.0.34 |tikshuv.idf.il 9 =g Invalid segnent retransmssion. | 36
Ret ransnm ssi on Packet dr opped.

41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 33
Sreaming Engine: TGP Invalid i i ssi

213.57.203. 115 |israel 147. 237.72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. | 22
Ret ransnm ssi on Packet dropped.

213. 214. 155. 26 |Finl and 147.237.77. 216 |dover.idf il drop First packet isn't SWN drop 18

85. 65.124. 77 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 18

46.19. 85. 134 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 16

46.19. 85. 134 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber monitor |16

198. 58. 99. 82 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12

139. 162. 216. 112|lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12

80. 179. 143. 167 |lIsrael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber monitor |11

69.175.127.10 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10

89. 249. 107. 248 |Qoatia 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10

192.198. 151. 43 |Eur ope 147.237.77. 216 |dover.idf il drop First packet isn't SWN drop 10

46. 19. 86. 38 | srael 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 9
Sreanming Engine: TCP Invalid i i ssi

66.249.64.70  |United Sates 147.237. 76. 200 |ei tan. aka.i of il 9 =g Invalid segnent retransmssion. | 9
Ret ransnm ssi on Packet dr opped.

128.242.249.11 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 8

46.19. 85. 82 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 8

181.114. 121. 133|Bdlivia 147.237.72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> Tineout |reject 8

L o SYNWACK retransnmt with .

181.114. 121. 133|Bdlivia 147.237.72. 166 |aka. i df .i | Bad TCP sequence differert vi ndow scal nonitor |7

68.180.231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
Sreaming Engine: TCP Invalid i i ssi

66. 249. 93. 245  |Eur ope 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. g 6
Ret r ansn ssi on Packet dr opped.

192. 114. 105. 254 |l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop

207.46.13.126 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
Sreaming Engine: TGP Invalid i i ssi

66.249. 78. 5 Uhited Sates 147.237.0.19 |nadimatal .idf.il 9 =g Invalid segnent retransmssion. | 6
Ret ransnm ssi on Packet dropped.

54.72.73.168 Ireland 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop

157.55. 39. 79 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
Sreanming Engine: TCP Invalid i i ssi

31.154.251. 229 |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. | 6
Ret ransnm ssi on Packet dr opped.

46. 19. 85. 92 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber aert 6

46.19. 85. 138 | srael 147. 237.77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5

46. 19. 85. 92 I srael 147. 237.77. 216 |dover.i df .il Bad TCP sequence Invalid ACK nunber aert 5

46. 19. 85. 82 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber nonitor |5

52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5

213. 6. 125. 178 glcissi':('ja” Tertitoryts 47, 237. 77. 216 |dover. i df . i drop First packet isn't SWN drop 4

195. 60. 232. 57 |l srael 147. 237.77. 216 |dover.i df .i| SYN Attack SYN -> SYN-ACK -> RST rej ect 4

37.227.235.30 |[italy 147.237.77. 216 |dover.idf .il SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 4

149. 88. 37. 76 I srael 147.237.77. 216 |dover.idf il SYN At tack SYN -> SYN-ACK -> RST rej ect 4

190. 145.78.70 |Col onbi a 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 4

2.53. 44. 235 I srael 147. 237. 77. 216 [dover.i df . il SYN At tack SYN -> SYN-ACK -> RST rej ect 4

62. 219. 46. 63 | srael 147.237.72. 156 |anan.i df . il dr op First packet isn't SN drop 4

192. 0. 113. 49 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4

192.198. 151. 37 |Europe 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4

46.19. 86. 15 I srael 147.237.0.19 |medimata .idf.il [Bad TCP sequence Invalid ACK nunber monitor |4

37.227.235.30 |itay 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout alert 4
Sreanming Engine: TCP Invalid i i ssi

178. 255. 215. 87 |France 147. 237. 76. 147 |chi nuch. aka. i df . i 9 =g Invalid segnent retransmssion. | 3
Ret ransnm ssi on Packet dr opped.
Sreamng Engine: TP Invalid i i ssi

79.180. 184. 122 I srael 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. g 3
Ret ransm ssi on Packet dr opped.
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|Top Attackers In V\AF|

At acker

Devi ce

ount ry Target Address |Site Sgnature Acti on ‘Count
46. 19. 86. 15 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 233
109. 64. 172. 175 [l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode Bl ock 80
17.138.55.96 |lhited Sates 147.237.77.216|dover.idf.il Ml tipl e Unaut horized URL Access from 17.138.55. 96 Bl ock 11
79.181. 32. 243 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code Bl ock 8
2.53.167.6 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode Bl ock 6
85.236. 157. 21 |France 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 85. 236. 157. 21 Bl ock 5
79. 181. 137. 150 |l srael 147.237.72.166|aka. i df . i | Ostributed |11egal Byte Gode Character in LRL Bl ock 3
185, 27. 105. 108 [l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode Bl ock 3
185. 32. 179. 114 |l srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code Bl ock 3
2.53.152.180 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
132.72.214.27 |lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode Bl ock 2
169.229.3.91 |Uited Sates 147.237.0.15 |kosher-kravi.idf.il Illegal Byte Gode Character in Method gt &p+A [#30]] Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 65. 217 |l srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai v/ sachar /Kl al i . aspx B ock 1
. . Unknown Paraneter anp;t in
192. 198. 151. 37 |Eur ope 147.237.72. 166 [aka. i df . i | voww aka. i o . i |/ mai 1V kapat 2/ Scri pt r esour ce. axd None 1
109. 64. 139. 77 |Israel 147.237.72. 156 [aman. i df . i | Too Many Qookies in a Request - 106 cooki es Bl ock 1
178. 255. 215. 87 |France 147. 237.76. 147 |chi nuch. aka. i df . i | Lhaut hori zed URL Access to v chi nuch. aka.idf.il/404. htm |B ock 1
68.64.168.226 |Wited Sates 147.237.77. 176 |mat pash. i df . i | Adnin Bl ocki ng Bl ock 1
169.229.3.91 |Uited Sates 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in Mthod Bl ock 1
66.249. 64. 163 I srael 147.237.76.86 |navy.idf.il thaut hori zed LR Access to Bl ock 1
wane navy. i df . i1/ navy/ navy/ sear chpage. aspx
141.8.132.78 ggz::t”l o 147. 237.77. 216 |dover . i df . i | Unaut hor i zed URL Access to waw i df . il/1283- 15187- B ock 1
107. 221. 236. 59 [Lited Sates 147.237.77.19 |lawforumidf.il Illegal Byte Qode Character in Mthod J[[#0]]1[[#0]1[[#011[[#22]]1i |B ock 1
180. 97. 106. 161 |Chi na 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/struts/utils.js Bl ock 1
) ww. chamat z. aka. i df ) )
169. 229. 3. 91 Lhited Sates 147.237.77. 226 i Dstributed |11egal Byte Gde Character in Mthod B ock 1
169.229.3.91 |Uited Sates 147.237.0.15 |kosher-kravi.idf.il Illegal Byte Gode Character in URL Bl ock 1
. . Unhaut hori zed URL Access to
66. 249. 65. 231 |l srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or und asp/ showf or Um asp B ock 1
. . Unaut hori zed URL Access to
46.19.85.134 |[Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl ef shar ed/ r eset . css B ock 1
180. 97. 106. 36 |Chi na 147.237.72.167i shurimaka. i df . i | Uhaut hori zed URL Access to 147.237.72.167/struts/utils.js Bl ock 1
68. 64.168.226 |[Lhited Sates 147.237.77. 176 |nat pash. i df . i | PHP At t enpt Bl ock 1
169.229.3.91 |Uited Sates 147.237.72. 166 [aka. i df . i | D stributed Unknown HTTP Request Met hod Bl ock 1
66.249. 64. 172 |l srael 147.237.76.86 |navy.idf.il Faraneter Type M ol ation DociD in Bl ock 1
wan navy. i df . i |/ navy/ general . aspx
149. 78.140. 22 [l srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 149. 78. 140. 22 Bl ock
107. 221. 236. 59 [Lited Sates 147.237.77.19 [lawforumidf.il Mal for med URL Bl ock
. . D stributed Uhaut hori zed URL Access on
2.53.167.6 I srael 147.237.77.233|atal . i df .il 147. 237.77. 233/ 1134- hel at al . aspx B ock 1
180. 97. 106. 161 |Chi na 147.237.77.235|sviva.idf . il Uhaut hori zed URL Access to 147.237.77.235/struts/utils.js Bl ock
169.229.3.91 |lhited Sates 147.237.77.234|hal ag. i df . i | Abnormal |y Long Request net hod Bl ock
. . Unaut hori zed URL Access to
79.181.61. 106 |l srael 147.237.77. 216 |dover.i df . il vaw i of i 1/ hi mush/ si t ef he/ hi mush. asp B ock 1
169.229.3.91 [Wited Sates 147.237.0.15 |kosher-kravi.idf.il NULL Character in URL Bl ock
68. 64.168.226 |[Lnited Sates 147.237.76.42 |refuah.idf.il Adnin Bl ocki ng Bl ock
) . . Unknown Paraneter anp;catid in
128.238. 182. 61 |Uhited Sates 147.237.72. 166 |aka. i df . i | vowv aka i of i 1/7i ghts/ aspli nf 0. asp None 1
2.53.26.13 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
180. 97.106. 36 |Chi na 147.237.77. 176 |nat pash. i df . i | Lhaut hori zed URL Access to 147.237.77.176/struts/ utils.js Bl ock
85.236. 157. 21 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/wp-admn/ Bl ock
68.64.168.226 [Lhited Sates  |147.237.77. 176 |mat pash. i df .i | thauthorized UR. Access to Bl ock 1
W cogat . i df . i | /admini strator/index. php
169.229.3.91 |Lhited Sates 147.237.72. 166 |aka. i df . i | Mal formed LR -~ B ock 1
149. 78. 140. 22 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka.idf.il/sip storage/files/0/ [B ock 1
66. 249. 64. 233 |l srael 147.237.77.216|dover. i df . il D stributed Lhauthori zed URL Access on waw idf.il/error.htm  |B ock 1
107. 221. 236. 59 [Lited Sates 147.237.77.19 |lawforumidf.il NLLL Character in Method J[[#0]]1[[#0]1[[#011[[#22]]i Bl ock 1
5.153.234.154 |Sweden 147.237.77. 216 |dover.idf.il Ostributed PHP At tenpt Bl ock 1
169.229.3.91 |Wited Sates  |147.237.77.234[hal ag. i df .i | Mitipie1llegal Byte (e Character in hethod from Bl ock 1
169. 229. 3. 91
. . Ml tipl e Whaut hori zed Method for Known URL from
79.181.101.12 [lIsrael 147.237.72. 166 |aka. i df . i | 79. 181, 101, 12 B ock 1
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