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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 13267
0.0.0.0 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 3337
122.178.110. 253 Indi a 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 780
66. 249. 64. 233 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 632
84. 109. 24. 109 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 104
79.179. 64. 204 | srael 147.237. 72. 166 aka.idf.il ock Wdp Al _Nets drop 6

113. 240. 250. 157 Chi na 147.237.76. 44 e.refuah.idf.il ock Wdp Al _Nets drop 1
54.72.0.55 Irel and 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1

185. 62. 188. 15 Net her | ands 147.237.76. 38 eengitav.idf.i|B ock Wp All Nets drop 1
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1

88. 254. 109. 108 Tur key 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1

89. 46. 102. 242 Rormani a 147.237.76. 86 navy.idf.il ock Wdp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
185. 130. 5. 99 147. 237. 76. 176 [Li t huani a test.ncore.idf.il ET SCAN Potential SSH Scan 1
151.24.159.54  |147.237.72.166|Itay akaidf.il portscan: TCP D stributed Portscan 1
119.93.229. 105 [147.237.76.44 |Fiilippines [e.refuah.idf.il ET SCAN Behavi oral Lhusual ly fast inbound Tel net Connecti ons, 1
Potential Scan or Brute Force
107. 158. 255. 194|147.237.0. 17 |Wited Sates |mny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
85. 131. 208. 140 |147. 237. 76. 200 |Ger many eitan aka.idf.il ET SCAN Potential SSH Scan 1
85. 131. 208. 140 |[147.237.0.33 |Ger many idf.il ET SCAN Potential SSH Scan 1
198. 20. 69. 74 147.237.77.74 |Wited Sates [lawidf.il ET DROP Dshiel d B ock Li sted Source 1
66. 249. 66. 9 147.237.76.42 |Wnited Sates |refuah.idf.il ET SCAN NVAP -sA (2) 1
188.138. 25. 228 |147.237.8.46 |France e. chi nuch. i df .i ET SCAN Potential VNC Scan 5900- 5920 1
46.117.192. 2 147, 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
185. 130. 5. 99 147.237. 77. 226 |Li thuani a won chanat z. aka. idf.il |ET SCAN Potential SSH Scan 1
13.92.84.22 147.237.76.39 |Wnited Sates |nobile meitav.idf.il ET SCAN NVAP -sS w ndow 4096 1
185. 130. 5. 99 147.237.8.24 |Lithuania elifestyleidf.il ET SCAN Potential SSH Scan 1
132.72.10. 76 147.237. 77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
109. 64. 191. 137 |147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
85. 131. 208. 140 |147.237.77.19 |Ger many | awforumidf.il ET SCAN Potential SSH Scan 1
85.131.208. 140 |147.237.8.24 |Ger many elifestyleidf.il ET SCAN Potential SSH Scan 1
213.57.248.27 |147.237.77.216 |l srael dover.idf.il portscan: TGP DO stributed Portscan 1
82. 81. 90. 162 147.237.77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
62.90.94.184  |147.237.77.216|Israel dover.idf.il portscan: TCP DO stributed Portscan 1
188. 120. 152. 247|147. 237. 77. 216 |I srael dover.idf.il portscan: TGP DO stributed Portscan 1
46. 19. 85. 39 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Devi ce

‘Attacker Qountry ‘Target Address [Ste Signature Action ‘Count
158. 169. 150. 8 [Bel gi um 147.237.77. 176 |nat pash.i df .i | drop First packet isn't SN drop 73
178.50.64.99  [Bel gi um 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 40
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 27
66.249. 65. 211 |Lhited Sates 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP Invalid segnent retransmssion. |, 24
Inval id Retransm ssion Packet dr opped.
77.127.92.25 |israel 147. 237. 76. 200 |ei tan. aka. i df . i | Streamng Engi ne: TCP Invalid segnent retransmssion. |, 24
Inval i d Retransm ssion Packet dr opped.
41.111.2.126 |Ageria 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14
162. 243. 126. 57 |Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
208.115.113. 89 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 11
176.13.3.6 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval id ACK nunber monitor |10
85.75.79.141 |Geece 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 10
2.55.21. 65 I srael 147.237.76. 31 |nakchal .idf.il drop First packet isn't SYN drop 9
85. 130. 129. 245 |l srael 147.237.76.86 |navy.idf.il dr op Frst packet isn't SN drop 8
158. 169. 150. 8 [Bel gi um 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 8
128.242.249. 10 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
92. 253. 21. 187 |Jordan 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
50. 87. 144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 7
17.138.55. 96 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
2.53.4.223 | srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 7
176.13.3.6 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid AGK nunber aert 7
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
54.72.73.168 Irel and 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
89. 138.249. 4 | srael 147.237.77. 233 |atal .idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout |[reject 6
46. 19. 85. 92 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |6
80. 246.130.59 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence mdﬁr:cr;rit wWthdifferent oonitor |6
2.53.161.202 |israel 147.237.72. 166 |aka. i df . i Streamng Engine: TCP Invalid segnent retransmssion. | ., 6
Inval id Retransm ssion Packet dr opped.
157. 55. 39. 79 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
85. 130. 129. 245 |l srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber noni t or
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
46.19.85.209 |Israel 147.237.72. 167 | shurimaka ir i1 | €amng Engi ne: TCP Invalid segnent retransmssion. |, 6
Inval id Retransm ssion Packet dr opped.
46.19.85.39  [Israel 147.237.77. 226 ["" chanatz. aka. 1df |ga4 TOP sequence Invalid ACK nunber monitor |5
188. 138. 25. 228 |France 147.237.8.24 |elifestyleidf.il  [Geo-1ocation enfor cement f;?olrggi'nfn I nbound drop 5
163. 247. 46. 239 |Qhil e 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |[reject
46. 19. 85. 39 I srael 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber aert
163.247. 46. 239 |G le 147.237. 77. 216 |dover . i of .i | Bad TCP sequence ﬂﬁtﬁ;gxgﬂgth moni tor |5
41.33.231.90 |Egypt 147.237.77. 216 |dover.idf il dr op drop 5
85. 130. 129. 245 || srael 147.237. 77. 216 |dover.idf .| Bad TCP sequence I'nval id ACK nunber alert 5
46. 19. 85. 92 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber monitor |5
46. 19. 85. 39 | srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Inval i d ACK nunber monitor |5
109. 67. 185.83 |l srael 147.237. 72. 167 |i shuri maka. i df .i | dr op Frst packet isn't SN drop 5
46.19.85.39  [Israel 147.237.77. 226 [} chanatz. aka. 1df |gay TOP sequence Inval i d ACK nunber aert 5
109. 65. 82. 129 |l srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout |[reject 4
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
46.116.50.69 |Israel 147.237.72. 166 |aka i df . Streamng Engi ne: TCP Invalid segnent retransmssion. |, 4
Inval id Retransm ssion Packet dr opped.
79.177.169. 49 |l srael 147.237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> Timeout |reject 4
188. 138. 25. 228 |France 147.237.8.27 |emadimatal.idf.il [Geo-1ocation enfor cenent gﬁ?;)'rggiin?n I nbound drop 4
89.138.249.4 |Israel 147.237.77. 233 |atal i df i Bad TCP sequence (ﬂ'}”ﬁtrm;ﬁ?&gm moni tor |4
192.0.114.82 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
212. 143.142. 56 [l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
213. 6. 125. 178 sza;lcis;iigcija” Territony; 47 237.77. 216 |dover. i df . il drop First packet isn't SWN drop 4
192.198. 151. 43 |Eur ope 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
149.78.204.93 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 122
132.72.214.27 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 109
37.142.191.211 [israel 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 103
46. 19. 85. 132 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Gode B ock 53
2.53.167.6 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 22
2. 53. 140. 90 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 5
217.132.41.33 |lsrael 147.237.72. 166 |aka. i df . i | Mil tiple Unauthorized Method for Known URL from 217.132.41.33 |B ock 4
37. 46. 39. 219 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
46.19. 85. 24 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 2
66.102. 6. 191 Lhited Sates |147. 237. 77. 216 |dover. i df . i | D stributed Lhaut hori zed URL Access on wawn idf.il/error. htm B ock 2
17.138.55.96  |United Sates |147. 237.77. 216 |dover. i df . i mﬂt (;}Cfriilzlfinﬁ ggg;srsolt;/’nemsﬂ T Bl ock 2
5.22.135. 169 I srael 147.237.76.42 |refuah.idf.il Mil tipl e Unauthorized URL Access from5. 22. 135. 169 B ock 2
109. 253. 156. 151 I srael 147.237.77. 176 |nat pash. i df . i | mu;:go;i.??. ?ﬁsips;?ifaggm | exl & 4629 g Bl ock 2
66.249.65.211 |[Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unhaut hori zed URL Access from 66. 249. 65. 211 B ock 2
95.86.119. 182 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod CPTI ONS for v aka. i df.il/ B ock 2
95.86.119.182 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/sip_storagel/files/3/ B ock 2
5.22.135. 169 I srael 147.237.77. 216 |dover.idf .il Uhaut hori zed URL Access to waw i df.il/tenpl ates/article/ nobile B ock 2
131. 253.25. 247 |Uhited Sates |147.237.77. 216 |dover.idf .il Distributed Wauthorized URL Access on waw idf.il/error. htm Bl ock 2
17.138. 55. 96 Lhited Sates [147.237. 77. 216 |dover.i df . il Mil tipl e Unhaut hori zed URL Access from 17.138. 55. 96 B ock 2
66.249.78.253 |[Israel 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
207.46.13.134 |lLhited Sates |147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/&€z Bl ock 1
169. 229. 3. 91 Lhited Sates [147.237. 77. 170 |n@ar achot . i df . i | Mal formed URL Uple]]81# [ tigkdc] 9] [ 42#] ] “ B ock 1
169. 229. 3. 91 Uhited Sates [147. 237. 76. 147 |chi nuch. aka. i df . i | Distributed Abnornal |y Long Request B ock 1
109. 65.82.129  |Israel 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
180. 97. 106. 162 |Chi na 147.237.76.30 |hinush.idf.il Uhaut hori zed LRL Access to 147.237.76.30/struts/utils.js B ock 1
169. 229. 3. 91 Uhited Sates [147.237. 77. 170 |n@ar achot . i df . i | Illegal Byte Gode Character in Header Nane B ock 1
147.91.1. 43 147.237.77.216 |dover. i df . i | D stributed Lhaut hori zed URL Access on wan i df.il/error. htm B ock 1
79.181. 247.139 |Israel 147.237.72. 166 |aka. i df . i | Dstributed |l1egal Bte Gode Character in URL B ock 1
207.46.13.170 |lnited Sates |147.237.77. 243 |nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
Unknown HTTP Request Met hod
169. 229. 3. 91 Lhited Sates [147.237. 77. 170 |n@ar achot . i df . i | €07, T p Bip[[#22] ] [[#4]] gNOywP 1i be*« I RY: in URL Uplic] B ock 1
kgu[ [#18]] 4 [ 2#241]
169.229. 3. 91 Lhited Sates |147. 237. 76. 147 |chi nuch. aka. i df . i | DOstributed I11egal Byte Gde Character in Mthod B ock 1
180. 97. 106. 162 |chi na 147.237.76.39 |nobi | e. neitav.idf.il khstsrffgaob'\ﬁ_gail‘ Eﬁiié”iqp‘omd violation None 1
17.142.156. 109 |Uhited Sates |147.237.77.216|dover.idf .il Unhaut hori zed LRL Access to ww i df.il/appl e-app-site-association |B ock 1
169.229.3.91  [United Sates [147. 237. 77. 170 |n@ar achot . i df . i | o ?B?pﬁdzzgﬂ?iﬁr] ;w\:ﬁhﬁqbé*o! - Bock |1
46.19. 85. 169 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
180. 97.106.36  |Chi na 147.237.0. 17 (ro]: niyl- kosher -kravi . i Uhaut hori zed URL Access to 147.237.0.17/struts/ utils.js B ock 1
169. 229. 3. 91 Uhited Sates [147. 237. 76. 147 |chi nuch. aka. i df . i | Distributed I11egal Byte Gode Character in URL B ock 1
5.22.135.169 | srael 147.237.76.42 |refuah.idf.il murt:fol:;;ij .L?(‘jf'.oiclcfts:mt)loat s/ honepagel mobi | & B ock 1
109. 253. 218. 174]I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
193. 126. 232. 142|Fort ugal 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to wawi i df.il/894-en/i df gdover. aspx B ock 1
66.249. 65. 217 I srael 147.237.72. 166 |aka. i df . i | ;’2?“;2? ;fiegtmfﬁf;s?u;?gener al . asix B ock 1
169. 229. 3. 91 Uhited Sates [147.237. 77. 170 |n@ar achot . i df . i | Ill1egal Byte Qode Character in URL Uple]81#[ gktd 9 [ 42# 1" B ock 1
2.53.4.223 I srael 147.237.72. 166 |aka. i df . i | %ﬁ%ﬂ?ﬁfiﬁf& Protocol violation None 1
157.55.39.215 |Wited Sates [147. 237. 77. 176 nat pash. i df . i | m”é:;’;t'_fz‘fj_m‘cf\ficlf;h;?str 2t ond bl e pages/ defaul . aspx |2 %% 1
180. 97.106. 37  |Chi na 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76.42/struts/utils.js Bl ock 1
46.19.86.22 | srael 147.237.72. 156 [anan. i df . i | mu;:;r:.l iz(ffd. |lI'F/a_rm€j‘|:(|:$17T ets?)ur ces/ i mages/ f avi con/ f avi con. png Bl ock !
169. 229. 3. 91 Lhited Sates [147. 237. 76. 147 |chi nuch. aka. i df . i | D stributed Unhknown HTTP Request Met hod B ock 1
194. 90. 128. 185 |Israel 147.237.77.216|dover. i df . i | Mil tipl e Unhaut hori zed URL Access from 194.90. 128. 185 B ock 1
66. 249. 66. 123 |l srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock 1
169. 229. 3. 91 Lhited Sates [147.237. 77. 170 |n@ar achot . i df . i | I11egal HITP Version [[#4]]6&C8 . BW@{ [#12]] N B ock 1
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