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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |[Count |
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 2955
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS  |dest - reset 2848
134.191. 232. 72 | srael 147.237. 76. 42 refuah.idf.il JLMPurple Gon Limt Htp drop 29
104. 148. 71. 133 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il bl ock-sp-trafl forward 5

79. 179. 64. 204 I srael 147. 237.72. 166 aka.idf.il Block Udp All Nets drop 3
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3
104. 148. 71. 133 Lhited Sates 147.237.0. 19 nadi matal .idf.il bl ock-sp-trafl forward 1
188. 138. 25. 228 France 147.237.0. 16 ny- kosher-kravi .idf.il Frk_Under At tack_Con_Tcp dr op 1
212.235. 20. 201 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
104.148. 71. 133 Lhited Sates 147.237.0. 17 mny- kosher-kravi .idf.il bl ock-sp-traf 1 forward 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
188.138. 25. 228 |147.237.0.17 |France mny-kosher-kravi .idf.il |ET SCAN Potential VNC Scan 5900- 5920

82.81.106.102 [147.237.77. 216l srael dover.idf.il SERVER APAO_E Apache r_md_ssl non-SSL connection to 1

SS. port denial of service attenpt

58.218.211.11 |147.237.76.44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
46.116. 63. 50 147.237. 72. 166 |I srael aka.idf.il portscan: TP D stributed Portscan 1
188. 138. 25. 228 [147.237.0.35 |France akaws. i df il ET SCAN Potential VNC Scan 5900- 5920 1
46. 19. 86. 200 147.237.77. 216 (I srael dover.idf.il portscan: TQP D stributed Portscan 1
188.138. 25. 228 [147.237.0.19 |France nedi matal .idf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 99 147.237.0.15 |Lithuania kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
125. 212. 247. 129(147. 237. 77. 170 |M et nam maar achot . i df .i | ET SCAN NVAP -sS w ndow 1024 1
109. 67.119.31 |147.237.72. 166 |I srael aka.idf.il portscan: TP D stributed Portscan 1
84.94.199. 118  |[147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
80.82.78.38 147. 237.76.34 |Net herl ands yohal an. i df . il ET SCAN NVAP -sS w ndow 1024 1
217.66. 243, 251 |147. 237.77.176 (';ajcis;iigéa” Territory, | ot pash.idf. il ET SCAN NVAP -sA (2) 1
58.218.211.11 |147.237.76.34 |China yohal an.idf.il ET SCAN Potential SSH Scan 1
192.114.187.3 |147.237.72. 166 |Israel akaidf.il portscan: TCP D stributed Portscan 1
46. 45, 137. 76 147.237.0. 200 [Turkey nau. i df il ET SCAN NVAP -sS w ndow 1024 1
188. 138. 25. 228 [147.237.0.33 |Rance idf.il ET SCAN Potential WNC Scan 5900- 5920 1
2.53.132. 189 147.237. 72. 166 |I srael akaidf.il portscan: TGP D stributed Portscan 1
183. 60. 48. 25 147. 237. 76. 202 |Chi na e halag.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
109. 160. 150. 111|147. 237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
87.71.54. 154 147.237. 72. 166 |I srael akaidf.il portscan: TGP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Acti on ‘Count
62. 90. 10. 97 I srael 147, 237. 76. 200 |ei tan akaicf.i1 | " SN ng Engi ne: T Invalid  finvalid segnent retransnission drop 249
Ret r ansm ssi on Packet dr opped.
37.142.197. 138 |lsrael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 32
147.91.1. 44 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 29
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 28
52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 24
147.91.1. 43 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 24
93. 185. 235. 183 |Lebanon 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 24
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 22
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 20
66.249.65.211 |Uited Sates |147.237.72. 166 |aka i df il Streaning Engine: TCP Invalid  finvalid segnent retransnissi on. dr op 18
Ret r ansn ssi on Packet dr opped.
94.77.196. 82 Saudi Arabia  |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 18
139.162. 216. 112|lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 18
68.180.231.43 |lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 15
212.179.21.194 |Israel 147.237.76.197 |e.himush.idf.il |[SYN At tack SYN -> SYN-ACK -> RST rej ect 15
41.33.231. 90 Egypt 147.237. 77. 216 |dover.idf .i | drop drop 13
2.53. 162. 66 | srael 147.237. 72. 167 |i shuri maka. i df . i Stream ng_ En.gl ne: TGP Invalid nval i d segnent retransmssi on. drop 12
Ret r ansn ssi on Packet dr opped.
62.212.73.211 |Netherl ands 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12
37.26.148.223 |israel 147. 237, 72. 166 |aka i of . i Streaning Engine: TCP Invalid  finvalid segnent retransnissi on. dr op 12
Ret r ansn ssi on Packet dr opped.
194.90.15.61 | srael 147.237.72. 166 |aka.i df .l Streaning Engine: TCP Invalid  invalid segnent retransmssion drop 12
Ret r ansm ssi on Packet dr opped.
162. 243. 116. 152|lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 12
198.58.102.95 |lWhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 12
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
207. 46. 13. 28 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 8
40. 77. 167. 25 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 8
40.77. 167. 69 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 8
45. 35. 64. 142 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 8
213.57.95.254 |lsrael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval id ACK nunber alert 8
212.235.20.201 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
213.57.95.254 |Israel 147.237.0.34 [tikshw.idf.il [Bad TCP sequence Invalid AGK nunber noni t or 8
212.199. 34. 114 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
146. 185. 28. 59 E?ir:;gom 147.237. 77. 216 |dover.idf.il drop First packet isn't SN drop 7
79.176.101.57 |lsrael 147.237.72. 167 |i shurimaka.i df . i |SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 7
50. 87. 144. 145 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 7
85. 65. 223. 15 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
109. 253. 225. 198l srael 147.237.77. 176 |nat pash. i df . i Bad TCP sequence I'nvalid sequence nunber noni t or 6
79.183.18.231 | srael 147.237.72. 166 |aka.i df . Streaning Engine: TCP Invalid  invalid segnent retransnission drop 6
Ret r ansm ssi on Packet dr opped.
109. 253. 225. 1981 srael 147.237. 77. 176 |nat pash. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout aert
213.57.95.254  |lsrael 147.237.0.34  |tikshuv.idf.il drop First packet isn't SN drop
66.249.69.93  |Uited Sates |147.237.72.166 |aka idf.il Streaning Engine: TCP Invalid  finvalid segnent retransnissi on. dr op 6
Ret r ansn ssi on Packet dr opped.
109. 253. 225. 1981 srael 147.237. 77. 176 |nat pash. i df .i | drop First packet isn't SN drop 6
109. 65. 241. 217 |israel 147.237.72. 166 |aka.i df . Streaning Engine: TCP Invalid  invalid segnent retransnission drop 6
Ret r ansm ssi on Packet dr opped.
109. 253. 225. 1981 srael 147.237. 77. 176 |nat pash. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
109. 253.203. 77 |israel 147.237.72. 166 |aka.i df . Streaning Engine: TCP Invalid  invalid segnent retransmission drop 6
Ret r ansm ssi on Packet dr opped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
5. 29. 69. 57 I srael 147. 237.72. 167 |i shuri maka.i df .i|Bad TCP sequence mﬁsg ;a”smt wthdifferent | onitor o
109. 253. 225. 198|l srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Inval id ACK nunber aert 6
147.91.1. 41 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
46. 19. 85. 250 | srael 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
109. 253. 225. 198I srael 147.237.77. 176 |mtpash.icf.il  |Bad TCP sequence SR e Lansm wehdifferent | onitor [
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
176.13.10.118 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 12
2.53.167.6 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 12
217.132.41.33 [Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 217.132.41.33 B ock 9
147.91.1. 44 147.237.77.216|dover. i df . i | D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock 8
46.19. 85. 24 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 6
134.191.232.69 |Israel 147.237.77.216|dover . i df . i | D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 4
134.191.232.70 |Israel 147.237.77.216|dover. i df .i | Ostributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 4
192. 115.99. 130 |[lsrael 147.237.77. 170 |n@ar achot . i df . i | Uhaut hori zed URL Access to maarachot.idf.il/pdf/files/5/113625. pdf  [B ock 4
46.117.217.15 |Israel 147.237.77. 170 [maar achot . i df . i | D stributed Unaut hori zed HTTP Met hod B ock 4
193. 43. 245. 250 |l srael 147.237.77. 216 |dover . i df . i | D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock 4
87.68.9.131 I srael 147.237.72. 166 |aka. i df . i | Dstributed |l1egal Byte Qode Character in URL B ock 4
147.91.1. 41 147.237.77.216|dover . i df . i | D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 3
2.55.159. 135 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
147.91.1. 42 147.237.77. 216 |dover.idf .i | D stributed Unaut hori zed URL Access on wanidf.il/error. htm B ock 3
134.191.232. 71 |israel 147.237.77.216|dover . i df . i | D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 3
147.91.1. 43 147.237.77. 216 |dover . i df . i | D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock 3
193. 43. 246. 250 |l srael 147.237.77. 216 |dover. i df .i | D stributed Unaut hori zed URL Access on wanidf.il/error. htm B ock 3
2.55.158. 178 I srael 147.237.0.19 [madi matal .idf.il Distributed Suspici ous Response Code B ock 2
104. 148.71. 133 |lhited Sates [147.237.0.19 [nmadimatal .idf.il Distributed Ml forned LR Bl ock 2
82.81.106.102 |l srael 147.237.77. 216 |dover . i df . i | \')’ih Iotl ia‘t)'i inult;ffgﬁ_ias\?ﬁé_”qu)mm 82.81.106. 102 (Protocol None 2
87.81.227.9 zint:gom 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/gius B ock 2
2.55.150.135  |Israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt:cl’rc;fsz /t’;egpgrcﬁzmztes/“st ehi | ddocument s 1152 Bl ock 2
134.191. 232. 72 |[Israel 147.237.77. 216 |dover.i df .i | D stributed Uhaut hori zed URL Access on wawn idf.il/error. htm Bl ock 2
147.91.1. 45 147.237.77. 216 |dover.i df .i | D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 2
66.249.73.243 |[Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to aka.idf.il/default.asp B ock 1
185. 27. 105. 141 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1133-he/ at al . aspx B ock 1
104. 148.71. 133 |lhited Sates [147.237.0.19 |[nmadimatal .idf.il NULL Character in Header Nane at B ock 1
Unknown HTTP Request Met hod
169. 229. 3. 91 Lhited Sates [147.237.76.42 |refuah.idf.il .CL’ §MTO[[#5] 1+ z81 WD 2a [ #5] ] A" Ay65>[ [ #5] ] N3Ve cP[ [ #11] ] z2 T4 B ock 1
i-90" [ « [#18]]1 8n€9*E i n LRL
5.22.135. 246 I srael 147.237.72.167|i shurimaka.idf.il |Dstributed Unknown HTTP Request Met hod B ock 1
169. 229. 3. 91 Lhited Sates [147.237.72. 167 i shurimaka.idf.i|l [Malformed URL Bl ock 1
87.71.195.56  |Israel 147. 237.72. 166 |aka. i df . i | m”ai":i (':ﬁri"’l‘?en;je;/ S;C\gwﬁ?g;ma;? on. asp None 1
79.181.103.84 |[Israel 147.237.77. 216 |dover . i df . i | Uhaut hori zed LRL Access to ww i df .il/navy/ B ock 1
194. 90. 15. 61 I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Bite Qxde Character in LR Bl ock 1
62.210.254.52  |France 147.237.72. 166 |aka. i df . i | mngk“:i';?f ?Ff;;rn/z?';z;;’ga&”cha_ ashx None 1
169. 229. 3. 91 Lhited Sates [147.237.77.235|sviva. i df . il Miltiple Malformed URL from 169. 229. 3. 91 B ock 1
Paraneter Type Mol ation
109. 64. 89. 224 |l srael 147.237.76.31 |nakchal .idf.il ct1 00$Cont ent P aceHol der 1$ucFagQont r ol $t xt Search in B ock 1
wwnv nakhal . i df . i 1/1119- he/ nakhal . aspx
5.22.135.246  |Israel 147.237.72. 167 |i shuri maka. i df . i | g‘sgggfﬁa_bggpﬁ”gﬁ: g‘\l_'DZTO/_t\fCEg’('C;’:A‘,’\'&; on None 1
169. 229. 3. 91 Lhited Sates [147.237.76.42 |refuah.idf.il Abnormal |y Long Request et hod B ock 1
213.254.241.7 |France 147. 237.72. 166 |aka. i df . i | mngk‘“; i??ﬁg nf;;gg:f}égfoﬁt:zi;h n None 1
5.22.135. 246 I srael 147.237.72.167)ishurimaka.i df .i| |[Dstributed I11egal Byte Gode Character in Header Nane B ock 1
157. 55. 39. 223 Lhited Sates |147.237.0. 16 nlyl_ kosher -kravi..i df Unaut hori zed LRL Access to waw ny- kosher-kravi.idf.il/ B ock 1
68. 180. 230. 108 [United Sates |147.237.76.31 |nakchal . i df .i | rovane o TYpe _\i"f;' fﬂf”hg‘ig:mg';px Bock |1
46.19.85.151  |israel 147.237.76.42 |refuah.idf.il \;T\Wa?::‘i; -Zgle.\iﬂd(?l.ailli /Oggmcrh;ejghf Zspx Bl ock 1
169. 229. 3. 91 Uhited Sates [147.237.76.200|ei tan. aka. i df . il Abnornal |y Long Request net hod B ock 1
104.148.71.133 |Uhited Sates [147.237.0.19 |nadimatal .idf.il NLL Character in Method € [[#1]][[#3]1[[#1]1[[#0]]10[[#0]1[[#011[[#0]] |B ock 1
5.22. 135. 246 I srael 147.237.72.167|ishurimaka.idf .il |Illega Byte Qode Character in Header \Val ue B ock 1
169. 229. 3. 91 Uhited Sates [147.237.72. 167 |i shurimaka.idf.il [Miltiple Abnormal Iy Long Request from 169.229. 3. 91 B ock 1
79.183. 244. 184 |l srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Bite Qxde Character in LR Bl ock 1
194. 114. 146. 227 |1 sr ael 147.237.76.31 |nakchal .idf.il Ml tipl e Unauthorized URL Access from 194. 114. 146. 227 B ock 1
66.249.65.211 |[Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 66. 249. 65. 211 B ock 1
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