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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 9874
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 8471
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - reset 3681
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 7

185. 82. 52. 225 | srael 147.237.72. 167 ishurimaka.idf.il|B ock Wdp Al Nets drop 3

185. 82. 52. 225 | srael 147.237.77. 216 dover.idf.il ock Wdp Al _Nets drop 3

194. 89. 24. 53 H nl and 147.237.77.176 nat pash. i df . il Frk_Under Attack _Con Htp drop 2

183. 60. 48. 25 Chi na 147.237.0. 35 akaws. i df.il Frk_Under At tack_Con_Tcp drop 2

66. 249. 69. 93 | srael 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue-Di r - Tr ave- 2 dest - r eset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
82.81.106.102 (147. 237.77. 216 I srael dover. i df.il SERVER APAGHE Apache nod sl non-SSL connection to S port 2
deni al of service attenpt
199. 203. 92. 42 [147.237.77. 216 |l srael dover . idf.il portscan: TCP DO stributed Portscan 1
156.198.59. 94 |147.237.77. 216 |Egypt dover.idf.il portscan: TCP D stributed Portscan 1
91. 201. 236. 158 [147.237.0.35 |Wkraine akavs. i df . i ET SCAN NVAP -sS w ndow 2048 1
84.111.105. 20 |(147.237.77. 216l srael dover . idf.il portscan: TCP DO stributed Portscan 1
82.117. 208. 243 [147. 237. 76. 86 navy. i df . il ET SCAN NVAP -sS wi ndow 1024 1
80.82.78.38 147. 237. 76. 202 |Net her | ands e.halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
79. 180. 130. 170 |147. 237. 77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
46.117. 225, 232 |147. 237. 77. 216 [I srael dover.idf.il portscan: TP D stributed Portscan 1
2.53.169.229  [147.237.77. 216l srael dover . idf.il portscan: TCP D stributed Portscan 1
104. 214. 73. 227 [147.237. 76. 176 |Whited Sates |test.ncore.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
91.201. 236. 158 [147.237.0.35 |kraine akaws. i df il ET SCAN NVAP -f -sS 1
84.109. 162. 198 (147. 237. 77. 216 || srael dover . idf.il portscan: TCP D stributed Portscan 1
80. 82. 78. 38 147.237.0.15  |Netherl ands kosher-kravi .idf.i [ET SCAN NVAP -sS w ndow 1024 1
79.178.165. 75 [147.237.77. 216l srael dover.idf.il portscan: TGP D stributed Portscan 1
31.168.135.86 |[147.237.77. 216l srael dover . idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature

77.218.248.55 |Sweden 147.237.77.176 |nat pash. i df . il dr op First packet isn't SN drop 98
Sreaning Engine: TCP Invalid i i ssi

66.249.69.93  |nited Sates 147. 237.72. 166 |aka i f .11 9 =9 Invalid segnent retransmssion. |, ., 63
Ret r ansni ssi on Packet dr opped.

208. 115.113.89 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 60

212. 235. 103. 203l srael 147.237.72. 167 |[ishurimaka.idf.i|[Bad TCP sequence Inval i d sequence nunber moni tor |47
Sreamng Engine: TCP Invalid i i ssi

2.53.146.140  |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. |, 42
Ret r ansni ssi on Packet dr opped.

130. 185. 155. 74 |Sweden 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 29

41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 25
Sreaming Engine: TGP Invalid i i ssi

2.55.134.233  |israel 147.237.76.31 |nakchal .idf.il 9 =g Invalid segrent retransmssion. | 21
Ret ransni ssi on Packet dropped.

109. 64. 36. 90 I srael 147.237.76.86 [navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 18

139. 162. 216. 112|Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18

8.37.231.32 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18

41.33.231. 90 Egypt 147.237.77. 216 |dover.idf .i | drop First packet isn't SWN drop 16

52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12

reaming BEngine: TCP Invali i i ssi

84.228.162.97 | srael 147, 237.76. 200 [ei tan aka i o i1 | S2M NG Engine: TP Invalid limvalid segnent retransmssion. |, op 12
Ret ransni ssi on Packet dropped.

198.58.103.28 |Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12

85. 130. 175. 225 [l srael 147. 237.77. 216 |dover. i df . i Bad TCP sequence Inval id ACK nunber noni t or 12

5.22.131.33 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 11

201. 244. 100. 102|Col onbi a 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 11

195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11

94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11

89. 144.103. 226 |Saudi Arabia 147.237.77. 176 |nat pash. i df . i1 drop Frst packet isn't SYN drop 10

5.22.131.33 I srael 147. 237.77. 216 |dover. i df . i Bad TCP sequence Invalid sequence nunber noni t or 10

85.130.225.65 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 10
Sreaning Engine: TCP Invalid i i ssi

87.69.80.220 | srael 147. 237. 76. 200 |ei tan. aka.i of . i 9 =9 Invalid segnent retransmssion. |, ., 10
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

46.19.86.243  |Israel 147. 237.72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. g ., 9
Ret ransni ssi on Packet dropped.

109. 65. 89. 191 |l srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop

41.33.231.90 Egypt 147.237.77. 216 |dover.idf il drop drop
Sreaning Engine: TCP Invalid i i ssi

176.13.18.229  |Israel 147.237.72. 166 |aka. i df .i 9 =9 Invalid segnent retransmssion. |, ., 9
Ret r ansni ssi on Packet dropped.

212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop

109. 64. 36. 90 I srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 8

54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8

212. 14. 243. 178 g";'cis;i'géa” Tertitoryl 47, 237.77. 216 dover. i o . i1 drop First packet ismt SWN drop 8

85. 130. 175. 225 |l srael 147. 237.77. 216 |dover.idf .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 7

85.130.183.92 [Israel 147. 237.77. 216 |dover. i df . i Bad TCP sequence Inval id ACK nunber noni t or 7

5.22.131. 33 I srael 147.237.77. 176 |nat pash. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 7
Sreaning Engine: TCP Invalid i i ssi

87.70.56.50  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, ., 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

66.249.69.180 |United Sates 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. | 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

79.180. 139. 246 I srael 147. 237.72. 166 |aka i f .1 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.

192.198. 151. 45 |Europe 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6

205. 167. 7. 244 |Rance 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6

52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6

207.232.28. 187 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaning Engine: TCP Invalid i i ssi

62. 0. 100. 86 I'srael 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi

31. 154. 169. 107 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segrent retransmssion. |, 6
Ret ransni ssi on Packet dropped.

85.130.225. 65 |lIsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber monitor |6

109. 64. 36. 90 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6

85.130. 175. 225 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
Sreaning Engine: TCP Invalid i i ssi

46.19.85.216  |israel 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.

93. 185. 235. 183 |Lebanon 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
109. 253. 209. 197|I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code Bl ock 97
176.13.10. 118 |[Israel 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 81
2.55.158. 178 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 45
37.26.148.185 |lsrael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code Bl ock 9
17.138. 55. 96 Lhited Sates  [147.237.77.216|dover.idf.il Mul ti pl e Unaut hori zed URL Access from 17.138. 55. 96 B ock 6
109. 253. 224. 132|I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 3
109. 253. 224. 154|I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code Bl ock 3
213. 8. 204. 47 I srael 147.237.77.216|dover.i df . i | Unaut hori zed HTTP Met hod B ock 3
95. 86. 119. 48 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 3
46.210. 172. 239 |[lIsrael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code Bl ock 3
176.13.12.13 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 2
2.55.37. 40 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 2
176.13.18.203 [Israel 147.237.76.42 |refuah.idf.il V%;::;%g? awfgft'rﬁr/itii‘:ﬂ aﬁsfg:rfrz il B ock 2
46.19. 85. 241 I srael 147.237.77. 216 |dover.idf . il Unt raceabl e SSL Sessi ons: C(pen Mde None
46.120. 167. 144 |l srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gde Character in URL B ock
82.81.106.102 |Israel 147.237.77. 216 |dover. i df . i | &E&gﬁ_ﬂfﬁfﬁ:ﬁg’ Protocol violation None 1
169. 229. 3. 91 Lhited Sates |147.237.76.31 |nakchal .idf.il Unknown HTTP Request Method Se[[#24]JA[[#7]1]130[[#17]1]1Uin URL [B ock 1
66.249.75.34  |israel 147. 237.72. 166 |aka. i df . i | ?A;t rzgt;tl“fz‘.j 1%2;’/‘”;;0;} ;e;u;ﬁegkeles'saggx B ock 1
192.243.55.130 [lhited Sates  |147.237.76.42 |refuah.idf.il ﬂ?f’;g;’f;g?ﬂz}g‘pﬁf?;gélofi | es/ 1/ 1901, doc Bl ock 1
85. 64.46.5 | srael 147. 237. 76. 147 |chi nuch. aka. i df . i | [Uhaut horized URL Access to wa chi nuch. aka. i df.il/404. htm Bl ock 1
80. 149. 240. 82  [Ger many 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to ww i df.il/tenpl at es/ honepage/ mobi |l e |B ock 1
174.129. 237. 157|Uhited Sates  |147.237.77.216|dover.idf .il Ostributed PHP Attenpt B ock 1
169. 229. 3. 91 Lhited Sates 147.237.0.19 |nadimatal .idf.il |[lllega Byte Qode haracter in Mthod Bl ock 1
04.143.60.212 [0 147.237.77. 216 |dover . i df . i | Forares ot rfﬁe\ﬂffégceﬁfﬁnm n B ock 1
208.115.113.89 |[Lhited Sates |147.237.77.216|dover.idf .il Unaut hori zed URL Access to ww i df.il/894-he B ock 1
Unaut hori zed URL Access to
82.81.106.102 |[Israel 147.237.77. 216 |dover.idf . il waw. i df . i |/ wepdwuj nj uonj i wizkwzgswer kqqt dt t 8dga2j zr mézmayed |[B ock 1
q==
169.229. 3. 91 Lhited Sates 147. 237. 76. 39 ImeI le.neitay. idf.i Abnormal |y Long Request net hod B ock 1
66.249.75.44  |Israel 147. 237.72. 166 |aka. i df . i | o raut hor ;ejuﬁexfglsfa‘;’;x Bl ock 1
85. 65. 111. 15 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
207. 46. 13. 70 Lhited Sates  [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to aka.idf.il/valtam B ock 1
80. 178.213. 217 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to www aka. i df.il/mai n/sachar/undefined |B ock 1
174.129. 237. 157|Wnited Sates  |147.237.77.216|dover.idf . i | Unaut hori zed LRL Access to waw i df.il/ar/login. php B ock 1
169. 229. 3. 91 Uhited Sates |147.237.76.31 |nakchal .idf.il Illegal Byte QGode Character in Header Nane B ock 1
94. 159. 160. 173 | srael 147.237.77. 216 |dover . i df . i | m iréﬁﬁ?‘:eﬂmpf:::;r;ﬁ?‘il eu/q_ mb/ﬁcjss on B ock 1
212. 143. 173. 198]l srael 147.237.77. 216 |dover.idf . il Ml ti pl e Unaut hori zed URL Access from 212, 143, 173. 198 B ock 1
176. 226. 167. 125 2;2::3 on 147.237.77. 216 |dover . i df . i | PHP Attenpt B ock 1
84.228.109. 213 |lIsrael 147.237.72. 166 |aka. i df . i | Ml tiple Uhauthorized URL Access from 84.228. 109. 213 B ock 1
169. 229. 3. 91 Lhited Sates  [147.237.76.39 Irru)b| le.neitav. idf. i Mitiple Illegal Byte Gode Character in Method from169. 229. 3. 91 B ock 1
66.249.78.159 |[lIsrael 147.237.77. 216 |dover. i df . i | D stributed Unaut hori zed URL Access on wawidf.il/error. htm B ock 1
5.28.175. 172 I srael 147.237.76.86 [navy.idf.il PHP Att enpt Bl ock 1
89.152.239.93 |Portugal 147.237.72. 166 [aka. i df . i | PHP Att enpt B ock 1
207.46.13.115 |lhited Sates  |147.237.72.166|aka.idf .il Lhaut hori zed URL Access to aka.idf.il/gius Bl ock 1
80. 246. 139. 228 |[Israel 147.237.77. 216 |dover.idf . il SSL Wntraceabl e Connection - Qpen Mde None 1
176.13. 1. 199 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1412-he/ at al . aspx B ock 1
169. 229. 3. 91 Lhited Sates |147.237.76.31 |nakchal .idf.il Mal formed URL Bl ock 1
2.53.8.90 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: C(pen Mbde None 1
176. 226. 167. 125 g;z:;nl on 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to waw idf.il/xmrpc. php B ock 1
84.228.109. 213 |[Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod CPTI ONS for waw aka. i df .il/ Bl ock
66.249.78.159 |[Israel 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw idf.il/tenpl ates/articl e/ vatch B ock
169. 229. 3. 91 Lhited Sates 147.237.77.74 |lawidf.il Mitiple Illegal Byte Qode Character in Mthod from169. 229, 3. 91 Bl ock

04-21-2016-13:04:00 to 04-21-2016-14:04:00




