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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

Signature

Device Action |Count|

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 10527
0.0.0.0 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 2810
66. 249. 78. 159 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 673
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 12
146. 185. 57. 8 | srael 147.237.77. 216 dover.idf.il Bl ock Up Al _Nets drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 2
185. 103. 252. 96 Russi an Federation 147.237.76.176 test.ncore.idf.i|B ock Ulp Al _Nets drop 1
195. 200. 72. 162 Sweden 147.237.76. 196 e.svivaidf.il |Bock Np All _Net drop 1

69. 137. 43. 13 Lhited Sates 147.237.76. 30 hi nush. i df .i | B ock Wp Al Nets drop 1

85. 93. 89. 243 Ger nany 147.237.76. 196 e.svivaidf.il |Bock Wp All Nets dr op 1
141. 212. 122. 194 Lhited Sates 147. 237. 76. 197 e hinush.idf.il |Block Udp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
79.182. 126. 152 |147.237.72. 166 || srael aka.idf.il portscan: TCP Distributed Portscan 1
212.235.98. 139 |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
46.116.177.60 |147.237.77. 216l srael dover.idf.il portscan: TCP Distributed Portscan 1
201 22.20. 155|147 237 0. 16 |mrazi| ny- kosher-kravi i o i | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
40. 84. 148. 3 147.237.72. 167 |Wited Sates i shuri maka.idf.il ET SCAN NVAP -sS wi ndow 2048 1
193.254.206.6 |147.237.77.216|Israel dover.idf.il portscan: TCP Distributed Portscan 1
2.55.178. 201 147.237.77. 216 |I srael dover . idf.il portscan: TCP D stributed Portscan 1
185. 110. 132. 54 |147. 237. 76. 198 |kr ai ne e.yohal an.idf.il ET SCAN Potential SSH Scan 1
2.53.3.177 147.237.77. 216 |I srael dover.idf.il portscan: TCP Distributed Portscan 1
185. 100. 86. 128 |147.237. 77. 216 |Finl and dover . idf.il portscan: TCP D stributed Portscan 1
146. 185. 219. 247|147 237.77. 74 gjjst”im lawidf.il ET SCAN Potential SSH Scan 1
94.230. 86. 185 [147.237.72. 166 |l srael aka.idf.il portscan: TCP Distributed Portscan 1
82. 166. 165. 220 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
213. 8. 204. 34 147.237.77. 216 (I srael dover.idf.il portscan: TCP D stributed Portscan 1
79.177.242.82 |147.237.77. 216l srael dover.idf.il portscan: TCP Distributed Portscan 1
212.199. 182. 150(147. 237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
46. 19. 86. 230 147.237.77. 216 (I srael dover.idf.il portscan: TCP D stributed Portscan 1
40. 84. 148. 3 147.237.72. 167 |Whited Sates i shurimaka. idf.il ET SCAN NVAP -f -sS 1
192, 117. 135. 216|147. 237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
2.53.10. 111 147.237.77. 216 (I srael dover.idf.il portscan: TCP D stributed Portscan 1
185.110. 132. 54 [147.237.76.38 |kraine e.e.neitav.idf.il ET SCAN Potential SSH Scan 1
146. 185. 219. 247|147, 237. 77. 235 23::;'}0'1 svivaidf.il ET SCAN Potential SSH Scan 1
146. 185. 219. 247|147. 237. 76. 201 ?;Z:;;”im eatal.idf.il ET SCAN Potential SSH Scan 1
91.197.61.250 |[147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
213. 8. 204. 38 147.237.77. 216 (I srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker
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Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
Sreaming Engine: TCP Invalid i i ssi
82. 166. 226. 139 I srael 147.237.0.34  |tikshuv.idf.il 9 =g Inval i d segnent retransmssi on. drop 84
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
2.55.0.0 I srael 147.237.72. 166 |aka i df . 9 =g Inval i d segnent retransmssi on. drop 72
Ret ransni ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
66.249.69.93  |Uited Sates |147.237.72. 166 |aka idf.il 9 =g Inval i d segnent retransmssi on. drop 30
Ret r ansni ssi on Packet dr opped.
37.26.148.193 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 30
212.117.136.8 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 27
41.33.231. 90 Egypt 147. 237.77. 216 |dover.i df .i | drop SAMrule drop 26
139. 162. 216. 112|lLhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 18
94.77.196. 82 Saudi Arabia [147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 18
69.175.127.10 |lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 16
196. 150. 198. 193 |Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 13
Sreaning Engine: TCP Invalid i i ssi
2.55.129.170  |israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransnssion. drop 12
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
46.19.86.209  |Israel 147.237.72. 167 |i shuri maka. i o . 9 =9 Inval i d segnent retransmssi on. drop 12
Ret ransni ssi on Packet dr opped.
198.58.103. 160 |lLhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 12
209. 202. 5. 148 |Canada 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
85.75.79. 141 G eece 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
208.54.38.136 [Wited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 10
192.117. 135. 216l srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
Sreamng Engine: TCP Invalid i issi
77.125.113.90 |Israel 147.237.72. 166 |aka i df . 9 =g nval i d segnent retransmssion. drop 9
Ret r ansni ssi on Packet dr opped.
192. 117. 135. 216|l srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 8
52.16.5.197 Irel and 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 8
79.176.15.202 |Israel 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 8
79.176.15.202 I srael 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SINAK retransmt with different | oniior s
w ndow scal e
Sreamng Engine: TCP Invalid i issi
192.114.23.18 [israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Inval i d segnent retransmssi on. drop 8
Ret r ansni ssi on Packet dr opped.
40.77.167. 80 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 6
68.180.231.43 |lhited Sates [147.237.77.216|dover.idf.il dr op Frst packet isn't SYN drop 6
Sreanming Engine: TCP Invalid i i ssi
31.154. 251. 229 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
62.0.67.139 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d sequence nuniber noni t or
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
2.53.41. 143 I srael 147.237.72. 166 |aka. i df .| Bad TCP sequence SIAK retransmt with different ooyiior o
w ndow scal e
Sreaning Engine: TCP Invalid i i ssi
80.179.6.139  |Israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
17.138. 55. 96 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 6
46. 19. 85. 19 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Invalid ACK nunber alert 5
5.102.254.175 |l srael 147.237.72. 166 |aka.i of .i | Bad TCP sequence Invalid ACK nunber noni t or 5
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
31.168.149.62 |Israel 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 5
37.217.75.195 |Saudi Arabia |147.237.77.176|natpash.idf.il dr op First packet isn't SN drop 5
109. 253. 227. 1261 srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
5.102. 242. 66 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval id ACK nunber noni t or 5
131.253.25.206 |lLhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 4
37.26. 148. 229 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
46. 19. 85. 237 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
Sreaning Engine: TCP Invalid i i ssi
84.109. 242. 153 |israel 147.237.76. 200 |ei tan. aka. i df . 9 =g nvalid segnent retransmssi on. drop 4
Ret ransmi ssi on Packet dr opped.
193. 43. 246. 250 |l srael 147.237.76.86 |navy.idf.il drop Frst packet isn't SN drop 4
46. 19. 85. 19 I srael 147.237.77. 216 |dover. i df .| Bad TCP sequence Inval i d ACK nunber noni t or 4
128.242.249.13 |lhited Sates [147.237.77.216 |dover.idf.il drop First packet isn't SWN drop 4
166. 137. 246.53 |[Lhited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 4
213.180.175. 34 |Satzerland 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
45. 35. 64. 142 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 4
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
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Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
2.53.161. 163 | srael 147.237.0.19 |nadimatal .idf.il |DOstributed Suspicious Response Qode B ock 143
109. 253. 204. 69 |l srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code Bock |77
46.19. 86. 143 I srael 147.237.0.19 |madimatal .idf.il |[Ostributed Suspicious Response Code Bl ock 52
2.53.63.242 | srael 147.237.0.19 |nadimatal .idf.il |DOstributed Suspicious Response ode B ock 48
80. 246. 136. 211 |l srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code Block |45
80.179. 220. 140 [l srael 147.237.77.74 [lawidf.il Ml tipl e Unaut horized URL Access from 80. 179. 220. 140 Bl ock 39
176.13.7.118 | srael 147.237.0.19 |nadimatal .idf.il |DOstributed Suspicious Response ode B ock 18
37.26.146.252 |Israel 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code Bock |11
Qooki e Tanpering on cooki e Logi n: Expect ed
KK AR R A AR A AR A A AR A AR A AR A AR A A A A A AR A AR A I AR A AR A IR A h A A kA Ak Ak hkhkhkhkkhkhkkhkhkkkkkx
kkkkkkkhkkkhkkhkkhkhkhkhhkhkhhhkhhhkhhhhkhhhkhhhkhhhhhhhkhhhkhhhhhhhhhhkhhhhdhhhhkhhkhkxkx
46. 19. 86. 143 | srael 147.237.0. 19 nadimatal .idf.il FhxxEKAF IR XXX KRRR - (hser ved None 8
kkkkkkkhkkkhkhkkhkhkhkhhkkhhkhhhkhhhhhhhkhhhkhhhhhhhkhhhkhhhhhhhkhhhhdhhdhhhhhkhhhkhixkx
KK AR R A AR A AR A A AR A A A A A A A A A A A A A A AR A A A A A AR A AR A IR A I A A kA Ak Ak hkkhkkhkhkkhkhkkkkx
*kkkkkkkkkkkk
109. 253. 209. 197|1 sr ael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Qode Bl ock
213.180.175.34 |Switzerland |147.237.77.176 |nmat pash. i df . il Distributed Waut horized HITP Met hod Bock |5
213.180.175.34 |Swtzerland |147.237.77.176 |nat pash. i df . il Unaut hori zed URL Access to www cogat . i df . il/1570- he/ Bl ock 5
141.8.132.78 RJSS::{} o |147-237.77.216|dover . i df .i | Mil ti pl e Unaut hori zed URL Access from 141. 8. 132. 78 Bock |4
109. 253. 227. 209|1 sr ael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code Bock |3
17.138. 55. 96 Uhited Sates |147.237.77.216|dover.idf.il Ml tipl e Unauthorized URL Access from 17.138.55. 96 Bl ock 3
94.188. 161. 145 [lIsrael 147.237.77. 216 |dover . i df . i | Wnaut hori zed HTTP Met hod Bl ock 3
94.188. 161. 145 |lIsrael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to waw i df.il/hebrew Bock |3
2.53.138. 69 I srael 147.237.0.19 |madimatal .idf.il |[Ostributed Suspicious Response Code Bl ock 2
80. 179. 220. 140 |l srael 147.237.77. 176 |nat pash. i df . i | Mil tipl e Unaut hori zed URL Access from 80.179. 220. 140 B ock 2
- - Unaut hori zed URL Access to
2.55.0.0 I srael 147.237.72. 166 |aka. i df . i | v aka, i of i1/ i p storagel il es/ 6/ 67906. pf Bock |2
. . Unaut hori zed URL Access to
194. 90. 15. 61 I sr ael 147.237.77. 176 |nat pash. i df . i | v cogat i df i 1/si p storagel il es/ 9/ 4629. ] pg Bock |2
. . Unaut hori zed Met hod CPTI ONS for
149.50.75.9 | srael 147.237.72. 166 [aka. i df . i | wan aka. i df . i |/ nai n/ gi yus/ aut henti cati onser vi ce. asnx/ get aut huser Bl ock 2
. . O stributed Unaut hori zed URL Access on
37.26.149.182 [Israel 147.237.77.233(atal .idf . il 147, 237, 77. 233/ 1134- hel at al . aspx Bock |1
84.111.232.5 I srael 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to waw nakhal .idf.il/tenpl ates/general /nobile |Bock |1
74.82.47. 4 Lhited Sates |147.237.77.216|dover.idf.il Dstributed Wauthorized URL Access on 147.237. 77. 216/ Bock |1
178. 255. 215. 87 |France 147.237.77.216|dover. i df .i | Mil tipl e Unaut hori zed URL Access from 178. 255. 215. 87 B ock 1
46.19. 86. 128 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
] . - Unaut hori zed URL Access to
157.55.39. 215 |Uited States |147.237.77. 176 |mat pash. i of . i Wy cogat . i df . i | /civil admni strati on/ minhal news/ pages/ def aul t . aspx Bl ock !
109. 65. 195. 107 |l srael 147.237.72. 166 |aka. i df . i | llegal Byte Qe Character in WAL /mai 1 kapat2//resi012 Bock |1
our ces/ i mages/ i nner page/ goback. gi f
- . Distributed Lhaut hori zed URL Access on
213.8.63.70 I srael 147.237.77. 216 |dover . i df . i | vw i o i1/t enpl at es/ ar ti cl ef nobi | e Bock |1
NULL Character in Method
169. 229. 3. 91 Uhited Sates |147.237.77.19 [lawforumidf.il OF[ [ #29] ] +uSA[ [ #27] ] t€o, T 4aNBA€[ [ #0] ] daé31 a2, - [ [ #28] ] 6B; bai «<zqAD |Bl ock 1
RA[ [ #26] ] . E¥OM 3 $7[ [ #27] ] $&
66. 249. 69. 93 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 66. 249. 69. 93 Bock |1
46.19. 85. 20 I srael 147.237.77.216|dover.idf .i | Uhaut hori zed URL Access to v idf.il/error. htm Bl ock 1
131.253.25.236 |Uited Sates [147.237.77.216|dover.idf.il Dstributed Waut horized LRL Access on waw idf.il/error.htm B ock 1
84.111.232.5 I srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wawidf.il/tenpl ates/articl e/ nobile Bock |1
79.177.91.243 |[israel 147.237.72. 166 [aka. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 1
. . Unhaut hori zed URL Access to
178.255.215. 87 |France 147.237.77. 216 dover . i df .11 waw. i df . i |/ 1153- 20524- he/ kkkkkkk=3499585dkkkkkkk 3499585d |2 %K |1
169. 229. 3. 91 Uhited Sates |147.237.0.34 |tikshuv.idf.il Illegal Byte Qode Character in Mthod Bl ock 1
17.138. 55. 96 Uited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df .il/1133-18062- he/ dover . aspx Bl ock 1
2.53.53. 86 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: Protocol violation (SSLGONN QLI ENT_ HALLO None 1
80.179. 220. 140 [israel 147.237.77. 176 |mat pash. i df . i | Lhaut hori zed URL Access to wwwu cogat.idf.il/tenpl ates/ general /nobile |B ock 1
Unknown HTTP Request Met hod
169. 229. 3. 91 Lhited Sates [147.237.77.19 [lawforumidf.il OF[ [ #29] ] +aSA] [ #27] ] teo, | 4aNBa€[ [ #0] ] daé31 a2, - [ [ #28] ] 6B; bai «<zgAD |B ock 1
R [#26]] . EX¥OMy 337[ [#27]] $6 in UR
66. 249. 69. 93 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to www aka. i df . i|/1164-he/ chi nuch. aspx B ock 1
- - Distributed Lhaut hori zed URL Access on
46.19. 85. 46 | srael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bock |1
79.178.183.78 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
169.229. 3. 91 Lhited Sates [147.237.77.19 [lawforumidf.il Abnormal |y Long Request net hod B ock 1
_ www, chamat z. aka. |uhaut horized URL Access to
23.106.166. 101 (United Sates 147. 237.77. 226 idf.il wwv chanat z. aka. i df . i | / shar ed/ user cont r ol s/ header upper / Bl ock 1
2.53.63.242 | srael 147.237.0.19 |nadimatal .idf.il |Dstributed Gookie Tanpering on token: Login None 1
] - - - Distributed Lhaut hori zed URL Access on
173.252.88.87 |lhited Sates |147.237.0.34 |tikshuv.idf.il 147.237.0. 34/ si p_storagel fi| es/ 8/ si 2e220x0/ 1738. | pg Bock |1
. . O stributed Unaut hori zed URL Access on
66.249. 75. 18 I srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx Bock |1
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