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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1133
0.0.0.0 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1077
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 572
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 107
185. 32. 179. 10 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 26
79.182.41. 196 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 9
149. 78. 48. 81 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
212.199. 61. 93 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 4
146. 185.57. 8 | srael 147.237.72. 167 ishurimaka.idf.il|B ock Wdp Al Nets drop 3

89. 46. 102. 242 Romani a 147.237.76. 197 e. hinush.idf.il B ock Np Al Net drop 1
109. 226. 51. 150 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP-M SG- Sl owl ori s- DOS- Var 1 dest - r eset 1
199. 203. 215. 1 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnaiure Devi ce Action |Oount
37.8.49.81 Pal estinian Territory, QGecupied 147.237.77. 216 dover.idf.il |12132: HITP. BQO C DoS Tool B ock 43
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il [8262: HTTP. Soworis DoS Tool B ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

66.249.93. 119 [147. 237. 77. 216 |Eur ope dover.idf il ET SCAN NVAP -sA (2) 12
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
219. 83. 163. 168 |147.237.76. 38 |Chi na eeneitav.idf.i|ET SCAN Potential SSH Scan 1
212.235.66. 73 |147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
195. 154. 54. 169 |147. 237. 76. 199 |France e.nakchal .idf.il |ET SCAN NVAP -sS wi ndow 1024 1
149. 88.88. 118 [147.237.72. 166 |l srael akaidf.il portscan: TCP O stributed Portscan 1
87.69.139. 167 |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
79.180.228. 64 |(147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
31.168.89.106 |[147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
2.55.18. 209 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
921 182 29,55 |147 237 0.19  |oni na vadimatal i ET SON\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
213.8.204.3 147.237. 72. 166 |I srael aka.idf.il portscan: TCP DO stri buted Portscan 1
212.179.21. 194 (147. 237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
87.69.228.70  [147.237.77. 216l srael dover.idf.il portscan: TCP DO stributed Portscan 1
80. 82. 78. 38 147.237. 77. 179 |Net her | ands enazi.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
5.29.27.79 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Ste Signature Action ‘Count
167. 114. 156. 16 |Canada 147. 237. 77. 216 |dover . i df .i | drop First packet isn't SWN drop 261
208.115.113.89 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 62
Sreaning Engine: TGP Invalid i i sSi
66.249.69.93  |lited Sates 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 54
Ret ransm ssi on Packet dropped.
205.203.135.1 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 51
207.244.86.194 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 44
83. 236. 157. 245 |Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 41
. . SWNretransmit wth different .
80.246.130.72 |lsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 41
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 36
41.33.231.90 Egypt 147. 237. 77. 216 |dover . i f .i | drop SAMrul e drop 31
83.185.244. 1 Sweden 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 26
213. 244, 81. 60 ga:lcis;i':éa” Territory1 47, 237. 77. 216 |dover. i df .1 drop First packet isn't SN drop 26
74.6.254. 127 Lhited Sates 147. 237. 77. 216 |dover i df .i | drop First packet isn't SN drop 25
Sreaning Engine: TCP Invalid i i ssi
109. 65. 110. 173 |[israel 147.237.0.34 |tikshuv.idf.il 9 =g Inval id segnent retransmssion. |, ., 21
Ret ransmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
2.55.165.232  |Israel 147, 237.72. 167 | shurimaka i of . [ | €M NG Engi ne: TCP alid |invalid segnent retransnissi on drop 21
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
37.142.201. 160 |Israel 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Inval id segnent retransmssion. |, ., 20
Ret ransmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
212.29.225. 214 |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid |invalid segnent retransnissi on drop 20
Ret r ansmi ssi on Packet dr opped.
195. 160. 242. 40 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |19
213.8.204.56 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 18
195. 160. 242. 40 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid AGK nunber aert 16
46. 18. 17. 136 glcisgi'géa” Territoryty 47, 237. 77. 216 |dover . i df . i1 drop Frst packet isn't SIN drop 15
reamn ine: TCP Invali i i Ssi
79.181. 103. 160 |Israel 147.237.0.34 |tikshwv.ior. 1 | €amng Engine: TP Invalid invalid segnent retransmission. |, 15
Ret r ansmi ssi on Packet dr opped.
185. 6. 56. 174 glcisgi'géa” Territoryty 47. 237. 77. 216 |dover . i df . i1 drop Frst packet isn't SIN drop 14
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 13
139.162. 216. 112|lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
Sreaning Engine: TGP Invalid i i sSi
79.177.229.6  |israel 147.237.0.34  |tikshuv.idf.il 9 =g Invalid segnent retransmssion. |, 12
Ret ransm ssi on Packet dr opped.
54.72.73.168 Irel and 147. 237. 77. 216 |dover . i df .i | drop First packet isn't SW drop 12
Sreanming Engine: TCP Invalid i i ssi
2.55.169. 72 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | ., 12
Ret ransmi ssi on Packet dr opped.
50. 116. 30. 23 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
Sreamng Engine: TCP Invalid i i ssi
46.19.85.9 I'srael 147.237.72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssion. |, ., 12
Ret r ansmi ssi on Packet dr opped.
198.58.102. 158 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
Sreaming Engine: TCP Invalid i i ssi
2.55.0.0 I'srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
2.53.57. 188 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 12
Ret ransm ssi on Packet dropped.
68.180.231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 10
213.8.204.56 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d ACK nunber nonitor |10
185. 89. 217. 228 |Net herl ands 147.237.77. 176 |nat pash. i df .i | drop Frst packet isn't SN drop 10
207.46.13.118 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
40. 77. 167. 25 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
192.211.52.86 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 8
50. 87. 144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
192.0.99.11 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
40. 77. 167. 80 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 8
84. 200. 45. 155  |Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
79.176.17.218 |lIsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
192.198. 151. 45 |Eur ope 147. 237. 77. 216 |dover.i df .i | drop First packet isn't SW drop 7
o SYNtACXK retransmt with .
79.176.17.218 |Israel 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence different v ndow scal e moni tor |7
46. 19. 85. 95 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber monitor |6
185. 89. 217. 229 [Net her | ands 147.237.77. 176 |nat pash. i df .i | drop Frst packet isn't SN drop 6
Sreaning Engine: TGP Invalid i i sSi
2.55. 25, 130 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dr opped.
46. 19. 85. 120 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber monitor |6




04-21-2016-11:04:03 to 04-21-2016-12:04:03

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site dgnature Action ‘Count
46. 19. 86. 143 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 79
2.53.49.31 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 42
109. 253. 204. 69 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 21
2.55.171. 165 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 12
17.138. 55. 96 Lhited Sates |147.237.77.216|dover.idf.il Mil tipl e Unaut hori zed URL Access from 17.138. 55. 96 B ock 6
2.55.186.52  |Israel 147.237.76.42 |refuah.idf.il  [-houthorized _?}‘_ffffgﬁuta‘;es/gener ot e Bl ock 5
109. 253. 220. 76 |l srael 147.237.77.216|dover. i df . i | Mil ti pl e Uhaut hori zed URL Access from 109. 253. 220. 76 B ock 4
94.188. 161. 145 |Israel 147.237.77. 216 |dover.i df . i | Unaut hori zed HTTP Met hod B ock 4
94.188. 161. 145 |l srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to waw i df.il/hebrew B ock 4
2.53.63.242 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
80. 246. 137. 109 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
81.218.56.171 |[Israel 147.237.77. 216 |dover . i df . i | Mil tipl e Unauthorized URL Access from 81.218.56. 171 Bl ock 3
2.55.186. 52 I 'srael 147.237.76.42 |refuah.idf.il Ml tiple Uhaut hori zed URL Access from 2.55. 186. 52 Bl ock 3
81.218.241.26 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to v aka. i df.il/main/scripts/css3pie. htc B ock 2
31.154.19.5 I srael 147.237.77. 216 |dover . i df . i | Ml tiple Unaut horized URL Access from31.154.19.5 Bl ock 2
46.19.85.4 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
66. 249. 75. 18 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ gener al . aspx B ock 1
157.55.39.226 [hited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
40.77.167. 18 Lhited Sates |147.237.72.166|aka.idf.il Unknown Paraneter catid in aka.idf.il/brothers/gallery/ None 1
2.53.49. 31 I srael 147.237.0.19  |madi matal . i df i [T Ve i\l’il‘;:ﬁ : o g;i' r?oic;(”t ent M acekbl der 18t xt Gaptcha i n Bl ock 1
91.231.192. 149 |[lsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
80.246.130.72 |[Israel 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ nav. css B ock 1
46.19. 85. 183 I srael 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
216.72.40.186 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ atal . aspx B ock 1
81.218.241.26 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unhauthorized URL Access from 81.218. 241. 26 B ock 1
66.249.75.44  |Israel 147.237. 72. 166 |aka. i df . i | e et hor ;e:u;geﬁgfgf_saggx Bl ock 1
176. 13. 6. 119 I srael 147.237.77. 216 |dover.i df .i | Dstributed Wauthori zed URL Access on waw idf.il/error. htm Bl ock

40.77. 167. 25 Wited Sates [147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 1
109. 253. 220. 76 |l srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to ww i df.il/tenpl at es/ honepage/ nobi | e Bl ock 1
68.180.229. 241 [United Sates [147. 237. 7. 176 |nat pash. i df . i | mazz;imﬁe v /Oéfiis_o;efsggg?ﬁaisgx B ock 1
176.13.15. 189 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 1
40.77.167.73 Lhited Sates |147.237.72.166|aka.idf.il Unknown Paraneter sig2 in aka.idf.il/main/giyus/ general . aspx None 1
2.53.180. 81 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wwwy aka.idf.il./giyus B ock
81.218.22.216 |Israel 147.237.76.42 |refuah.idf.il [T amer pe Mo at fglac_t:]g/‘)r?;;ﬁ’gsixacem der 13txtLastNare in Bock |1
46. 19. 86. 159 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Gode Bl ock 1
109. 253. 226. 108]l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/sip_storage/files/5/ 71725, pdff B ock 1
87.69. 59. 219 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ t ext . css Bl ock 1
2.53.43.83 I srael 147.237.0.19 |madimatal .idf.i|[SSL Untraceabl e Connection - Cpen Mde None 1
68.180.231.43 |lnited Sates [147.237.77.216|dover.idf.il Uhaut hori zed LRL Access to wa i df.il/navy/ htm/mainfs. asp B ock 1
207.46.13.18 Lhited Sates |147.237.72.156|aman. i df.il Lhaut hori zed URL Access to waw anan.idf.il/... B ock 1
106. 38. 241. 106 |Chi na 147.237.72. 166 |aka. i df . i | %&gﬁﬂf&pfﬁ:f&’ Protocol violation None 1
46.19.86.233  [Israel 147.237.76.42 |refuah.idf.il [0 57 buted Lhaut horized o o e Bock |1
157. 55. 39. 189 Lhited Sates |147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
37. 60. 46. 32 I srael 147.237.77. 216 |dover.i df .i | Lhaut hori zed LRL Access to waw i df.il/tenpl ates/article/ nobile B ock 1
89.138.118.35 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
79.180.49.105 |[lIsrael 147.237.0.34 |tikshuv.idf.il |Wauthorized UR. Access to www tikshuv.idf.il/sip storage/files B ock 1
46.19. 85. 183 I srael 147.237.72. 156 [aman. i df . i | Mil tiple Untraceabl e SSL Sessions from46.19. 85. 183 (Qpen Mde) None 1
207.46.13.115  |Uhited Sates |147.237.72. 166 aka. i df . i Lajk]aa‘.uitcri]fo.riI IZ/e:i rgcﬁca(:g;e‘es/sf itl(;s/262532. pdf g2=whvq9j gvov3i gm of | egda Bl ock !
81.218.70.243 |[Israel 147.237.77.74 |lawidf .il Mil tiple Unhauthorized URL Access from 81.218. 70. 243 B ock 1
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