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|Top Attackers | n DDoS- Def ence |
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Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 2994
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2633
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 501
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack forward 2

89. 46. 102. 242 Rormani a 147.237.76. 30 hi nush. i df .i | B ock Np Al Net drop 1

89. 46. 102. 242 Rormani a 147.237.76. 198 e.yohal an.i df .il B ock Np Al _Net drop 1

89. 46. 102. 242 Rormani a 147.237.76. 39 nobi le.neitav.idf.il |Bock Np Al _Net drop 1

89. 46. 102. 242 Romani a 147.237.76. 199 e. nakchal .idf.il B ock Np Al Net dr op 1

89. 46. 102. 242 Ronmani a 147.237.76. 177 ncore.idf.il Bock Np Al Net drop 1

89. 46. 102. 242 Rormani a 147. 237. 76. 201 e.atal.idf.il Block Np All Nt drop 1

89. 46. 102. 242 Rormani a 147.237.76. 196 e.sviva.idf.il B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Address Aotr;uiikre; Signature

113. 240. 250. 154|147.237.0. 34  [China tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
107. 158. 255. 194(147.237.0.34 |Whited Sates |tikshuv.idf.il ET SCAN NVAP -sS wi ndow 4096 1
80.179. 69. 252  [147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
23.96. 109. 87 147.237.76.38 |Wited Sates |e.e.neitav.idf.il ET SCAN NVAP -sS wi ndow 3072 1
920.133. 7136|147 237. 0. 16 |Tai van ny- kosher-kravi i of i ET SI‘AN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force

186.251. 8. 10 147. 237.77. 234 |Rrazi | hal ag.idf.il ET SCAN Potential SSH Scan 1
186. 251. 8. 10 147.237.72. 167 |Rrazi | i shurimaka.idf.il ET SCAN Potential SSH Scan 1
176. 228. 10. 245 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
113. 240. 250. 154|147. 237.0.19  |Chi na nadi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
93. 180. 66. 29 147.237.77. 233 |Netherlands ~ |atal .idf.il ET SCAN NVAP -sS w ndow 1024 1
80. 82. 78. 38 147.237.77. 61 |Netherl ands e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 1
186. 251. 8. 10 147.237.76. 199 |Brazi | e. nakchal .idf.il ET SCAN Potential SSH Scan 1
186. 251. 8. 10 147.237.8.45 |Bazl e.eitanidf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Devi ce

‘Attacker Qount ry Target Address [Ste Signature Acti on ‘Count
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2493
Sreamng Engine: TCP Invalid i i ssi
37.46.39.223 |israel 147. 237.72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. g 336
Ret ransn ssi on Packet dropped.
reanming BEngine: TCP Invali i i ssi
176. 228. 10. 245 |I srael 147, 237, 76. 200 |eitan. aka i o i1 || €2 NG Engine: TCP Invalid invalid segnent retransnission drop 62
Ret ransm ssi on Packet dropped.
195. 212. 29. 181 |Eur ope 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 42
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 31
137.95.1.11 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 26
s SWNretransnmit wth different .
87.69.59.219 |[Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence vi ndow scal e noni t or 25
reaming BEngine: TCP Invali i i ssi
2.53.146.140 |Israel 147.237.77. 243 |vi e i1 | €AM NG Engine: TQP Invalid invalid segnent retransmssi on drop 21
Ret ransnm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
66.249.69.93 |United Qates 147.237.72. 166 |aka i f . 9 =g Invalid segnent retransmssion. g 21
Ret ransn ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
46.19.85.19  |Israel 147.237.76.31 |nokhal ior i1 | €AM NG Engine: TP Invalid invalid segnent retransmssion drop 21
Ret r ansn ssi on Packet dr opped.
Pal estinian Territory, S -
31.223.176. 30 Coeup ed 147.237.77. 216 |dover.i df .i | drop First packet isn't SWN drop 17
reaming BEngine: TCP Invali i i ssi
66. 249, 66. 184 |United Sates 147.237.0.34 |tikshov.ior 1 |7 €AMNg Engine: TP Invalid Jinvalid segnent retransnission drop 15
Ret ransm ssi on Packet dropped.
37.26.148. 143 |lsrael 147.237.72. 166 |aka.i df .il drop First packet isn't SYN drop 15
Sreaming Engine: TGP Invalid i i ssi
2.53.19. 34 I srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. | 12
Ret ransni ssi on Packet dropped.
40. 77. 167. 25 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
198.58. 102. 117 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
reanming BEngine: TCP Invali i i ssi
46.19.85.117 |Israel 147. 237.76. 200 [ei tan aka i o 11 || SAM NG Engine: TP Invalid invalid segnent retransmssi on drop 12
Ret ransm ssi on Packet dropped.
46. 19. 86. 93 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
155. 254. 239. 52 |Irag 147.237.77. 216 |dover. i df .i SYN At tack SYN -> SYN-ACK -> RST rej ect 10
176.13.22.11 |Israel 147.237.77. 233 |atal .i of . Bad TOP sequence S retransmt wth different nonitor |10
w ndow scal e
149. 78. 154. 69 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
reanming BEngine: TCP Invali i i ssi
176.13.10.173 |Israel 147, 237.72. 167 |t shuri maka i o || €3N NG Engine: TP Invalid invalid segnent retransmssi on drop 9
Ret r ansn ssi on Packet dr opped.
. . SYNtACXK retransmt wth .
82.80.57.18 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence different vi ndow scal e moni tor |9
reanming BEngine: TCP Invali i i ssi
66.249.66.44 |United Sates 147.237.0.34 |tikshov.ior 1 |7 €AMNg Engine: TP Invalid finvalid segnent retransnission drop 9
Ret ransm ssi on Packet dropped.
82.80.57.18 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 9
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 9
82.80.57.18 I srael 147.237.77. 216 |dover.idf .il SYN At tack SYN -> SYN-ACK -> Ti neout aert 8
185.120.126.4 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7
81. 218. 66. 107 |l srael 147.237.72. 166 |aka. i df . i | dr op First packet isn't SYN drop 7
205.167.7. 244 |France 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber moni tor |6
46. 19. 85. 37 I 'srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber moni tor |6
Sreaming Engine: TGP Invalid i i ssi
37.26.147.179 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. | 6
Ret ransni ssi on Packet dropped.
46.19.85.192  |[lsrael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber aert 6
185. 89. 217. 233 |Net her| ands 147.237.72. 166 |aka. i df . i dr op First packet isn't SYN drop 6
Sreanming Engine: TCP Invalid i i ssi
66.249. 66. 190 |United Sates 147.237.0.34 |tikshuv.idf.il 9 =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109. 253.221. 2 |Israel 147.237.72. 166 |aka i f . 9 =g Invalid segnent retransmssion. g 6
Ret ransn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
84.110. 111. 202 |1 srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dropped.
46.19.85.192 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber moni tor |6
31.168.89. 106 |l srael 147.237.77. 216 |dover. i df .i Bad TCP sequence Invalid sequence nunber noni t or 6
52.16.5.197 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
41.33.231.90 |Egypt 147.237. 77. 216 [dover.i df .i | dr op drop 6
Sreaming Engine: TGP Invalid i i ssi
46.19.85.190 | srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. | 6
Ret ransnmi ssi on Packet dropped.
213.57.89. 98 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
46.19.85.204  [lsrael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber alert 6
212. 143.142. 56 [l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
205. 167.7. 244 |France 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber aert 6
46. 19. 85. 37 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 204 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d AK nunber noni t or 6
2.53.186.109 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
212.179. 21. 194 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5




04-21-2016-10:04:02 to 04-21-2016-11:04:02

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Acti on ‘Count
46. 19. 86. 56 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Gode B ock 152
109. 253.226.3 |lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 76
37.26.146.234 |[Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 63
109. 253.226.4  |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 51
109. 253. 204. 170|1 sr ael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 42
46.19. 86. 233 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 27
2.53.137. 156 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Gode B ock 24
37.26.146.138 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 19
176.13.7.125 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 12
17.138. 55. 96 Lhited Sates 147.237.77.216|dover. i df .il Mil tipl e Unhaut horized URL Access from 17. 138. 55. 96 B ock 10
Pal estinian Territory, . . Wnat hor Z?d LRL Access to
213.244.123.171 Qecupi ed 147.237.77. 176 |nat pash. i df . i | waw. cogat . i df . i |/ tenpl at es/ homepage/ ww. yout ube. cond v/ 3g |Bl ock 8
51ei 5nuhg
176. 13. 23. 44 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 7
109. 253. 225. 235|| sr ael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 6
109. 253. 225. 252|I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 5
37.26.146.210 |[Israel 147.237.0.19 |[nadimatal .idf.il Distributed Suspici ous Response Code B ock 4
46. 19. 86. 159 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
2.53.155. 76 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
37.26.146.162 |[Israel 147.237.0.19 |[nadimatal .idf.il Distributed Suspici ous Response Code B ock 3
79.181.124.56 |l srael 147.237.76.86 |navy.idf.il Ml tiple Unauthorized URL Access from 79.181. 124. 56 B ock 3
131. 253. 25. 156 |Uited Sates 147.237.77.216|dover.idf.il Dstributed Lhaut hori zed URL Access on wwidf.il/error.htm |B ock 3
109. 253. 225. 251 |l srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
79.181.124.56 |Israel 147.237.76.86 |navy.idf.il m“;;‘/’;' red L8 gcmfleastsestlohonepage/ bile Bock |2
2.53. 134. 209 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
80.179.9.7 I srael 147.237.77.216|dover . i df . i Distributed Whaut hori zed URL Access on wawidf.il/error. htm |B ock 2
109. 253. 225. 237|I srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 2
109. 253. 225. 244 |1 sr ael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
82.102. 169. 113 |l srael 147.237.77.216|dover . i df . i Distributed Whaut hori zed URL Access on wawidf.il/error. htm |B ock 2
66.249.78.217  |Israel 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to waw idf.il/anan Bl ock 1
176.13.22.11  [Israel 147.237.77.233atal . i df .i | 2 e L2 aspx Bock |1
46.19.86.233  [Israel 147.237.77.233|atal .i df .i | 230 19, 239 1194 ot at ol - et Bock |1
87.69.59.219 [Israel 147.237.76.42 [refuah.idf.il e e 0 aspx Bock |1
207. 46. 13. 28 Lhited Sates 147.237.77.216|dover. i df .|l Distributed Whaut hori zed URL Access on wawidf.il/error. htm |B ock 1
Uhaut hori zed URL Access to
66. 249. 69. 93 I srael 147.237.72. 166 [aka. i df . i | ww aka. i df . i1 /i ght s/ asp/info. asp?nodul ei d=28cat i d=22703& |B ock 1
doci d=22721
141.8.132.78 Russian Federation [147.237.77.216|dover.idf.il Mil tipl e Unaut hori zed URL Access from 141.8.132. 78 B ock 1
46.19.85. 41 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
82.81.106. 102 |lsrael 147.237.72.166|aka. i df . i | Unaut hori zed URL Access to ww aka. i df .il/pat zar B ock 1
31.154.19.5 I srael 147.237.77.216|dover . i df . il Mil ti pl e Unauthori zed URL Access from31.154.19.5 B ock 1
66.249.79.120  Israel 147.237.0.16 n|y|- kosher-kravt. Tl vl{wq;vurtr;‘—ol:cisiee?—t‘rqz;vfc.icc?fs.si Itlgt yl e/ 1. he/ styl e_dev. css Bl ock !
46.222.196. 245 |Spain 147.237.77. 170 |maar achot . i df . i | Uhaut hori zed URL Access to maarachot . idf.il/71929- he/ B ock 1
91.227.71.250 | srael 147.237.77. 216 |dover . i df . i | mﬂtdfhorl'l /ngnpﬁei‘;;ftsisclt;mu e B ock 1
207.46.13.118 |[lhited Sates 147.237.77. 216 |dover . i df . i | Ostributed Lhaut horized UR. Access on wwwidf.il/error.htm |B ock 1
66.249.75.18  |Israel 147.237.72. 166 |aka. i df . i | ﬂ?“tzgg”éefejﬁa ipﬁlcfjcsh;ol Kali. sspx B ock 1
141.8.132.78 Russian Federation |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df .il/1283-17757- B ock 1
82.102. 169. 113 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
31.154.19.5 I srael 147.237.77.216|dover.idf .il Uhaut hori zed LRL Access to waw idf.il/images/ 1. he/error.png |B ock 1
176. 228.10. 245 I srael 147.237.76. 200 [ei tan. aka. i df . i]  |\hkown Parameter Seeretext in aspx None 1
66.249.79.122 | srael 147.237.0.16 nlyl kosher-kravi . i df m”;;wlzc') e e L ote int Bock |1
52.30.171.229 |[Ireland 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to / B ock 1
37.142.227.122 |lIsrael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - CGpen Mde None 1
93. 160. 60. 22 Denmar k 147.237.77.216|dover.idf .l Uhaut hori zed LRL Access to wa i df.il/newsite/english B ock 1
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