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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1299
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 470
46.117. 124. 89 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
213.151.57. 157 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
79.178. 193. 38 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
62. 90. 163. 180 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
2.55. 147. 142 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
81. 218. 56. 245 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al _Nets dr op 3
149. 78. 154. 69 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
89. 46. 102. 242 Rormani a 147.237.76. 42 refuah.idf.il Bock Np Al _Net dr op 1
89. 46. 102. 242 Ronani a 147.237.76. 148 gacenter.aka. idf.il|B ock Np Al Net drop 1
89. 46. 102. 242 Romani a 147.237. 76. 31 nakchal .idf.il B ock Np Al _Net drop 1
89. 46. 102. 242 Rormani a 147.237.76. 44 e.refuah.idf.il B ock Np Al _Net drop 1
89. 46. 102. 242 Ronani a 147. 237. 76. 200 eitan. aka.idf.il B ock Np Al Net dr op 1
89. 46. 102. 242 Ronmani a 147.237. 76. 34 yohal an.idf.il Bock Np Al Net drop 1
89. 46. 102. 242 Ronmani a 147.237. 76. 86 navy.idf.il Bock Np Al _Net drop 1
112.78.7.198 W et nam 147.237. 8. 27 e.nadimatal .idf.il|L4 Source or Dest Port Zero drop 1
89. 46. 102. 242 Romani a 147.237. 76. 38 eeneitav.idf.il |Bock Np Al Net drop 1
185.94.111. 1 Russi an Federation 147.237. 76. 196 e.sviva.idf.il Bl ock_UWp Al _Nets drop 1
89. 46. 102. 242 Ronani a 147. 237. 76. 147 chinuch. aka.idf.il |Block Np Al Net dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address ‘

At acker
Gountry

Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
79. 176. 8. 209 147.237.0.34 |israel tikshuv.idf.il  [ET SCAN NVAP -sA (2) 2
93. 180. 66. 29 147. 237. 76. 200 [Net her | ands eitanakaidf.il |ET SCAN NVAP -sS w ndow 1024 1
91.228.248. 251 |147.237.77. 216 |I srael dover.idf.il portscan: TP D stributed Portscan 1
67.211.217.131 |[147.237.77.205|nited Sates [prisha.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
5.157.57. 82 147.237. 77. 216 |Swneden dover.idf.il portscan: TCQP D stributed Portscan 1
113. 240. 250. 154(147. 237.0.35 |China akaws. i df il ET SCAN NVAP -sS w ndow 1024 1
9282 229 102|147 237 8. 28 |Rormani a o nobi | e ke i df | ET SI‘ﬁN Behavi oral Uhusual |y fast inbound Tel net CGonnecti ons, 1
Potential Scan or Brute Force
82. 80. 59. 154 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
67.211.217.131 |[147.237.77.205|Wited Sates |prishaidf.il ET SCAN NVAP -sS wi ndow 1024 1
64. 46. 23. 242 147.237. 77. 216 |Canada dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Ste Signatu re
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4313
Sreamng Engine: TCP Invalid i i ssi
79.181.167.37 |Israel 147. 237. 76. 200 |ei tan. aka i of . i1 9 =9 Invalid segnent retransmssion. g 81
Ret r ansni ssi on Packet dropped.
176. 106. 46. 74 glcis;ilgéan Termitory147.237.0.34  |tikshwv.ick.il  |drop First packet ismt SWN drop 60
5.254.102.243 |Ronmani a 147.237. 72. 156 |aman. i df . i SYN At t ack SYN -> SYN-ACK -> Tineout |reject 57
5.254.102. 243 |Romani a 147. 237. 76. 147 |chi nuch. aka.i df . i I|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 57
91.108. 88.214  |Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 51
5.157.57. 14 Sweden 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 51
5.157.57. 45 Sweden 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 51
23.106.244.77 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 51
84.200. 45. 10 Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 51
5.157.57. 82 Sweden 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 51
84.200. 45. 155  |Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 51
208.115.113.89 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 41
23.81.247.218 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 39
62. 219. 137. 242 I srael 147.237.76.42 |refuahicf.il  [Bad TOP sequence SWretransmt with different —oonior  |3s
w ndow scal e
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 24
144.76.80. 151  |Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 24
Sreanming Engine: TCP Invalid ' i ssi
37.46.39.223  |israel 147. 237. 72. 167 |i shuri maka. i df .i | 9 =g Invalid segnent retransmssion. |, 24
Ret r ansni ssi on Packet dropped.
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 20
reamn ine: TCP Invali i i Ssi
194.90.15.61 [ srael 147. 237.72. 166 |aka i df . Streamng Engi ne: TCP Invalid limvalid segnent retransnission. |, op 18
Ret r ansni ssi on Packet dropped.
1. 136. 96. 239 Australia 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 16
185. 89. 217. 233 |Net herl ands 147.237.72. 166 |aka. i df . il drop Frst packet isn't SN drop 15
Sreanming Engine: TCP Invalid ' i ssi
2.53.128. 31 I'srael 147.237.76.31 |nakchal .idf.il 9 =g Invalid segnent retransmssion. |, 15
Ret r ansni ssi on Packet dropped.
185. 89. 217. 225 |Net herl ands 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SYN drop 14
207. 46. 13. 28 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 13
198.58.96.215 |Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
139. 162. 216. 112|Lhited Sates 147.237. 77. 216 |dover.idf.il drop First packet isn't SN drop 12
52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
Sreaning Engine: TGP Invalid i i ssi
80. 246. 139. 176 |Israel 147.237.77. 243 |nobil e.i df i 9 =g Invalid segnent retransmssion. 12
Ret ransm ssi on Packet dropped.
109. 253. 225. 80 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
185. 89. 217. 228 |Net herl ands 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 12
85. 75.79. 141 G eece 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 10
54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10
Sreanming Engine: TCP Invalid i i ssi
66.249.69.93  |UWited Sates 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 9
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
79.181. 143. 227 |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid imvalid segnent retransnissi on drop 9
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
66.249.66.50  |Lhited Sates 147.237.0.34 |tikshuv.idf.il 9 =g Invalid segnent retransmssion. g 9
Ret r ansmi ssi on Packet dr opped.
185. 89. 217. 229 |Net herl ands 147.237.72. 166 |aka. i df .l dr op Frst packet isn't SYN drop 8
Sreamng Engine: TCP Invalid i i ssi
5.29.165.139  |Israel 147.237.76. 200 |6 tan. aka. i of . i 9 =9 Invalid segnent retransmssion. g 8
Ret r ansni ssi on Packet dropped.
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
66.249. 93. 115 |Europe 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
Sreaning BEngine: TQP Invalid i i ssi
87.70.56.222  |israel 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.183. 185. 196 || srael 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
Sreaning BEngine: TQP Invalid i i ssi
2.53.189. 82 I'sr ael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
37.26.149.193 | srael 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
Sreaning BEngine: TQP Invalid i i ssi
124. 154. 227. 229 |Japan 147.237.76. 200 |ei tan. aka. i of .| g =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
37.142.122.46 |Israel 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
212.143.80.40 |lsrael 147.237.72. 166 |aka. i df . il drop Frst packet isn't SN drop
185. 89. 217. 232 |Net herl ands 147.237.72. 166 |aka. i df.il dr op First packet isn't SN drop
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry|Target Address |Site Sgnature Action ‘Count
46. 19. 86. 56 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 62
46.19. 85. 177 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 14
79.181.181.69 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 10
46. 19. 85. 242 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 8
62. 90. 35. 105 I srael 147.237.76.31 |nakchal .idf.il |Unauthorized HTTP Met hod B ock 8
81.218.241.26 |[Israel 147.237.77.216|dover . i df . i Ml tipl e Unauthorized URL Access from 81.218. 241. 26 B ock 5
66.249.81.215 |Israel 147.237.77.216|dover. i df .il D stributed Uhaut hori zed UR. Access on waww i df.il/error.htm B ock 4
192. 115. 97. 253 |l srael 147.237.77. 170 |maar achot . i df . i | [Di stributed Wnaut horized HITP Met hod B ock 4
207.46.13.118 |lnited Sates 147.237.77.216|dover. i df . il Dstributed Lhauthori zed UR. Access on waww idf.il/error.htm B ock 3
62. 90. 35. 105 | srael 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to waw nakhal .idf.il/sip_storage/files/2/ B ock 3
194. 90. 15. 61 I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qde Character in LR B ock 3
109. 253. 147. 79 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
17.138. 55. 96 Lhited Sates 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to www i df.il/tenpl atecontrol s/ generic/ B ock 2
66.249.81.218 |[Israel 147.237.77.216|dover. i df .i | D stributed Whaut hori zed UR. Access on waw idf.il/error.htm Bl ock 2
212.143.80.40 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to vww aka. i df . i |/ nai n/ sachar/ B ock 2
81.218. 251. 252 |l srael 147.237.72. 166 |aka. i df . i | Dstributed |ll1egal Byte Qde Character in URL B ock 2
212.179.21. 194 |israel 147. 237.77. 216 |dover . i df . i | m:'d?“f Ie?t g&f;?g;;ﬁiie%eﬁﬁﬁ N Bock |2
109. 253. 212. 135|| sr ael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
17.138.55. 96 Wited Sates 147.237.77. 216 |dover . i df . i | Ml tipl e Unaut hori zed URL Access from 17.138. 55. 96 B ock 2
89. 249. 221. 248 |Lebanon 147.237.77.216|dover. i df . il D stributed Waut hori zed HTTP Met hod B ock 2
192. 115. 97. 253 |Israel 147.237.77. 170 [maar achot . i df . i | [Uhaut hori zed LRL Access to naarachot.idf.il/sip storage/files/ 4/ Bl ock 2
132.64.81.172 |Israel 147.237.77.216|dover.idf.i |l Uhaut hori zed URL Access to waw idf.il/894-ar B ock 1
NULL Character in Method
95.110.231.235 |italy 147.237.77.74 [lawidf.il L[#Z;] J]L[{[Ei:]l]‘lg []ilr]g J[[[fg]l]s][][i%]:;/[sﬁ]s][[[[##&]]] H Lﬁ?]]][[[[ﬁé} ][ [;gl SA‘T\% ?gE B ock 1
91A
213.8.204.8 I srael 147.237.77.216|dover. i df .i | Lhaut hori zed URL Access to wwidf.il/mivtza Bl ock
89. 249. 221. 248 |Lebanon 147.237.77.216|dover.idf .l Uhaut hori zed LRL Access to wawidf.il/sip_storage/files/3/ B ock
109. 64. 9. 27 I srael 147.237. 72. 166 |aka. i df . i | :)Llrigeas]/ i?,tageg?ing:a;:gc«t;;oibgcﬁi/ fm”j W kapat 2] [ 1 es012 Bock |1
95.110.231.235 [italy 147.237.77.74 [lawidf.il Illegal HITP \ersion B ock 1
207.46.13.179 |wited Sates 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ B ock 1
157.55.39.129 |Uhited Sates 147.237.0.34 |tikshuv.idf.il [Miltiple Unauthorized URL Access from 157.55. 39. 129 B ock 1
62.219. 137.242 |[Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ reset . css B ock 1
23.106.166.235 |Lhited Sates  |147.237.77.216|dover.idf.il m”:;?riilzlziaﬁ/ﬁgzrezzn::’d o header upper Bock |1
95.110. 231. 235 |[italy 147.237.77.74 |lawidf .il Unaut hori zed URL Access to 147.237.77. 74/ B ock
95.110.231.235 |[italy 147.237.77.74 [lawidf.il Abnormal |y Long Request net hod B ock
220. 255. 148. 142|S ngapor e 147.237.77. 216 |dover. i df.i Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock
199.59.148.209 |lhited Sates  |147.237.77.216|dover. i df . i | mult gfolriilzli? piof‘;;;sfi |t§s/ 715 2622040 16827, | pq Bock |1
109. 64. 9. 27 I srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in LR from109. 64.9. 27 B ock 1
95.110.231.235 |italy 147.237.77.74 |lawidf.il Mal formed HTTP Header Line 1 B ock 1
66. 249. 64. 233  |Israel 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to www i df.il/newsite/ hebrew 120203 B ock 1
40.77.167. 21 Lhited Sates 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to ww navy. i df . il/yohal an/ news/ news. asp B ock 1
Unknown HTTP Request Met hod
95.110. 231. 235 |[italy 147.237.77.74 |lawidf.il L[#2§2] J]é{[fz]l]zlg []#ilr]g J[[[fg]l]s][][i@gg?[[[[ﬁf [{{ Lﬁ?]]][[[[ﬁg ][ %ﬂl ,%:XM,(A} ?;@f B ock 1
9JAin LR [[#20]].
95.110.231. 235 |[italy 147.237.77.74 |lawidf . il E}ﬁﬁoe?#gf] f??;oﬁqf{gﬁrs’g{”[zsa]d]e{[#ﬁqe Bock |1
220. 255. 148. 148|9 ngapor e 147.237.77.216|dover.idf.il D stributed Wnaut horized URL Access on waw i df.il/error. htm B ock 1
79.178.30.145 |Israel 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to wawidf.il/igf B ock
199.59. 148,210 |thited Sates  |147.237.77.216|dover. i df . i | mr Lfbf'it |e/dsiL§fsl,Jtt:rO;gieZ/ef(ij|§7ﬁ?i§z§?@/ 16827, pq Bock |1
95.110.231.235 |[italy 147.237.77.74 [lawidf.il Ml formed LR [[#20]], B ock 1
2.55.8.164 | srael 147.237.77.216|dover. i df . il SSL Untraceabl e Connection - Cpen Mde None 1
85. 64. 207. 254  |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1412- he/ at al . aspx B ock 1
66.249. 66. 123 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 8847- he/ r ef uah. aspx |B ock 1
192. 115. 97. 253 |l srael 147.237.77. 170 |maar achot . i df . i | [Mul ti pl e Unaut hori zed URL Access from 192. 115. 97. 253 B ock 1
Pal esti ni an
46.18.17. 136 Territory, 147.237.77. 170 [maar achot . i df . i | [Unaut hori zed URL Access to maarachot . i df.il/71929-eg/ maar achot . aspx |Bl ock 1
Cccupi ed
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