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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site

|Signature

|Device Action|Count]|

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 11169
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 3112
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1440
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 126
52.27.237. 196 Lhited Sates 147.237.76. 39 nobi | e.neitav.idf.il|B ock Udp All Nets drop 1

188. 138. 17. 205 France 147.237. 76. 198 e.yohal an.idf.il B ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry Target Address |Site |Sgnat ure Devi ce Action |Oount
52.1.90.117 Lhited Sates 147.237.77. 216 dover.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
198. 20. 70. 114 Lhited Sates 147.237.77. 227 e hanaz.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address ‘

At acker
Gountry

Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
27 0. 60. 239 147 237 0.33  |india - ET SI‘AN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
185.130.5.208 |147.237.0.15 |Lithuania kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
113. 240. 250. 154(147. 237. 76. 198 |Chi na e.yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
93. 180. 66. 29 147. 237. 77. 234 |Net her | ands hal ag. i df.il ET SCAN NVAP -sS wi ndow 1024 1
79.178.142. 206 |147.237.77.216|Israel dover.idf.il portscan: TCQP D stributed Portscan 1
59. 45. 79. 103 147. 237.77. 170 |Chi na naar achot . i df .i | ET SCAN Potential SSH Scan 1
46. 19. 86. 139 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
190.51.105.53 [147.237.0.16 |Argentina ny-kosher-kravi.idf.il ET m Behavioral Lhusually fast inbound Telnet Connect i ons, 1
Potential Scan or Brute Force
167. 114. 156. 16 |147.237. 77. 216 |Canada dover . idf.il portscan: TP D stributed Portscan 1
109. 64. 138. 106 |147.237. 77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
93. 180. 66. 29 147. 237. 77. 216 |[Net her | ands dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
59. 45. 79. 103 147.237. 77. 227 |Chi na e. hanaz.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 103 147. 237. 76. 197 |Chi na e. hi mush. i df .i | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address ‘Ste ‘Slgnature
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 465
37.26.146.208 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 75
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 28
45.17.220.157 |lLhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 15
198.58.102.49 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 12
Sreaning Engine: TGP Invalid i i ssi
185. 120. 125. 49 |Israel 147. 237.76. 200 |ei tan. aka. i df . | 9 =g Invalid segnent retransmssion. drop 12
Ret r ansmi ssi on Packet dropped.
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SWN drop 12
Sreaming Engine: TCP Invalid i i ssi
2.53.26. 161 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion drop 12
Ret r ansni ssi on Packet dr opped.
Russi an s Unexpect ed post SYN packet - RST
188. 73. 128. 158 e ot on 147.237.77.233|atal .idf.il  |drop or SYN expect ed drop 11
188. 73. 128. 158 RJSf::I”ion 147.237.77.233|atal .idf.il  |Bad TCP sequence Inval i d ACK nunber monitor |11
52.16.5.197 Ireland 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 10
Sreaning Engine: TQP Invalid i i ssi
66.249.69.93  |lUnited Sates  |147.237.72. 166 |aka i df il 9 =9 Invalid segnent retransmssion drop 9
Ret r ansni ssi on Packet dropped.
45, 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop drop 7
52.39. 90. 183 Wited Sates [147.237.77.233atal.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 6
85. 158. 139. 228 |Eur ope 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
Sreaning Engine: TGP Invalid i i ssi
46.19. 86. 14 I'srael 147. 237.77. 243 |obi l e. i . i 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
188. 73. 128. 158 F“SS;:I”ion 147.237.77.233|atal .idf.il  |Bad TOP sequence Inval i d ACK nuniber aert 6
207.46.13.118 |Whited Sates 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 5
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 5
192. 249. 66. 247 |lLhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 4
208.115.111. 73 |thited Sates  |147.237.77.216|dover.idf.il |drop First packet isn't SWN drop 4
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 4
107.167. 108. 62 |lLhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 4
46. 19. 86. 100 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nvalid ACK nunber noni t or 4
82.166. 183. 201 |Israel 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
207. 46. 13. 28 Lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 4
Sreaning Engine: TGP Invalid i i ssi
80.246.130.94 | srael 147. 237.76. 200 |ei tan. aka. i df .| 9 =9 Invalid segnent retransmssion. drop 4
Ret r ansni ssi on Packet dropped.
62. 153. 143. 126 |Ger many 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 4
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 4
192.115.83.5 I srael 147.237.77.233|atal .idf.il |[Bad TCP sequence Inval i d ACK nunber aert 4
68.180.231. 43 |lhited Sates 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 4
207.241.229. 102|Whited Sates  [147. 237.72. 166 |aka. i df .i | drop SAMrule drop 4
192.115.83.5 I srael 147.237.77.233|atal .idf.il |[Bad TCP sequence Inval i d ACK nunber noni t or 4
2.55. 186. 96 I 'srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Invalid ACK nunber alert 3
reamn ine: TCP Invali i i ssi
46.19.86.202  |Israel 147. 237,72, 166 |aka i or i1 | €M NG Engi ne: TP alid livalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
2.53. 56. 20 I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion drop 3
Ret r ansmi ssi on Packet dropped.
46. 19. 86. 100 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 3
Sreaning Engine: TQP Invalid i i ssi
82. 166. 183. 201 |Israel 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
212.235.91.71 |israel 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
132. 66. 235. 211 |Israel 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
2.55.186. 96 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning Engine: TGP Invalid i i ssi
2.53.4.67 I srael 147. 237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
77.124.20.94  |israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
37.26.147.230 |israel 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
46.210. 164.74 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
87.71.111. 1 I srael 147. 237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
46.19. 86. 45 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
37.26.146.158 | srael 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
2.53.183.243  |israel 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. drop 3

Ret r ansm ssi on

Packet dropped.
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Tar get Address |Site Sgnature Acti on ‘Count
109. 253. 137. 193]l srael 147.237.0.19 |nadimatal .idf.i||Dstributed Suspicious Response Code B ock 134
176.13.12.13 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 47
176.13.9. 90 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 37
2.53.2.58 | srael 147.237.77.243|nobi | e. i df . i | Mil tipl e Uhaut hori zed URL Access from 2.53. 2. 58 B ock 19
46. 19. 86. 14 I srael 147.237.77.243|nobi | e. i df . i | Mil ti pl e Unauthori zed URL Access from 46. 19. 86. 14 B ock 6
109. 253. 223. 189]I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 6
17.138. 55. 96 Lhited Sates 147.237.77.216|dover . i df .i | Mil tipl e Whaut horized URL Access from 17. 138. 55. 96 Bl ock 4
193. 43. 245. 250 |l srael 147.237.77. 216 |dover. i df .i | D stributed Unaut hori zed LRL Access on wawnidf.il/error. htm B ock 4
. . . Uhaut hori zed URL Access to
2.53.2.58 | r el 147.237.77. 243|mobi l e.idf . i1 | oo ) cat egoryt enml at es/ 1 st chi | ddocunent s/ 1432 Bock |3
80. 246. 136. 121 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode B ock 3
: . . Uhaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 [navy.idf.il v navy. i df . i 1/ 994- 8613- he/ navy. aspx. aspx Bl ock 2
. . . Uhaut hori zed URL Access to
46. 19. 86. 14 I srael 147.237.77.243|nobi l e. i df . i | nobi | e, i o i 1/ cat egoryt enpl at es/ | i st chi | ddocurent s/ 1431 Bl ock 2
5.248.253.133 |kraine 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to waw i df.il/1556-en/ B ock
46. 19. 86. 252 I srael 147.237.77. 216 |dover.i df .i | Distributed Lhaut hori zed URL Access on waw idf.il/error. htm B ock
Russi an . . Paraneter Type Mol ation FleNane in
5.44.173. 128 er ati on 147.237.77.74 |lawidf.il W g i of i |/t enpl at es/ get | ef getfil e, aspx Bl ock 1
194. 28. 115. 231 |Net herl ands 147.237.77.235|sviva. i df . i | Uhaut hori zed URL Access to ww hagnas. atal . i df.il/hnapl/ B ock 1
93. 158. 152. 52 RJSIS:;”i o 147.237.77. 216 |dover . i df . i | Unaut hor i zed URL Access to wan i df . i |/ 1283- 15286- Bock |1
Pal esti ni an

: . . S Uhtraceabl e Gonnection - Protocol violation
37.8.93.6 Territory, 147.237.77.216|dover. i df . i | (SSL_CONN CLI ENT HELLO) None 1

Qccupi ed
80. 230.218.37 |[lIsrael 147.237.77.216|dover . i df . i | Distributed Lhauthori zed URL Access on waw i df.il/error. htm B ock 1
5. 44. 173. 128 :Zg::t”i o 147.237.77.74 |lawidf il \;':‘I"rwarn‘:;elr dfT?'ﬁe/ t\ﬂe::;)lat ai o ggﬁg;&' ]fleln;' ;‘pr Bock |1
207. 46. 13. 28 Lhited Sates 147.237.77.216|dover. i df . i | D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 1
73.241.153.125 |United Sates  |147.237.77. 216 |dover . i df . i | D strbuted ?n?:ﬁ?ggl/iiie%eﬁcn?bﬁ N Bock |1
46.19. 85. 198 I srael 147.237.77. 216 |dover . i df . i | Abnorrnal |y Long Request et hod B ock 1
207. 46. 13. 28 Lhited Sates 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to wanidf.il/english/) B ock 1
80.230.218.32 |Israel 147.237.77.216|dover . i df . i | D stributed Uhaut hori zed URL Access on waw idf.il/error. htm B ock 1
46.19. 85. 198 I srael 147.237.77. 216 |dover . i df . i | Il1egal HITP Version _pk_ses. 20. 8af c=* B ock 1
2.53.61.151  |Israel 147.237.77. 176 [mat pash. i of .i1 [ 1 :g(’arli_fz?_ Hj‘sips_csfifatg‘;/ i1 s/ 91 4629, pg Bock |1
188. 73. 128. 158 :Z:::t”i on 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1245-he/ at al . aspx B ock 1
89.103. 167. 185 |Czech Republic  |147.237.77. 216 |dover.idf.i| Erwamez Jﬁfmgf;’t'i}sgngt'o?ri end! sendt of 1 end. aspx Bock |1
149.88.195.82 |Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod HEAD for wwwn aka. i df . i1/ mai n/ sachar/ B ock 1
80. 230.218.33 |[Israel 147.237.77.216|dover. i df . i | Distributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 1
Mal formed URL
46.19. 85. 198 I srael 147.237.77. 216 |dover.i df .i | _pk_i d. 20. 8af c=bd16f 305cd9a27f 7. 1450994702. 3. 1461217639. 14612 |8 ock 1
17639. ;
2.55.186. 118 I srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
89.103. 167. 185 |Czech Republic  |147.237.77. 216 |dover.idf.i| mﬁe: Jﬁ’fﬁgf;’:;}ggn'dt'o?” end! sendt of f end. aspx Bock |1
68.180.231.43 [lhited Sates 147.237.77. 216 |dover.idf . il Paraneter Type M ol ati on PageNumin waw i df.il/1381-he/ dover.aspx  |B ock 1
23.81.90.154  |nited Sates 147.237.72. 167 |i shuri maka. i df . i|unaut hori zed URL Access to 147.237.72. 167/ Bl ock 1
157. 55. 39. 37 Lhited Sates 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 1
80.230.218.35 |[lIsrael 147.237.77.216|dover . i df . i | Distributed Lhaut hori zed URL Access on waw idf.il/error. htm B ock 1
Unknown HTTP Request Met hod
229RCYR29R2%2C14612176399%R Y22t t psYBAYRF%2 Fwww. googl €. co.
46. 19. 85. 198 | srael 147.237.77.216|dover.i df . i | i192F%2296D, in LRL B ock 1
_pk_i d. 20. 8af c=bd16f 305cd9a27f 7. 1450994702. 3. 1461217639. 14612

17639.
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