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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address Site Signature Device Action |Count
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1680
188. 138. 1. 218 Ger many 147.237. 76. 148 gaqcenter.aka. idf.il |Bock Np Al _Net dr op 1
218.200. 212. 213 Chi na 147.237. 0. 200 ndu.idf.il Frk Purple Gn Limt Htp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sl gnat ure Devi ce Action |Count

167. 114. 156. 16 Canada 147. 237.77. 216 dover.idf.il 8262: HITP. Soworis DoS Tool B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address ‘

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
67. 130. 39. 67 147.237.77.179|Wited Sates |e.mazi.idf.il ET SCAN NVAP -f -sS 1
167. 114. 156. 16 |147.237. 77. 216 |Canada dover.idf.il portscan: TCP D stributed Portscan 1
109. 235. 254, 181|147. 237. 76. 147 |Tur key chinuch. aka.idf.il|ET SCAN NVAP -sS wi ndow 2048 1
o1 187 18.47 147 237 0.35  |Belarus akave. i df il ET SI‘AN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
67. 130. 39. 67 147.237.77.179|Wited Sates |e.mazi.idf.il ET SCAN NVAP -sS wi ndow 2048 1
109. 235. 254. 181|147. 237. 76. 147 |Tur key chinuch. aka.i df . i l|ET SCAN NVAP -sS wi ndow 3072 1
109. 235. 254, 181(147. 237. 76. 147 |Tur key chinuch. aka. i df .il|ET SCAN NVAP -f -sS 1
67. 130. 39. 67 147.237.77.179|Wited Sates |e.mazi.idf.il ET SCAN NVAP -sS wi ndow 3072 1
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|Top Attackers In FW |

Attacker Address [Attacker Gountry |Target Address |[Ste Sig nature
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1892
167. 114. 156. 198|Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 510
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 34
217.165. 56. 241 gﬁi:aetdesﬁrab 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 34
66.249.69.93  |Wited Sates  |147.237.72. 166 |aka.idf. il Streaning Engine: TCP Invalid |invalid segnent retransnission drop 33
Ret r ansni ssi on Packet dr opped.
208. 69.40.101 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 28
37.26.146.138 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 26
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.idf.il drop SAMrul e drop 21
5. 254, 65. 232 Tur key 147.237.77. 234 |hal ag.i df .il drop First packet isn't SN drop 19
207.241.229. 102|lhited Sates 147.237.72. 166 |aka.idf il dr op SAMrul e drop 19
188. 73. 128. 158 :32::1”' on 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 18
136.243.5.203  |Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 14
208. 115.113. 89 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 14
40. 77. 167. 25 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 14
95.187. 16. 53 Saudi Arabia 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 13
198.58.103.91 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
198.58.102. 117 |Whited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
194. 114. 146. 227l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
37.26.149. 207 |lsrael 147.237.0.19 |nadimatal.idf.i|drop First packet isn't SYN drop
176.13.15.214 |israel 147. 237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid finvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
176.13.22.23  |israel 147.237.72. 166 |aka. i of . i Streamng Engine: TCP Invalid —invalid segnent retransmssion. | o 6
Ret r ansm ssi on Packet dr opped.
41.33.231.90 Egypt 147. 237. 77. 216 |dover. i of .i | drop drop 5
17.138. 55. 96 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
46.120.98.114 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
37.26.147.157 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
66. 249. 93. 15 I srael 147.237.76. 198 |e.yohal an.idf .il |Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent |drop 4
141.8.132. 78 gs::;”i on 147.237. 77. 216 |dover.idf .i | drop First packet isn't SN drop 4
212.179. 90. 106 |[Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 4
66. 249. 93. 18 Eur ope 147.237.76. 198 |e.yonal an.idf.i| [Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound enf or cenent |dr op 4
138.134.102. 16 |l srael 147.237.77. 216 |dover.idf.il Bad TCP seqguence Invalid ACK nunber aert 4
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
52.16.5.197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
138.134.102. 16 |l srael 147.237.77. 216 |dover.idf.il Bad TCP seqguence Invalid ACK nunber noni t or 4
5. 254. 65. 232 Tur key 147. 237. 77. 216 |dover. i of .i drop First packet isn't SN drop 4
41. 33.232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
40. 77. 167. 82 Lhited Sates 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 4
138.134.102. 16 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nvalid sequence nunier noni t or 4
64.246.165.190 [Lhited Sates  |147.237.77.176|matpash.icf.il |Header Rejection :lzzﬂggtrej ection pattern found in-— oo s
95.35.188.247 |Israel 147. 237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid finvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
46.19. 85. 188 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 3
109. 65.90. 221 | srael 147.237.72. 166 |aka.i df .l Streamng Engine: TCP Invalid finvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
46.19.85.141  |israel 147. 237.72. 166 |aka i of . i Streaning Bngine: TCP Invalid Jinvalid segnent retransmission. | 3
Ret r ansm ssi on Packet dr opped.
66.249. 64.233 |lhited Sates 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop
109. 67. 62. 51 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or
5.22.129.64  |Israel 147.237.72. 166 |aka. i of . i Streamng Engine: TCP Invalid - invalid segnent retransmssion. | o 3
Ret r ansm ssi on Packet dr opped.
87.70.79.196  |Israel 147. 237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid finvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
37.26.149.207 |Israel 147.237.0.19 [nadi matal .idf.i|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Acti on ‘Count
109. 253. 137. 193]l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 113
80. 246. 137. 128 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 68
176.13.12. 13 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 58
37.26.149.207 |lsrael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Gode B ock 14
17.138. 55. 96 Lhited Sates |147.237.77.216|dover.idf .il Mil tipl e Unaut hori zed URL Access from 17.138. 55. 96 B ock 11
109. 186.56. 14 |l srael 147.237.77.243|nobi [ e.i df . i | Mil tipl e Unhaut hori zed URL Access from 109. 186. 56. 14 B ock 11
109. 186.56. 14 |l srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂtgﬁr(;le??/tg‘eggfytesem e/ sthi | ddocunent s/ 1431 B ock 10
2.53.14. 168 I srael 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 8
84.111.122.50 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 6
31.154.19.5 I srael 147.237.77.216|dover.i df . i | Mil tiple Uhaut hori zed URL Access from 31.154.19.5 B ock 6
109. 186. 173. 101 |l srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized Method for Known URL from 109.186.173.101  [B ock 4
46.19.85.9 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
82.166.53.161 |lsrael 147.237.77.216|dover. i df . il D stributed Uhaut hori zed URL Access on wan i df.il/error. htm B ock 2
5. 144. 60. 120 I srael 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
66.249.78.159 [Israel 147.237.77.216|dover.idf . il Lhaut hori zed URL Access to v idf.il/error. htm B ock 2
216.218.206.67 |lLited Sates |147.237.0.19 |[nadimatal .idf.i|Uhauthorized URL Access to 147.237.0. 19/ Bl ock 1
31.154.19.5 I srael 147.237.77.216|dover.idf .l Unaut hori zed URL Access to ww i df.il/inages/ 1. he/ sear chback. png B ock 1
109. 253.222.6 |l srael 147.237.77.216|dover . i df . il Redundant HTTP Headers Referer Bl ock 1
81.218.37.2 | srael 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to waw i df.il/inages/ 1. hel t opcap. gi f B ock 1
66. 249. 69. 34 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized URL Access from 66.249. 69. 34 B ock 1
80.246.133.37 I srael 147.237.72. 166 |aka. i df . i | e i?TﬂageeS??\ng:ag:gc(te/e{goibgctliji/ [ kepatzlrestorz Bl ock 1
141.8.132.78 gz::;”ion 147.237.77. 216 |dover.i df . il Unhaut hori zed URL Access to ww i df.il/1283-17770- Bl ock 1
66. 249 69. 34 | srael 147. 237.72. 166 |aka. i df . i | ;haut horized URL Access to waw aka.idf.il/sip_storagel/files/ 6/ Noipw B ock 1
207.46.13.56  |tnited Sates [147.237.77.176|nat pash. i df.i| |Wauthorized URL Access to 147.237.77. 176/ B ock 1
80.246.133.37 |[Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Code Character in URL from80.246.133. 37 B ock 1
167. 114. 156. 198|Canada 147.237.77. 216 |dover.i df . il Distributed Wauthorized URL Access on waw idf.il/error. htm Bl ock 1
66. 249. 75. 18 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ smal i mi smal i m aspx |B ock 1
207.46.13.115 [lhited Sates  |147.237.72.166|aka. i df .i | muyk'g':éfdl fﬁaﬁf;efﬁoxl def aul . asp@at | d=43314 Bl ock 1
109. 186. 173. 101 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method HEAD for waw aka. i df .il/mai n/ sachar/ Bl ock 1
80.246.136. 46 [Israel 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 1
46.19. 85. 50 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Gonnection - Qpen Mde None 1
167. 114. 156. 198|Canada 147.237.77.216|dover. i df . il Mil ti pl e Uhaut hori zed URL Access from 167. 114. 156. 198 B ock 1
109. 64. 9. 27 I srael 147.237.72. 166 [aka. i df . i | Distributed I11egal Byte Gode Character in URL B ock 1
212. 235. 103. 219]l srael 147.237.77.216|dover.idf . il Distributed Lhauthori zed URL Access on wawn idf.il/error. htm B ock 1
66.249.66.121  |[lIsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 994- 8818- he/ r ef uah. aspx |B ock 1
167. 114. 156. 198|Canada 147.237.77. 216 |dover . i df . i | m”it;?ri'f/iiaﬁlﬁgzrezzn::’ol of header upper Bl ock 1
73. 25. 158. 80 Lhited Sates |147.237.77.216|dover.idf.il Unhaut hori zed URL Access to www idf.il/tenpl at es/ honepage/ nobi | e Bl ock 1
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