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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count]|
66. 249. 78. 159 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4228
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2868
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 10

123. 151. 42. 61 Chi na 147.237.76. 148 gocenter.aka.idf.il|B ock Udp Al Nets Con Linit drop 2
94.102. 52. 10 Net her | ands 147.237.76. 196 esviva.idf.il B ock Np Al Net drop 1
185.94. 111. 1 Russi an Federation 147.237.76. 176 test.ncore.idf.il |Block Wip All Nets drop 1
71.6.135.131 Lhited Sates 147.237.76. 148 ggcenter. aka.idf.il|B ock_Ulp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

‘ Target Address

Attacker Qountry

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 3
74.118.239. 21 147.237.76. 44 Lhited Sates erefuah.idf.il  |ET SCAN NVAP -sS wi ndow 1024 1
23. 96. 109. 87 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
74.118. 239. 21 147. 237.76. 44 Lhited Sates e.refuah.idf.il ET SCAN NMAP -sS wi ndow 2048 1
74.118.239. 21 147. 237.76. 44 Lhited Sates e.refuah.idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

Devi ce

Attacker Address [Attacker Qountry |Target Address [Ste Signature Acti on ‘Count
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1391
50. 31. 100. 25 Lited Sates 147.237.72. 156 |anan. i df .i| SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 60
50. 31. 100. 25 Lited Sates 147. 237. 76. 147 |chinuch. aka. i df .i1 |SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 60
Sreanming Engine: TCP Invalid i i SSi
124. 154. 227. 229|Japan 147.237.76. 200 |ei tan. aka.i df . i 9 =g Invalid segnent retransmssion. 39
Ret r ansni ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
Sreanming Engine: TCP Invalid i i SSi
66.249.69.93  |Wited Sates  |147.237.72. 166 |aka i df il 9 =g Invalid segnent retransmssion. 24
Ret r ansmi ssi on Packet dr opped.
207.241.229. 102|lhited Sates 147.237.72. 166 |aka.idf il dr op SAMrule drop 18
155. 254. 215. 146|Bahrain 147. 237. 77. 216 |dover. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 10
45.59. 183. 42 'J" byai”riNy;b 147. 237. 77. 216 |dover. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
213.8.93.153 I srael 147.237. 77. 216 |dover. i df .i Bad TCP sequence Invalid sequence nunber nmoni t or 9
46.19.85.9 I srael 147.237.0.19 |nadimatal.idf.il |Bad TCP sequence I'nval i d ACK nunber monitor (6
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 6
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
Sreaning Engine: TCP Invalid i i SSi
37.26.147.145 |israel 147.237.72. 167 |i shuri maka. i df . i | g =g Invalid segnent retransmssion. g 6
Ret r ansm ssi on Packet dr opped.
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
207.46.13.118 |Whited Sates 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 5
213.8.93.153 I srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Invalid sequence nunber noni t or 5
82. 145, 221. 222 |Europe 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
107. 77. 68. 65 Lhited Sates 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 4
93. 186. 31. 97 United Kingdom [147.237.77.176 |natpash.idf.il drop First packet isn't SN drop 3
Sreaning Engine: TCP Invalid i i ssi
79.181.214.74 |israel 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
80.178. 125. 111 |israel 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. g 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
66.249.64.70  |Uited Sates  |147.237.76.200|ei tan aka idf.il 9 =9 Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
46.19.86.118  |Israel 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
66. 249. 93. 249 |Eur ope 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dr opped.
66. 249. 64. 233 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 3
Sreaning Engine: TGP Invalid ' i ssi
46.19.85.113  |israel 147. 237.72. 166 |aka i df . i 9 =9 Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dr opped.
217.33.23.241 |Wnited Kingdom |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 3
Sreanming Engine: TCP Invalid i i SSi
87.71.120.122 |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
66.249.66.50  |Lhited Sates 147.237.0.34 |tikshuv.idf.il 9 =9 Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dr opped.
50. 87. 144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
157.55.39.151 |Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
128.232.110.28 |United Kingdom |147.237.77.227 |e. hanaz. i df . i Geo- | ocati on enf or cenent ifolrgzi'nf” I nbound drop 2
40.77.167. 82 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SWN drop 2
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
212.179. 90. 106 |Israel 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid AGK nunber nonitor |2
157.55. 12. 69 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
40. 77. 167. 25 Lhited Sates 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nval i d ACK nunber monitor |1
212.199. 182. 150|I srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 1
66. 249. 69. 93 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber monitor |1
185. 103. 252. 141 RJSIS::t”ion 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46.19.85.9 I srael 147.237.0.19 |nadimatal.idf.il |Bad TCP sequence Invalid AGK nunber aert
120.132.67.62 |China 147.237.0.33 |idf.il drop drop
216. 218.206. 99 |Whited Sates 147.237.0.200 |rdu.idf.il Geo- | ocati on enf or cenment Geo-I ocati on i nbound drop 1
enf or cenent
66. 240. 236. 119 |lLhited Sates 147.237.77. 179 |e. nazi . i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
184. 105. 139. 87 |Wiited Sates 147.237.76.44 |erefushicf.il  |Geo-1ocation enfor cement i?olrggihfn I nbound drop 1
46. 19. 86. 54 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
222.73.18.162 |china 147.237.76.44 |e.refuah.icf.il  |Geo-1ocation enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
106. 186. 113. 132|Japan 147.237.76.39 |nobile. neitav.idf.i|drop SAMrule drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46.19.85.9 | srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 204
17.138. 55. 96 Lhited Sates 147.237.77. 216 |dover . i df . i | Mul ti pl e Unaut hori zed URL Access from 17.138. 55. 96 B ock 12
80.178.150.13 [Israel 147.237.0.19 |nadi matal .idf.i||Suspicious Response Code B ock 4
2.53.138.69 | srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Gode Bl ock 2
109. 253. 157. 136l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46.19. 85. 116 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
80. 82. 65. 82 Net her| ands 147. 237.77. 216 |dover . i df . i | thaut hori zed LR. Access to Bl ock 1
vy i df . i |/ shar ed/ user cont r ol s/ header upper /
40.77.167. 21 Lhited Sates 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/tenpl at es/ newsl obby/ B ock 1
. . Unaut hori zed URL Access to
213. 8. 93. 153 I sr ael 147.237.77. 176 |nat pash. i df . i | ww cogat i df i 1/si p storagel i1 es/ 9/ 4629 pg Bl ock 1
: : Uhaut hori zed LRL Access to
66. 249. 64. 186 | srael 147.237.77.74 [lawidf. il ww | aw i df.i|/tenpl at es/ shar ed/ user cont rol s/ | obbyi nf ocent eri t ent Bl ock !
216.218. 206. 67 |Lhited Sates 147.237.72. 167 |i shuri maka. i df . i|naut hori zed URL Access to 147.237.72. 167/ B ock 1
. . Uhaut hori zed URL Access to
66. 249. 66. 121 |l srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p_st oragel 1 es/ 1/ si e100x0/ 2971 pg B ock 1
- . D stributed Lhaut hori zed URL Access on
66.249. 75. 18 I srael 147.237.72.166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
Russi an . . Uhaut hori zed URL Access to
141.8.132.78 Federation 147.237.77. 216 [dover . i df . i | viwy i df . i 1/ tenpl at es/ t enpl at econt rol s/ generi c/ Bl ock !
66.229.250. 121 [lhited Sates 147.237.72. 166 [aka. i df . i | PHP Att enpt B ock 1
. . Unaut hori zed URL Access to
79.181.142.188 |lIsrael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
38.111.147.84 |lhited Sates 147.237.77. 216 |dover. i df . il Unaut hori zed URL Access to waw i df.il/894-he B ock 1
207.46.13.148 [lnited Sates 147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation catld in wwtikshuv.idf.il/site/general.aspx |B ock
66.229. 250. 121 |lhited Sates 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df.il/wp-1ogin. php B ock
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