04-21-2016-05:04:00 to 04-21-2016-06:04:00

@
1"PT SwNn ()

oV

www.gov.il

|Top Targets |

IDF Under Attack

Daily Report

4, 000"

3, 000"

2, 000"

Nunber 1, 000+
(@]

At acks

[Top Attackers |

Top Tar get

M dover.idf.il

Meitan aka.idf.il

M aka.idf.il

M nat pash. i df . i |

M yohal an.idf.il

M tikshuv.idf.il

I e. hanaz.idf .il

M e. nobi | e-ks.idf.il
e.halag.idf.il

M ny- kosher-kravi .idf.il

4, 000

Nunber -
(6]
At acks 1, 000+

B 167. 114. 156. 16
5.22.131. 103

[ 201. 216. 151. 10
41.33.231. 90
H 182. 48.238. 76

Q © %) 3% O \Z
) A ) N Q Q
. S . PN
T RN RN
& S S (AN < v
> © ) ,»0 ,{'b 0,\ .
P

Top Attackers

M 66. 249. 69. 93

I 41. 254.0. 110

M 107.77.169. 12
136. 243. 5. 203

W 207. 241. 229. 102




04-21-2016-05:04:00 to 04-21-2016-06:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4166
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 2453
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1921
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1768

81. 218. 65. 210 I srael 147. 237.72. 166 aka.idf.il Block Udp All Nets drop 9
94.102. 52. 10 Net her | ands 147.237. 76. 200 eitan.aka.idf.il |[Bock Np Al Net drop 1
185.94.111. 1 Russi an Federation 147.237.76. 30 hi nush. i df .i | ock Wdp Al _Nets drop 1
185.94.111. 1 Russi an Federation 147.237.76. 38 e.eneitav.idf.i|B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

of

Potential Scan or Brute Force

Gountry
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
169. 54. 244,84 |147.237.0.33 |lhited Sates |[idf.il ET SCAN Potential SSH Scan 1
203. 197. 205. 118(147. 237.72. 14 |India dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 3072 1
i ET SCAN Behavi oral Uhusual |y fast i nbound Tel net Gonnecti ons,
119.206. 211. 18 |147.237.8.28 |FOre& RepUbIiC | il e ks idh il y 1

200. 195. 135. 82 |147.237. 76. 201 |Rrazi | eatal .idf.il ET SCAN NMVAP -sS wi ndow 1024
93. 180. 66. 29 147. 237. 72. 166 |Net her | ands akaidf.il ET SCAN NMAP -sS wi ndow 1024
183. 60. 48. 25 147. 237. 76. 202 |Chi na e.halag.idf.il ET SCAN Potential SSH Scan
67.211.217.131 |(147.237.77.227|Wited Sates |e hamaz.idf.il ET SCAN NMAP -sS w ndow 2048
183. 60. 48. 25 147.237.0.16 |China ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan
46.151.52.139 |147.237.77.19 |Wraine lawforumidf.il ET SCAN NMAP -sS wi ndow 1024
169. 54. 244,84 |147.237.77.205|thited Sates |prisha.idf.il ET SCAN Potential SSH Scan

13.94. 239. 168

147.237.0. 16

Lhited Sates

ny-kosher-kravi .idf.il

ET SCAN NVAP -sS wi ndow 1024

169. 54. 244. 84  |147.237.76.177 |Lhited Sates |ncore.idf.il ET SCAN Potential SSH Scan

169. 54. 244. 84  |147.237.72.156 |Uhited Sates |anan.idf.il ET SCAN Potential SSH Scan

222.186. 42. 248 |147.237. 76. 202 |Chi na e halag.idf.il ET SCAN Potential WNC Scan 5900- 5920
169. 54. 244. 84 |147.237.8.28 |lhited Sates [e.nobile-ks.idf.il ET SCAN Potential SSH Scan

203. 197. 205. 118(147. 237.72. 14 |India dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 4096

169. 54.244.84 |147.237.0.16 [lhited Sates [ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan

200. 195. 135. 82 |147.237. 76. 201 |Brazi | e.atal.idf.il ET SCAN NMAP -sS w ndow 4096
95.173.184.12 |147.237. 76. 202 [Turkey e halag idf.il ET SCAN Potential SSH Scan
67.211.217.131 |(147.237.77.227|Wited Sates |e hamaz.idf.il ET SCAN NMAP -sS wi ndow 3072
183. 60. 48. 25 147.237.76.86 |China navy.idf.il ET SCAN Potential SSH Scan
67.211.217.131 |147.237.77.227 |Whited Sates |e hanaz.idf.il ET SCAN NVAP -f -sS

169. 54. 244. 84

147.237.77. 226

Lhited Sates

waw chanat z. aka. i df . i |

ET SCAN Potential SSH Scan

13. 94. 239. 168

147.237.72. 217

Lhited Sates

e.idf.il

ET SCAN NVAP -sS w ndow 1024

169. 54. 244.84 |147.237.77.176|thited Sates |natpash.idf.il ET SCAN Potential SSH Scan
169. 54. 244.84 |147.237.76.34 |lthited Sates |yohalan.idf.il ET SCAN Potential SSH Scan
169. 54. 244. 84  [147.237.8.46 |Wited Sates |e. chinuch.idf.il ET SCAN Potential SSH Scan
222.186. 42. 248 |[147.237.76.42 |China refuah.idf.il ET SCAN Potential WNC Scan 5900- 5920
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|Top Attackers In FW |

Devi ce

Attacker Address [Attacker Qountry |[Target Address |Ste Signature Acti on ‘Count

167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2681
Sreaning Engine: TCP Invalid ' i ssi

5.22.131.103  |Israel 147.237.76. 200 |6 tan. aka. i of . i 9 =9 Inval id segnent retransmssion. 165
Ret r ansni ssi on Packet dr opped.

201. 216. 151. 10 |Quatenal a 147.237.72. 166 |aka. i df i | dr op SAMrul e drop 35

41.33.231. 90 Egypt 147.237.77. 216 |dover.i df .i | drop SAMrule drop 33

182.48.238.76 |India 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 31
Sreaning Engine: TCP Invalid i i Ssi

66.249.60.93  |Wited Sates  |147.237.72. 166 |aka idf. il 9 =g Inval id segnent retransmssion. 30
Ret ransni ssi on Packet dr opped.

41.254. 0. 110 Libyan Arab 147.237. 77. 176 |nat pash. i of . i | dro First packet isn't SN dro 23

. . 0. 3 iriya . LT7. pash. i df . p pac p

136. 243.5.203 |Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 20

107.77.169.12 |lhited Sates 147. 237.77. 216 |dover.i df .i | drop First packet isn't SWN drop 20

207. 241. 229. 102|hited Sates 147.237.72. 166 |aka. i df .i | drop SMrul e drop 19

94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 17

139. 162. 216. 112|lhited Sates 147. 237.77. 216 |dover.i df .i | drop First packet isn't SWN drop 12

208. 115.113. 89 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12

50.116.28.209 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12

46.243.150. 194 |Bahrain 147.237.77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 11

188. 72. 103. 226 LQ:;L”” 147, 237.77. 216 |dover. i df . SYN At t ack SYN -> SYN-ACK -> RST rej ect 11

41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
Sreaning Engine: TCP Invalid ' i ssi

70.195.209. 255 |Lhited Sates  |147. 237. 77. 216 |dover. i df .i | 9 =9 Inval id segnent retransmssion. 9
Ret r ansni ssi on Packet dr opped.

54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7

92.247.181.29 |Bulgaria 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 6

52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6

207.46.13.118 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 6

90.204.52.191 |United Kingdom [147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 5

203.254.51.16 | Republic 1147 237.77. 216 |dover. i df il drop First packet isn't SN drop 5

50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5

5.22.131. 103 I srael 147.237.76. 200 |eitan. aka.idf.il |Bad TCP sequence I'nval i d ACK nunber nonitor |4

73.22.155.10 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4

45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
Sreaming Engine: TGP Invalid i i sSi

5.22.131.103  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. o 3
Ret ransni ssi on Packet dropped.

107.77.168.22 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 3
Sreamng Engine: TCP Invalid i i ssi

66. 249. 66. 187 |Lhited Sates 147.237.0.34 |tikshuv.idf.il 9 =9 Inval id segnent retransmssion. 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi

66.249.93. 184  |Europe 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. 3
Ret ransni ssi on Packet dr opped.

107.77.169. 4 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
Sreanming Engine: TCP Invalid i i Ssi

66.249.93. 245  |Europe 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g 3
Ret ransni ssi on Packet dr opped.

167. 114. 156. 16 |Canada 147. 237. 77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreaming Engine: TGP Invalid i i sSi

2.55.152.173  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. o 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi

66.249.69.175 |Uited Sates  |147.237.72. 166 |aka.idf . il 9 =9 Inval id segnent retransmssion. 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi

77.125.108.27 |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. o 3
Ret ransni ssi on Packet dropped.

207.46.13.185 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3

40. 77. 167. 82 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2

46. 19. 85. 65 I srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2

66.249.78.173 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2

38. 81. 65. 42 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2

54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2

74.82.47. 26 lited Sates 147.237.76.196 |e.svivaidf.il  |Geo-1 ocation enf or cenent Geo-1 ocati on i nbound drop 1

enf or cenent
Russi an e

185. 103. 252. 141 Federat i on 147.237.76.34 |yohal an.idf.il dr op drop 1

66.249. 78. 166 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1

141. 212. 122. 221 |wnited Sates 147.237.8.27 |e.madimatal .idf.i[Geo-1 ocation enf or cenent Geo-I ocat i on i nbound drop 1

enf or cenent
50.153.165.60 |lLhited Sates 147.237.77. 216 |dover. i df .il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 1
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|Top Attackers In V\AF|

Attacker Address

A tacker

Sgnature

Devi ce

‘ Target Address |Site

‘Count

Count ry Action
201.216.151.10 |Quatemala  [147.237.72.166 |aka. i df .i | mu;grl 'd??l /'\’ﬁ;hn‘;‘; (;:3 gj\tsh;::rl cati onservi ce. asmd get aut huser B ock 9
95. 86. 122. 91 I srael 147.237.77. 176 |mat pash. i df . i [|Mul ti pl e Unaut hori zed URL Access from 95. 86. 122. 91 B ock 6
17.138. 55. 96 Uited Sates |147.237.77.216|dover.idf.il |[Miltipl e Wauthorized URL Access from 17.138. 55. 96 B ock 4
207.46.13.118 |lhited Sates [147.237.77.216|dover.idf.il |Unauthorized UR. Access to wwidf.il/error.htm B ock 3
95. 86. 122. 91 I srael 147.237.77.216|dover.idf.il |Mitiple Unauthorized URL Access from 95. 86.122. 91 B ock 2
73.22.155.10 Uhited Sates |147.237.77.216|dover.idf.il [Wauthorized URL Access to wawidf.il/newsitelenglish/ B ock 2
17.138. 55. 96 Lhited Sates |[147.237.77.216|dover.idf.il |Unhauthorized URL Access to www i df.il/1133-20169- he/ dover. aspx B ock 2
66.249. 66. 123  [Israel 147.237.76. 42 |refuah.idf.il |Wauthorized URL Access to 147.237. 76. 42/ 994- 8820- he/ r ef uah. aspx B ock 1
68.180.231.43 |lWited Sates |[147.237.77.216|dover.idf.il [Paraneter Type Mol ation PageNumin v i df . il/1381-he/ dover. aspx B ock 1
104. 131. 147. 112|United Sates |[147.237.77.216|dover.idf.il| [Wauthorized URL Access to wwidf.il/newsitel english/ main. asp B ock 1
66. 249. 69. 34 I srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter hc_| ocation in wwe aka. idf.il/main/giyus/general.aspx |None 1
157. 55. 39. 51 Wited Sates |[147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
66.249. 75. 18 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt Bl ock 1
66. 249. 75. 44 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ gener al . aspx B ock 1
95. 86. 122. 91 I srael 147.237. 77. 176 |mat pash. i df . i [|haut hori zed URL Access to waw cogat.idf.il/tenpl at es/ honepage/ nobile  |Bl ock 1
38. 81. 65. 42 Lhited Sates [147.237.77.216|dover.idf.il [Uauthorized URL Access to 147.237.77. 216/ robots. t xt B ock 1
68.180.231.43 |lWited Sates |[147.237.77.216|dover.idf.il [Paraneter Type Viol ation PageNumin v i df.il/1153- he/ dover. aspx B ock 1
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