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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 6866
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 2486
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 1706
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP-M SG- Sl owl ori s- DOS- Var 1 dest - r eset 26
66. 249. 66. 184 | srael 147.237.0. 34 tikshuv.idf.il TCP handshake viol ation, first packet not syn |drop 4

81. 218. 65. 210 | srael 147.237.77.176 nat pash. i df . il B ock Wp Al _Nets drop 3
94.102. 52. 10 Net her | ands 147.237. 76. 148 gocenter.aka. idf.il |Block Np Al _Net drop 1
123. 59. 59. 52 Chi na 147.237.77. 233 atal.idf.il bl ock-sp-traf 1 drop 1
180. 153. 91. 183 Chi na 147.237.76. 30 hi nush. i df . i | B ock Wp Al Nets drop 1
94.102. 52. 10 Net her | ands 147.237.76. 34 yohal an.i df.il Bock Np Al Net drop 1
41.33. 231. 90 Egypt 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
94.102. 52. 10 Net her | ands 147.237.76. 39 nobi | e.neitav.idf.il|B ock Np Al _Net drop 1
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|Top Attackers In IPS|
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
192173, 18. 8 147 237 0.1 lindia vadimatal idf il ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
113. 240. 250. 154|147. 237.8.28 |Chi na e.mobi | e-ks.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
80. 82.78. 38 147.237.0.15 [Netherl ands kosher-kravi .idf.i [ET SCAN NVAP -sS wi ndow 1024 1
58.218.205.69 |147.237.76. 198 |Chi na e.yohalan.idf.il |ET SCAN Potential SSH Scan 1
113. 240. 250. 154|147. 237. 8. 46  |Chi na e.chinuch.idf.il |ET SCAN NVAP -sS w ndow 1024 1
93. 180. 66. 29 147. 237.77. 170 |Net her | ands mearachot.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
58.218.205.69 [147.237. 76. 201 |Chi na e.atal .idf.il ET SCAN Potential SSH Scan 1
202.67.237.220 [147.237.77.216|Hong Kong dover.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
167.114. 156. 16 |Canada 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 3558
216.126.41.70 |lhited Sates|147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 146
94. 228. 34. 248 LK*i"rf:gom 147.237.77. 216 |dover.idf.il  |dr op First packet isn't SIN drop 132
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 29
_ L Sreamng Engi ne: TCP , o
66. 249. 69. 93 Lhited Sates|147.237.72. 166 |aka.idf.il . .. Inval id segnent retransmssion. Packet dropped. drop 21
Invalid Retransm ssion
Sreaning Engi ne: TCP
124. 154. 227. 229|Japan 147.237.76. 200 |ei tan. aka.i df .i | . L. Inval id segnent retransmssion. Packet dropped. drop 18
Inval id Retransm ssion
207.241. 229. 102|lhited Sates|147.237. 72. 166 |aka. i df . il drop SAMrul e drop 18
94.77.196. 82 Saudi Arabia |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 18
185. 26. 180. 213 |Eur ope 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 15
79.176. 4. 61 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
68.180.231.43 |lhited Sates|147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 8
50. 87.144.145 |lhited Sates|147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
Sreamng Engi ne: TCP
5.22.135.194 I srael 147.237.72. 166 |aka.idf.il . 9 9 L. Inval id segnent retransmssion. Packet dropped. drop 6
Inval id Retransm ssion
40.77. 167. 82 Lhited Sates|147.237. 77. 216 |dover.idf.il drop Frst packet isn't SYN drop
207.46.13.118 |lhited Sates|147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
157.55.39.151 |lhited Sates|147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop
Sreaning Engi ne: TCP
149. 88.200.21 |l srael 147.237.76.200 |eitan. aka.idf.il . 9 9 .. Invalid segnent retransmssion. Packet dropped. drop 4
Invalid Retransm ssi on
. . |Geo-1 ocation o
52.58. 92. 83 Ger many 147.237.8.24 |e.lifestyle.idf. Geo-1 ocation i nbound enf or cerent drop 4
enf or cenment
) . |Geo-location o
83.219.199. 236 |Sweden 147.237.76. 197 |e. hi nush.idf .il Geo-1 ocati on i nbound enf or cenent drop 4
enf or cenent
. . Sreamng Engi ne: TCP _ -
66.249.69.175 |lhited Sates|147.237.72. 166 |aka.idf.il . .. Inval id segnent retransmssion. Packet dropped. drop 3
Inval id Retransm ssion
41.33.231. 90 Egypt 147.237. 77. 216 [dover.i df .i | drop drop 3
46.166. 190. 181 |Netherlands |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 3
103. 234.89. 116 |V etnam 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
176. 126. 85. 176 |Netherlands |147.237.77.216 |dover.idf.il drop Frst packet isn't SYN drop 3
128.242.249.11 |Whited Sates|147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
Sreaning Engi ne: TCP
66. 249. 64. 70 Lhited Sates|147.237.76.200|eitan. aka.idf.il . 9 9 .. Inval id segnent retransmssion. Packet dropped. drop 3
Inval id Retransm ssion
192. 249. 66. 247 |Lhited Sates|147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
66.249.78.222 |lhited Sates|147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
199.30.25. 172 |Whited Sates|147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
156. 208. 73.29  |Egypt 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
208. 115.111. 73 |lhited Sates|147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 2
i Geo- | ocati on
128. 232. 110. 28 w ted 147.237.76. 199 |e. nakchal . i df il Geo-1 ocation i nbound enf or cerent drop 2
Ki ngdom enf or cenent
8.37.70.43 Lhited Sates|147.237. 77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2
156. 208. 73.29  |Egypt 147. 237.77. 216 |dover.idf .il Bad TCP sequence SYNVAXK retransmit with different w ndow scal e monitor |2
173.252.90.97 |lhited Sates|147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 2
204.79.180.161 |lhited Sates|147.237.77.216 |dover.idf.il drop Frst packet isn't SYN drop 2
Lhi ted S Geo- 1 ocati on o
128. 232.110. 28 |, 147.237.76. 201 |e.atal .idf.il Geo- | ocation i nbound enf or cerment drop 2
Ki ngdom enf or cenent
190. 43. 254. 237 |Peru 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
Srean ng Engi ne: TCP Non- conpl i ant TCP packets coning frommiltiple
84. 95. 208. 20 | srael 147.237.76.200 |eitan. aka. i df .il ) external sources were detected. This nay result drop 1
anonal y detected frompotentia network configuration probl em
. L Geo- | ocati on o
141.212. 122. 220|lhited Sates|147. 237. 72. 217 |e.idf . il Geo- | ocation i nbound enf or cerment drop 1
enf or cenment
204.79.180.60 |Lhited Sates|147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 1
128. 232.110. 28 LK?r:;Som 147.237.77. 170 |maar achot . i df . i I|SYN At t ack SYN -> SYN-ACK -> RST aert 1
198. 50. 200. 139 |Canada 147.237.77. 216 [dover.idf il D rectory Traversal directory traversal overflow moni tor |1
185. 26. 180. 213 |Eur ope 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry|Target Address |Site Sgnature Acti on ‘Count
46.119. 127. 129 |Wkraine 147.237.77. 176 |mat pash. i df . i | |Mil tipl e Waut hori zed URL Access from46. 119. 127. 129 B ock 3
. . JUhaut hori zed URL Access to
124. 154. 227. 229|Japan 147.237.76.200(ei t an. aka. i df . f vuns e t 2. aka. i df i 171105 en cont act us. aspx Bl ock 2
107.200.54.76 |Uhited Sates 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waidf.il/xnrpc. php B ock 1
66.249. 66. 123 |l srael 147.237.76.42 |refuah.idf.il |Wauthorized URL Access to 147.237.76.42/ styl e/ 1. he/ | angstyl e. css Bl ock 1
68.180.231.43 [lnited Sates 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to wa i df.il/894-he B ock 1
66. 102. 8. 233 Lhited Sates 147.237.77.216|dover . i df . il D stributed Whauthorized UR. Access on v idf.il/error.htm B ock 1
. . Uhaut hori zed URL Access to
66.249. 66. 125 | srael 147.237.76. 42 |refuah.idf il 147. 237. 76. 42/ shared/ cl i ent scri pts/clientscripts.js B ock 1
46.119. 127. 129 |Wkrai ne 147.237.77. 176 |mat pash. i df . i | |Distributed P Attenpt B ock
84. 95. 208. 20 | srael 147.237.77.233|atal .idf.il Mil tipl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock
66. 102. 8. 238 Lhited Sates 147.237.77.216|dover. i df . il D stributed Lhauthori zed UR. Access on wwww i df.il/error.htm B ock 1
141. 8. 183. 16 RJF Sﬁ::ﬂ on 147.237.77. 176 [nat pash. i df . i | |Whauthori zed URL Access to wmw cogat . i df . il /1280- B ock 1
. . Uhaut hori zed URL Access to
66. 249. 75. 18 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai n/ smal i nd showbi g. aspx B ock 1
. . . Uhaut hori zed URL Access to
106. 38. 241. 149 |Chi na 147.237.77. 216 [dover. i df . il i df i 1] 1283- 13077- en/ dover a93f 956cb7909649 Bl ock 1
66. 102. 8. 243 Lhited Sates 147.237.77.216|dover.idf .il D stributed Whaut hori zed URL Access on v i df.il/error. htm B ock 1
144.76. 93. 46 Ger many 147.237.77.216|dover.idf .l Uhaut hori zed LRL Access to wwwuidf.il/atal 1/izkor/ nai n. asp B ock 1
66. 249. 75. 44 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
46.119.127. 129 [Wkraine 147.237.77. 176 |mat pash. i df . i | |Unaut hori zed URL Access to waw cogat.idf.il/xmrpc. php Bl ock 1
107.200.54.76 |Uited Sates 147.237.77.216|dover.idf .l Ostributed PHP At tenpt B ock 1
. . Uhaut hori zed URL Access to
66.249. 66. 121  |Israel 147.237.76.42 |refuah.idf.il 147, 237. 76, 42/ shar ed/ cl i ent scri pts/ sa_swf obj ect .| s B ock 1
198.58.103.28 |uited Sates 147.237.77.216|dover.idf . il Lhaut hori zed URL Access to waw i df.il/1294- he/ wan i df . i | B ock
68.180.231.43 [lnited Sates 147.237.77.216|dover.idf.il Paranet er Type M ol ati on PageNumin vww i df . i|/1379- he/ dover. aspx B ock 1
65.158.81.132 |lnited Sates  |147.237.77.216|dover.idf.il |Jb 1S Above Root Drectory B ock 1

vy i df.il/../shared/clientscripts/jquery/jquery-1.4.2.mn.js
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