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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

Site

Signature

Device Action

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 7891
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 1778
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1384
80. 82. 78. 38 Net her | ands 147.237.76. 86 navy.idf.il bl ock-sp-traf 1 f orward 2
80. 82. 78. 38 Net her | ands 147.237.76. 31 nakchal .i df . il bl ock-sp-traf 1 forward 2
1. 64.55. 248 Hong Kong 147.237. 76. 147 chinuch.aka.idf.il |B ock Udp All Nets drop 1
94.102. 52. 10 Net her | ands 147.237. 76. 42 refuah.idf.il B ock Np Al _Net drop 1
31.148.219. 11 Net her | ands 147.237.76. 200 eitan. aka.idf.il B ock_Up Al _Nets drop 1
94.102. 52. 10 Net her | ands 147.237.76. 177 ncore.idf.il Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
41.33.231. 90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 2
L SERVER APACHE Apache nod_ssl non- SSL connection to SSL port
106. 186. 113. 132(147. 237. 76. 42 |Japan refuah.idf.il ) . - 2
deni al of service attenpt
66.102. 6. 131 147.237.77.216|nited Sates |dover.idf.il ET SCAN NVAP -sA (2) 2
93. 180. 66. 29 147.237.0.19  |Net herl ands nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
_ o ET SCAN Behavi oral Uhusual |y fast i nbound Tel net Gonnecti ons,
80. 242. 215. 82 147.237. 8. 28 Kazakst an e.nobil e-ks.idf.il ) 1
Potential Scan or Brute Force
74.118.239.21 |147.237.76.42 |Wited Sates [refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
115. 28. 247. 220 |147.237. 77. 226 |Chi na ww chanat z. aka. i df.i | |ET SCAN NMVAP -sS w ndow 1024 1
93. 180. 66. 29 147.237.77.176 |Netherl ands ~ |matpash.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
93. 180. 66. 29 147.237.77.121|Netherlands  |e. navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
i L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
88. 250. 53. 77 147.237.76. 30 |Turkey hi nush. i df . il . 1
Potential Scan or Brute Force
74.118.239.21 [147.237.76.42 |Wited Sates |refuah.idf.il ET SCAN NMAP -sS wi ndow 4096 1
40.84.148.3 147.237.77.235|thited Sates |[sviva.idf.il ET SCAN NVAP -sS w ndow 4096 1
107. 158. 255. 194|147. 237. 77. 19 [lhited Sates |lawforumidf.il ET SCAN NVAP -sS w ndow 1024 1
93. 180. 66. 29 147. 237. 77. 243 |Net her | ands nobi | e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
93. 180. 66. 29 147.237. 77. 176 |Net her | ands nat pash. i df . i | ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2982
Sreanming Engine: TGP Invalid i i ssi
84.95.208.20  |Israel 147. 237. 76. 200 |ei tan. aka.i of . il 9 =9 Invalid segnent retransmssion. |, 222
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
66.249.69.93  |lnited Sates |147.237.72. 166 |aka i df.il g =g Invalid segnent retransmssion. | o 42
Ret r ansmi ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
66.249.64.70  |lnited Sates |147. 237.76. 200 [eitan. aka i df .i| 9 =9 Invalid segnent retransmssion. |, 18
Ret r ansni ssi on Packet dropped.
207.241.229. 102|Wited Sates |147.237.72.166 |aka.idf.il dr op SAMrule drop 18
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf .i | drop SAMrule drop 17
208. 115.113.89 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 16
Sreaning Engine: TQP Invalid i i ssi
66.249.66.39  |Wnited Sates |147.237.77.234 |halag.idf.il g =g Invalid segnent retransmssion. | o 9
Ret r ansmi ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
66.249.66.42  |United Sates |147.237.77. 234 |halag.idf i1 9 =9 Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dropped.
109. 67. 5. 146 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout |reject 6
52.39.44. 114 Lhited Sates |147.237.77.233|atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
173.54.216.211 |Whited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop
Sreaning Engine: TQP Invalid i i ssi
2.53. 58, 234 I'sr ael 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. | o 3
Ret r ansmi ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
178. 255. 215. 87 |France 147.237.72. 166 |aka i f .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
212.179. 90. 106 |[lsrael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 3
Sreaning Engine: TCP Invalid i i ssi
66.249.83.144 |Uited Sates [147.237.72. 166 |aka i of i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
185.3.147.179 |Israel 147. 237. 72. 166 |aka i of . i | 9 =9 Invalid segnent retransmssion. . 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
46.19.86.153  |israel 147. 237.77. 243 |mwbi l e, i f . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
reamn ine: TCP Invali i i ssi
185. 120. 126. 110|i srael 147.237.72. 166 |aka. i df .| Streamng Engi ne: TCP Inval i dinvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i sSi
79.183. 137. 107 |Israel 147. 237. 72. 167 |i shuri maka. i df . i | 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
128.232. 110, 28 | t&d 147.237. 77. 178 |e. nat pash. i df . i | Geo- | ocati on enf or cenment Geo-l ocati on i nbound drop 2
Ki ngdom enf or cenent
141.8.132.78  |RSSIan 147. 237. 77. 216 |dover.i df .i | drop First packet isnt SWN drop 2
e ) Federati on i i i ) )
84. 95. 208. 20 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2
185. 3. 144. 70 I srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Invalid AGK nunber moni tor |2
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
207.38.150.40 |lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 2
Lhi ted s . Geo- | ocati on i nbound
128. 232.110. 28 Ki ngdom 147.237. 76. 198 |e. yohal an.i df .i | Geo-| ocati on enf or cenent enf or cenent drop 2
106. 120. 34. 181 |China 147.237.77. 216 |dover.idf .i | drop First packet isn't SN drop 2
207.46.13.166 |lWited Sates |[147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Tineout |reject 1
141.212. 122. 221 |wited sates  [147.237. 76. 202 |e. hal ag. i of .i Geo- | ocati on enf or cenment ifo'r Sgi:ﬂo” | nbound drop 1
106. 120. 34. 181 [Chi na 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber moni tor |1
188.138.9. 41 Ger many 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |reject 1
80.82.78.38 Netherlands  |147.237.8.27 |e.madimatal.idf.il  |[Geo-1ocation enfor cement Geo-l ocati on i nbound drop 1
enf or cenent
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
119.81.253.242 [Hong Kong  |147.237.76. 198 [e.yohal an.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1
128. 232. 110. 28 E?';;gom 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST alert 1
216.218. 206. 120|thited Sates |147.237.0.17 ;"I”Iy kosher-kravi . 1d |qu\ At t ack SYN -> SYN-ACK -> RST rej ect 1
106. 120. 34. 181 |Cni na 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |reject 1
80. 82. 78. 38 Netherlands  |147.237.8.50 |e.tikshuv.idf.il Geo-1 ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
169. 229. 3.91 Lhited Sates [147.237.0.34 |tikshuv.idf.il dr op SAMrule drop 1
66. 249. 64. 233 |Israel 147.237.77. 216 |dover.idf .i | drop First packet isn't SN drop 1
141.212.122. 212|Wited Sates |147. 237. 77. 226 ‘I’W“Cha"atz'aka' Tdf-T lSyN At ack SYN -> SYN-ACK -> RST rej ect 1
128. 232. 110. 28 E?'r:gegom 147.237.0.15  |kosher-kravi .idf.il SYN Att ack SYN -> SYN-ACK -> RST aert 1
208.115.111. 73 |lWited Sates |[147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
84. 95. 208. 20 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
74.82.47.58 Lhited Sates |147.237.77.243|nobile.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
84. 95. 208. 20 | srael 147.237.77.216|dover. i df . il Mil tipl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock 100
84. 95. 208. 20 I srael 147.237.76.200|ei tan. aka. i df . i | Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock 84
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 8
84. 95. 208. 20 | srael 147.237.77.233|atal .idf.il PHP At t enpt B ock 6
66. 102. 6. 191 Lhited Sates [147.237.77.216|dover.idf .il Ostributed Whaut hori zed URL Access on ww i df.il/error. htm B ock 3
17.138. 55. 96 Lhited Sates |147.237.77.216|dover.idf .il Unaut hori zed URL Access to wwidf.il/894-he B ock 2
66.249.78.159 |[lIsrael 147.237.77.216|dover. i df . il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 2
131.253.25.226 |lhited Sates |[147.237.77.216|dover.idf.il Ostributed Whaut hori zed URL Access on ww i df.il/error. htm B ock 2
84. 95. 208. 20 I srael 147.237.77.216|dover.idf . il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 2
17.138. 55. 96 Lhited Sates [147.237.77.216|dover.idf . il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 2
Uhaut hori zed URL Access to
157.55.39.203 |thited Sates |147.237.77.170|n@arachot.idf.il maar achot . i df . i |/ pdf/files/5/ 109335, pdf bWz Yz T- »Vz s Te»] B ock 1
»YE Y [TE»
76.218.105.109 |wited Sates |[147.237. 72. 166 |aka. i df . i | thaut hori zed Method PCST for B ock 1

wwy aka. i df . i |/ nai n/ sachar/ newsar chi ve. aspx
S Whtraceabl e Gonnection - Protocol violation

106. 186. 113. 132|Japan 147.237.76.42 |refuah.idf.il (SSL_OONN QLI ENT FELLO) None 1
84. 95. 208. 20 I srael 147.237.77.216|dover.idf .l Dstributed PHP At tenpt B ock 1
173.252.90.119 |lhited Sates |[147.237.77.216|dover.idf.il Unhaut hori zed URL Access to waw i df.il/navy/ B ock 1
. . Unaut hori zed URL Access to
80. 82. 78. 38 Net her | ands 147.237.76.31 [nakchal .idf.il v bai du. cond cache/ gl obal /i n/ gs. gi f Bl ock 1
66. 102. 6. 188 Lhited Sates |147.237.77.216|dover.idf.il D stributed Lhauthori zed UR. Access on ww i df.il/error.htm B ock 1
. . Unaut hori zed Met hod CPTIONS for
69.157.9. 202 CGanada 147.237.72. 166 aka. i df . | ww aka. i df . i |/ mai n/ gi yus/ aut hent i cat i onser vi ce. asnx/ get aut huser B ock !
207.46.13.118 |lnited Sates |[147.237.77.216|dover.idf.il D stributed Lhaut hori zed UR. Access on ww i df.il/error.htm B ock
93. 61. 127. 89 Italy 147.237.77. 170 |naar achot . i df . i | D stributed PHP A tenpt B ock
. . Unaut hori zed URL Access to
80.82.78.38 Nt her | ands 147.237.76.86 |[navy.idf.il v bai du. cond cache/ gl obal /i n/ gs. gi f Bl ock 1
141.8.132.78 R‘SS::I”i o 147.237.77. 216 |dover. i df . i | Mil tipl e Unaut hori zed URL Access from 141. 8. 132, 78 B ock 1
73.236.1.25 Lhited Sates [147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on v i df .il/navy/ B ock 1
] . . . Paraneter Type Molation catld in
207.46.13.148 |lWited Sates [147.237.0.34 |[tikshuv.idf.il vowy ti kshuv. i of i 1/si tel general . aspx Bl ock 1
93.61.127. 89 Italy 147.237.77. 170 |maar achot . i df . i | Lhaut hori zed URL Access to maarachot . idf.il/wp-1ogin. php B ock 1
66.249.73.138 |[Israel 147.237.72. 156 |aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/list7.htm B ock 1
141.8.132.78 R‘SS::I”i o 147. 237.77. 216 |dover . i df . i | Unaut hor i zed URL Access to waw i df . il/1283-11179- B ock 1
84. 95. 208. 20 I srael 147.237.77. 216 |dover . i df . i | PHP At t enpt B ock 1
74.82.47.2 Uhited Sates [147.237.77.243|mobi l e.idf .il Unaut hori zed URL Access to 147.237.77.243/ B ock 1
. m ny- kosher - kravi . i _
216. 218. 206. 68 |Whited Sates 147.237.0. 17 df il Unaut hori zed URL Access to 147.237.0. 17/ B ock 1
. - Mil tiple Untraceabl e SSL Sessi ons from 106. 186. 113. 132 (Prot ocol
106. 186. 113. 132|Japan 147.237.76.42 |refuah.idf.il viol ation (SSL GOV QLI ENT HELLO) None 1
. . . Unknown Par anet er Sear chText in
84.95.208.20  [Israel 147.237.76. 200 (ei tan. aka. i df . i | vowy ei tan. aka. | df . i 1/ 938- he i t an. aspx None 1
66.249. 73.147  |Israel 147.237.72. 156 |aman. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/robots. txt B ock 1
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