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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 11470
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 1250
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- PCST- Segnent ed- DoS dest - reset 401
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 2

109. 186. 49. 99 | srael 147.237.77. 216 dover.idf.il network flood | Pv4 TCP- FI N ACK drop 1
212.199. 182. 150 | srael 147.237.77. 216 dover.idf.il network flood | Pv4 TCP- FI N ACK drop 1

85. 65. 88. 210 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il network flood | Pv4 TCP- FI N ACK drop 1

89. 248. 160. 138 Net her | ands 147.237.76. 198 e.yohalan.idf.il|Block Np Al Net drop 1

69. 30. 226. 222 Lhited Sates 147.237.77. 205 prisha.idf.il bl ock-sp-trafl drop 1
94.102. 52. 10 Net her | ands 147.237.76. 42 refuah.idf.il B ock Np Al Net drop 1
185.94. 111. 1 Russi an Federation 147.237.76. 199 e. nakchal .idf.il|B ock Wdp All Nets drop 1

84. 95. 208. 20 | srael 147.237.77. 216 dover.idf.il network flood | Pv4 TCP- FI N ACK drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
80.246.130. 47  |147.237. 77. 233l srael atal .idf.il ET D5 Large amount of TCP ZeroWndow - Possible Niller2 8
DDos attack
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 2
107. 158. 255. 194|147. 237. 77. 170 |Lhited Sates |mmarachot.idf.il ET SCAN NMAP -sS w ndow 4096 1
107. 158. 255, 194|147. 237. 77. 170 [Lhited Sates |nmarachot.idf.il ET SCAN NVAP -f -sS 1
93. 180. 66. 29 147. 237. 77. 170 |Net her | ands naar achot . i df . i | ET SCAN NMAP -sS wi ndow 1024 1
93. 180. 66. 29 147.237.77.19 |Netherl ands lawforumidf.il ET SCAN Potential WNC Scan 5900- 5920 1
185. 130. 5. 99 147. 237. 76. 200 |Li t huani a eitan aka.idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 158 [147. 237. 76. 202 |Wrai ne e halag.idf.il ET SCAN NMAP -sS w ndow 4096 1
185. 130. 5. 99 147. 237. 76. 197 |Li thuani a e himush.idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 158 [147. 237. 76. 202 |krai ne e halag.idf.il ET SCAN NVAP -f -sS 1
185. 130. 5. 99 147.237.76. 30 |Li thuani a hi nush. i df . il ET SCAN Potential SSH Scan 1
80. 82.78. 38 147. 237. 77. 212 |Net her | ands e.dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
185. 130. 5. 99 147.237.0.16 |Lithuania ny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
65.181.123. 161 [147.237.77.205|Whited Sates |prisha.idf.il ET SCAN NMAP -sS w ndow 1024 1
159. 122. 220. 135(147. 237.76.30 |Lhited Sates |hinush.idf.il ET SCAN NVAP -sS wi ndow 1024 1
107. 158. 255. 194|147. 237. 77. 170 |Lhited Sates |maarachot.idf.il ET SCAN NVAP -sS w ndow 2048 1
106. 120. 173. 154|147. 237. 72. 166 |Chi na aka. idf.il SER\/ER-APAO—E.Apache mod_ssl non-SSL connection to SSL port 1
deni al of service attenpt
93. 180. 66. 29 147.237.77. 121 |Net her | ands e navy.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
185. 130. 5. 99 147. 237. 77. 243 |Li thuani a nobi | e.idf.il ET SCAN Potential SSH Scan 1
93. 180. 66. 29 147. 237. 76. 199 [Net her | ands e.nakchal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
185. 130. 5. 99 147. 237. 76. 199 |Li t huani a e. nakchal .idf il ET SCAN Potential SSH Scan 1
91. 201. 236. 158 [147. 237. 76. 202 |krai ne e halag.idf.il ET SCAN NVAP -sS w ndow 2048 1
185. 130. 5. 99 147.237.76. 39 |Li thuani a nobi le.neitav.idf.il [ET SCAN Potential SSH Scan 1
185. 130. 5. 99 147.237.0. 200 |Lithuania . i df i | ET SCAN Potential SSH Scan 1
80. 82. 78. 38 147. 237. 72. 156 |Net her | ands aman. i df . il ET SCAN NVAP -sS w ndow 1024 1
185. 130. 5. 99 147.237.0.15 |Lithuania kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
65.181.123. 161 |[147.237.77.176|lnited Sates |natpash.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
167.114. 156. 16 |Canada 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5336
Sreamng Engine: TCP Invalid i i ssi
84.95.208.20  |Israel 147. 237. 76. 200 |ei tan. aka.i of . i g =g Invalid segnent retransmssion. -y 63
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
217.132.24.97 |israel 147. 237.76. 200 |ei tan. aka. i of . 9 =g nvalid segnent retransmssi on. drop 63
Ret r ansmi ssi on Packet dr opped.
Sreamng Engine: TP Invalid i i ssi
200. 106. 40. 132 |Peru 147. 237. 76. 200 |ei tan. aka. i df .| g =g nval i d segnent retransmssi on. drop 54
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
84.95.208.20  |israel 147. 237. 72. 166 |aka. i f . i 9 =g Inval i d segnent retransmssi on. drop 33
Ret r ansmi ssi on Packet dr opped.
Sreamng Engine: TP Invalid i i ssi
66.249.69.93  |lnited Sates |147.237.72. 166 |aka i df il g =g Invalid segnent retransmssion. -y 24
Ret r ansmi ssi on Packet dr opped.
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 19
207.241.229. 102|Whited States  |147.237.72. 166 |aka.idf .i | drop SAMrule drop 18
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
Sreaning Engine: TQP Invalid i i SSi
37.26.148.238 | srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 9
Ret r ansmi ssi on Packet dr opped.
157.55.39.151 |Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 8
99.126.25.81  [lhited Sates  |147.237.77.216|dover.icf.il  |Bad TCP sequence SIHAK retransmt with different | oo g
w ndow scal e
212.143.142.56 |Israel 147.237.77. 216 |dover.idf il drop First packet isn't SW drop 7
139. 162. 216. 112|Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
Sreaning Engine: TCP Invalid i i SSi
66.249. 78.5 Wited Sates  |147.237.0.19 |nadimatal.idf.i 9 =g nvalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dr opped.
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
65. 92. 15. 153 Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
Sreaning Engine: TQP Invalid i i SSi
46.227.67.169 |Sweden 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
87.70.68.125  |Israel 147.237.72. 166 |aka. i df . g =g nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
84.95.208.20 | srael 147.237.0.34  |tikshuv.idf.il 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
66. 249. 93.249  |Europe 147.237.72. 166 |aka. i df . g =g vl i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
99. 126. 25. 81 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout aert 4
99. 126. 25. 81 Wited Sates  [147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 4
Sreaning Engine: TQP Invalid i i SSi
5. 29, 67. 166 I'srael 147. 237.77. 243 |nobi l e.i df .i1 9 =g Inval i d segnent retransmssi on. drop 4
Ret r ansmi ssi on Packet dr opped.
118. 173. 129. 184|Thai | and 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 3
85. 130. 251. 101 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
Russi an D Streaming Engine: TCP Invalid Invalid segnent retransnssion.
178. 154. 189. 201 Federat i on 147.237.72.166 |aka.idf .il Ret 1 ansni Ssi on Packet dr opped. drop 3
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
80. 246. 130. 47 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACGK nunber noni t or 3
Sreamng Engine: TP Invalid i i ssi
66.249.93. 184  |Eur ope 147. 237.72. 166 |aka i f .11 g =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
66.249.66.39  |Wnited Sates  |147.237.77.234|hal ag.idf.il g =g nvalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dr opped.
C e SYNretransnmit wth different .
194. 28.115. 230 [Net her| ands 147.237.77. 216 |dover.idf .il Bad TCP sequence v ndow scal @ noni t or 3
Sreaning Engine: TCP Invalid i i SSi
109.64.92.41  |israel 147.237.72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dr opped.
68.180.231.43 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2
199.119. 124. 42 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
Sreaning Engine: TQP Invalid i i SSi
208.115.111.72 |Wnited Sates  |147.237.76.86 |navy.idf.il 9 =g Inval i d segnent retransmssi on. drop 2
Ret r ansmi ssi on Packet dr opped.
2.53.59.0 I srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or 2
128.232.110. 28 |United Kingdom|147.237.8.14 |e.orchot.idf.il |Geo-| ocati on enfor cenent Geo-1 ocation i nbound enf orcenent |drop 2
2.53.59.0 I srael 147.237.77. 216 |dover.idf il SYN Att ack SYN -> SYN-ACK -> Ti neout alert 2
128.232.110. 28 |United Kingdom|147.237.76.196|e.sviva.idf.il |Geo-| ocation enfor cenent Geo-1ocation i nbound enf orcenent |drop 2
207.46.13.118 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
193.92.20. 250 |G eece 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
2.53.59.0 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 2
2.53.59.0 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 2
217.132.24.97 |israel 147.237.76. 200 |eitan. aka.idf .i| |[SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 2
91.200. 12. 143  |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 2
2.53.59.0 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
141.212. 122, 223|wnited Sates  [147.237.72. 156 |anan.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
128.232.110. 28 |United Ki ngdom|147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST alert 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
84. 95. 208. 20 | srael 147.237.77.216|dover. i df . il Mil tipl e Unhaut horized URL Access from 84. 95. 208. 20 B ock 118
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock 75
ww. chamat z. aka. i d . )
84. 95. 208. 20 | srael 147.237.77. 226 fFil Mil tiple Wauthorized URL Access from 84. 95. 208. 20 Bl ock 28
84. 95. 208. 20 I srael 147.237.77.216|dover. i df . il PHP At t enpt B ock 12
wwy. chamat z. aka. i d .
84. 95. 208. 20 | srael 147.237.77. 226 £l Dstributed PHP Attenpt Bl ock 10
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Mil tipl e Unaut horized URL Access from 84. 95, 208. 20 Bl ock 8
. . Dstributed Paraneter Type Mol ation on
149. 202. 239. 135|France 147.237.77. 216 |dover . i df . i | v i df i 1/1283- en/ dover . aspx paranet er PageNum Bl ock 6
84. 95. 208. 20 I srael 147.237.76.86 |[navy.idf.il Mil tipl e Unaut hori zed URL Access from 84.95. 208. 20 Bl ock
84. 95. 208. 20 I srael 147.237.76.200|ei tan. aka. i df . il Mil tipl e Uhaut horized URL Access from 84.95. 208. 20 B ock 5
. . Paraneter Type Mol ati on PageNumin
149. 202. 239. 134|France 147.237.77. 216 |dover . i df . i | v i df i 1/ 1283- en/ dover . aspx Bl ock 4
84. 95. 208. 20 I srael 147.237.77.234|hal ag. i df . i | Ml tipl e Unaut horized URL Access from 84.95. 208. 20 B ock 4
157.55.39.151 |uited Sates |[147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on waw idf.il/error. htm B ock 3
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il |Miltiple Wauthorized URL Access from 84.95. 208. 20 B ock 3
84. 95. 208. 20 | srael 147.237.0.34 |tikshuv.idf.il Mil tipl e Unhaut horized URL Access from 84. 95. 208. 20 B ock 3
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Dstributed PHP Attenpt B ock 3
84. 95. 208. 20 I srael 147.237.77. 176 |mat pash. i df . i | Mil tipl e Unaut hori zed URL Access from 84.95. 208. 20 Bl ock 2
66. 249. 64. 233 |l srael 147.237.77.216|dover.i df . il Distributed Uhaut hori zed URL Access on waw i df.il/error. htm B ock 2
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il [Dstributed PHP Attenpt B ock 1
207. 46. 13. 62 Uited Sates |147.237.77.233|atal .idf.il Abnormal |y Long Request URL B ock 1
149. 78. 37. 96 Lhited Sates |[147.237.76.86 [navy.idf.il Uhaut hori zed URL Access to waw navy. idf.il/xmrpc. php Bl ock 1
54.210.18.124 |thited Sates [147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ robots. t xt B ock 1
. . . Paraneter Type M ol ati on PageNumin
68.180.231.43 [Wited Sates |[147.237.77.216|dover.idf.il v i df i 1/1133- he/ dover . aspx B ock 1
84. 95. 208. 20 I srael 147.237.77.234|hal ag. i df . i | Dstributed PHP Attenpt Bl ock
84. 95. 208. 20 I srael 147.237.77. 176 [mat pash. i df . i | PHP At t enpt Bl ock 1
. . . Unaut hori zed Met hod PCST for
217.132.24.97 |Israel 147.237.76.200(ei tan. aka.idf.il v ei tan. aka, i df i |/ 1093-he/ ei t an. aspx None 1
84. 95. 208. 20 | sr ael 147.237.76.86 |[navy.idf.il Distributed PHP Attenpt B ock 1
. . . Paraneter Type M ol ati on PageNumin
68.180.231.43 [Wited Sates [147.237.77.216|dover.idf.il v i df i 1/ 1398- en/ dover . aspx B ock 1
-kosher-kravi.idf.i i
157.55.39.223 |Wited Sates [147.237.0.16 | Wnauit hori zed LRL Access to B ock 1
| vy ny- kosher -kravi . idf.il/robots. txt
. . . Lhknown Par anet er SearchText in
217.132.24.97 |Israel 147.237.76.200|ei tan. aka. i df.il Wi ei tan. aka. i o . i 1/ 938- hel i tan. aspx None 1
84. 95. 208. 20 I srael 147.237.0.34 |tikshuv.idf.il Dstributed PHP Attenpt B ock 1
. . Uhaut hori zed URL Access to
149. 202. 239. 134|France 147.237.77.216|dover. i df . il v i df i |/t enpl at es/ shar ed/ user cont r ol s/ header upper/ B ock 1
. . Uhaut hori zed URL Access to
66. 249. 69. 34 I srael 147.237.72.166|aka. i df . i | v aka, i df . i |/ i 1/ i yus/ | ogi n. aspx2modul et ogot 0=0 B ock 1
www. chamat z. aka. i d |uaut hori zed URL Access to
84. 95. 208. 20 I srael 147.237.77. 226 foil wwv chamat z. aka. i df . i |/t enpl at es/ honepage/ di v. i tem Bl ock 1
Czech . . . . .
77.75.77.32 Repub i ¢ 147.237.77.216|dover.idf .il Uhaut hori zed URL Access to www i df . il/ page/ 35/ B ock 1
194. 28. 115. 230 |Net herl ands 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77.74/ B ock 1
. . . S3. Lhtraceabl e Gnnection - Protocol violation
106. 120. 173. 154|Chi na 147.237.72. 166 [aka. i df . i | (SSL CONN LI ENT HELLO) None 1
. . Uhaut hori zed URL Access to
5. 29. 140. 229 I srael 147.237.72. 166 |aka. i df . i | wws aka i of i |/ @i 1V scr i pt s/ css3pi e, htc B ock 1
. . Uhaut hori zed URL Access to
66. 249. 75. 18 I srael 147.237.72. 166 [aka. i df . i | 147, 237. 72. 166/ rmi n/ smal i nd showbi g. aspx B ock 1
83.130.106. 45 |Israel 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to wawidf.il/https: /wwidf.il/ B ock 1
194. 28. 115. 230 |Net herl ands 147.237.77.216|dover. i df .il Unhaut hori zed URL Access to 147.237.77. 216/ B ock 1
149. 78. 37. 96 Lhited Sates |[147.237.76.86 [navy.idf.il Dstributed PHP Attenpt Bl ock 1
54.210.18.124 |[thited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt B ock 1
. . Uhaut hori zed URL Access to
84. 95. 208. 20 I srael 147.237.77.216|dover . i df . i vaw i df i 1/t enpl at es/ honepage/ pi vi k. php Bl ock 1
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | Dstributed PHP Attenpt B ock 1
. . D stributed Unaut hori zed URL Access on
149. 202. 239. 135|France 147.237.77.216|dover. i df . il v df i |/t enpl at es/ shar ed/ user cont rol s/ header upper/ B ock 1
66.249.78. 159 |l srael 147.237.77.216|dover. i df . il Unaut hori zed URL Access to waw i df.il/tenpl ates/articl e/ watch B ock 1
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