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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - reset 13121
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 2558
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 336
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- M SG- Sl owl ori s- DC5- Var 1 dest - r eset 7
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 3
173. 208. 197. 250 Lhited Sates 147.237. 76. 30 hi nush. i df .i | bl ock-sp-traf 1 forward 2
74.91. 23. 109 Lhited Sates 147.237.76. 31 nakchal .idf.il bl ock-sp-traf 1 forward 2

69. 30. 226. 98 Lhited Sates 147.237.76. 86 navy.idf.il bl ock-sp-traf 1 forward 2

69. 30. 226. 99 Lhited Sates 147.237. 76. 42 refuah.idf.il bl ock-sp-traf 1 forward 2
74.91.17.182 Lhited Sates 147.237.77. 74 lawidf.il bl ock-sp-traf 1 drop 1

69. 30. 202. 227 Lhited Sates 147.237.77. 74 lawidf.il bl ock-sp-traf 1 drop 1

69. 30. 226. 220 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |bl ock-sp-trafl forward 1
173. 208. 197. 252 Lhited Sates 147.237.72. 167 i shurimaka.idf.il bl ock-sp-traf 1 drop 1

69. 30. 226. 221 Lhited Sates 147.237.77. 170 naar achot . i df .i | bl ock-sp-traf 1 drop 1

69. 30. 198. 146 Lhited Sates 147.237.77. 170 naar achot . i df . il bl ock-sp-traf 1 drop 1

89. 248. 160. 138 Net her | ands 147.237.76. 38 e.eneitav.idf.il Block Np All Net drop 1

69. 30. 226. 221 Lhited Sates 147.237.77. 235 svivaidf.il bl ock-sp-traf 1 drop 1

69. 30. 202. 226 Lhited Sates 147.237.72. 156 anan.idf.il bl ock-sp-traf 1 drop 1

89. 248. 160. 138 Net her | ands 147.237.76. 176 test.ncore.idf.il Block Np Al _Net drop 1

69. 30. 226. 102 Lhited Sates 147.237.77.19 |l awforumidf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
217.78.54.61  |147.237.77.176 chis;ii;ijan Territory, | atpash.ich.il  |ET SCAN NVAP -SA (2) 2
113.57.128. 212 |147.237. 77. 233 |Chi na atal.idf.il ET SCAN Potential SSH Scan 1
113. 57. 128. 212 |147.237. 77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
112. 196. 49. 101 [147. 237. 76. 147 |Indi a chinuch. aka.idf.il[ET SCAN NVAP -sS wi ndow 4096 1
107. 158. 255. 194|147. 237. 77. 243 |Lhited Sates nobi | e.idf.il ET SCAN NVAP -sS w ndow 4096 1
93. 180. 66. 29 147.237.8.28 [Netherl ands e.mobi | e-ks.idf.il|ET SCAN Pot ential VNC Scan 5800- 5820 1
67. 130. 39. 67 147.237.0.33 |lhited Sates idf.il ET SCAN NVAP -sS wi ndow 3072 1
146. 0. 79. 176 147. 237. 76. 196 |Net her | ands esvivaidf.il ET SCAN Potential SSH Scan 1
113. 57. 128. 212 |147.237. 77. 227 |Chi na e. hanaz. i df .il ET SCAN Potential SSH Scan 1
113.57.128. 212 |147.237.77. 179 |Chi na e.nazi.idf.il ET SCAN Potential SSH Scan 1
112.196. 49. 101 |147.237.76. 147 |India chinuch. aka.idf.il |[ET SCAN NVAP -sS wi ndow 3072 1
107. 158. 255. 194|147. 237. 77. 243 [Lhited Sates nobi | e. i df il ET SCAN NMAP -sS wi ndow 1024 1
93. 180. 66. 29 147.237.8.27 [Netherl ands e.nadimatal .idf.i|[ET SCAN NVAP -sS wi ndow 1024 1
220.231. 195. 122(147. 237.8.46 |China e.chinuch.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
65.181.123. 161 |147.237.77.178|lhited Sates emtpash.idf.il |ET SCAN NVAP -sS w ndow 1024 1
200. 163. 107. 93 |147 237, 0.33  |mazi| il ET SCAN Behavi oral Lhusual | y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
159. 122. 220. 135|147. 237. 72. 14 |Uhited Sates dover.idf.il(old) |ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3392
Sreaning Engine: TGP Invalid ' i ssi
217.132.24.97 |israel 147. 237. 76. 200 |6 tan. aka i of . i 9 =9 Invalid segnent retransmssion. | 369
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
79.179.187.45 |israel 147.237.76. 200 |ei tan. aka. i of .| g =g Invalid segnent retransmssion. | 201
Ret r ansmi ssi on Packet dropped.
141. 0. 14. 217 Eur ope 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 51
130. 185. 155. 74 |Sweden 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 51
Sreanming Engine: TCP Invalid i i SSi
66.249.69.93  |Uited Sates |147.237.72. 166 |akaiof il 9 =g Invalid segnent retransmssion. |, 36
Ret r ansni ssi on Packet dropped.
207.241.229.102|Wited Sates |147.237. 72. 166 |aka.i of il dr op SAMrule drop 19
52.29.223. 39 Ger many 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SN drop 12
87.69.255.212 |Israel 147. 237. 72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 10
46. 165. 223. 217 |Ger nany 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
Sreaning Engine: TQP Invalid i i ssi
84.95.208.20 | srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. | 6
Ret r ansm ssi on Packet dropped.
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
128.177.161. 184|lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 6
207.46.13.118 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
109. 66. 30. 144  |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
91.200. 12. 143  |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 3
reamn ine: TCP Invali i i ssi
79.181. 212. 170 |Israel 147.237.72. 166 |aka.i df . i Streamng Engi ne: TCP alid imvalid segnent retransnissi on drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66.249.93. 245  |Europe 147.237.72. 166 |aka.i df .l 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
46.19.86.114  |Israel 147, 237. 77. 243 |nobi | e. i of . i | Streamng Engi ne: TCP I nval i d invalid segnent retransnissi on drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
84.95.208.20  |israel 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
174. 48.237.121 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
Sreaning Engine: TGP Invalid ' i ssi
5. 28. 175. 45 I srael 147. 237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
84.95.208.20  |Israel 147. 237. 76. 200 |ei tan. aka. i of . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
Sreaming Engine: TGP Invalid i i ssi
176.13.8.140  [israel 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dropped.
118.173. 129. 184|Thai | and 147.237.72. 166 |aka.idf.il dr op Frst packet isn't SN drop 3
Sreamng Engine: TCP Invalid i i ssi
46.19. 85. 49 I'srael 147.237.72. 166 |aka.i df .l 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
84.95.208.20 | srael 147.237.0.34  |tikshuv.idf.il Streaming Engi ne: TCP Invalid |invalid segnent retransmission. 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66.249.69. 175 |Lhited Sates |147.237.72. 166 |aka.idf.il 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
5.29.162. 98 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
209. 122.193. 207 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 2
212.199. 182. 150! srael 147.237.77. 216 |dover.i df i | drop First packet isn't SWN drop 2
188. 120. 154. 229|I srael 147.237. 72. 167 |i shuri maka. i of . i | Bad TCP sequence Inval i d ACK nunber nonitor |2
5.102. 242. 66 I srael 147.237.72. 156 |anan.i df .il Bad TCP sequence Invalid ACK nunber nonitor |2
68.180.231.43 |lhited Sates [147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 2
157.55. 39. 41 Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop 2
Lhi ted ; R . Geo- | ocati on i nbound
128. 232. 110. 28 Ki ngdom 147.237.8.28 |e.nobile-ks.idf.il Geo- | ocati on enf or cenent enf or cenent drop 2
217.132.24.97 |israel 147. 237. 76. 200 |ei tan. aka.i df .i | SYN At tack SYN -> SYN-ACK -> Tineout |[reject 2
Russi an S -
37.9.122. 203 eration 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
Sreaning Engine: TQP Invalid i i SSi
157.55.39.120 |Wited Sates |147.237.72. 166 |aka.idf.il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
Lhi ted s . Geo- | ocati on i nbound
128.232.110.28 | . ngdom 147.237.72. 217 |e.idf il Geo- | ocati on enf or cenent enf or cenent drop 2
37.26.146.150 |Israel 147.237.72. 156 |anan.idf .il Bad TCP sequence Invali d sequence nunier noni tor |2
91.200.12. 143  |kraine 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2
157.55.39.151 |lhited Sates 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 2
46.19.85.104  |Israel 147.237.77. 226 "‘:"‘IW chanatz. aka. 1df ey At t ack SYN -> SYN-ACK -> RST rej ect 1
109. 163.234.8 |Romani a 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
185.3.147.232 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |1
169.229.3.91  |[Wnited Sates |147.237.76.44 |erefuah.idf.il Geo- | ocati on enf or cenent gﬁ?;):ggi;'mo”  nbound drop 1
79.176.113.168 |Israel 147.237.0.34  |tikshuv.idf.il Bad TCP sequence SYNFACK retransmt with moni tor |1

different wndow scal e
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|Top Attackers In V\AF|

At acker

Devi ce

country ‘Target Address |Site Sgnature Acti on ‘Count
132.72.214.27 |Israel 147.237.0.19 |nadimatal .idf.il |[Ostributed Suspicious Response Code B ock 11
141.8.132. 78 RFQZ:::I“I o 147.237.77. 216 |dover. i df . i | Ml tipl e Unaut hori zed URL Access from 141. 8. 132. 78 B ock 3
176.13.18. 105 |l srael 147.237.0.19 |nadimatal .idf.il [Dstributed Suspicious Response Code B ock
17.138.55.96 |lLhited Sates 147.237.77.216|dover. i df .i | Mil ti pl e Uhaut horized URL Access from 17.138.55. 96 B ock
. . . Unaut hori zed URL Access to
217.132.24.97 |[Israel 147.237.76.200|ei tan. aka. i df . i | vw i tan. aka. i of i 1/si p storage/files/ 0/ 1850. ] pg Bl ock 2
17.138.55.96 |lited Sates  [147.237.77.216|dover. i df . il Wnauthori zed URL Access to B ock 2
wwy i df . i | / shar ed/ user cont r ol s/ header upper/
199. 30. 24. 160 |Whited Sates 147.237.77. 216 |dover.idf . il D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock 2
37.26.149. 228 |lIsrael 147.237.77.216|dover . i df .i | Ml tipl e Unauthori zed URL Access from 37. 26. 149. 228 B ock 2
176.13.8.140 |[Israel 147.237.0.19 |nadimatal .idf.il |[DOstributed Suspicious Response Code B ock 2
79.179. 100. 247 |I srael 147.237.76.42 |refuah.idf.il Unaut hori zed HTTP Met hod B ock 2
217.132.24.97 |Israel 147.237.76.200|ei tan. aka. i df .i | Mil tipl e Unaut horized URL Access from 217.132. 24. 97 B ock 2
17.138.55.96 |lLhited Sates 147.237.77.216|dover. i df .i | Dstributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 2
84.95.208.20 |lIsrael 147.237.0.15 |kosher-kravi .idf.i||Wauthorized URL Access to wwwu kosher-kravi.idf.il/defaul t.aspx B ock 1
) . . Unaut hori zed URL Access to
68.180.228. 37 |United Sates 147.237.77.234 hal ag. i df . i v | ogi stics.atal .idf.il/tenpl ates/ shared usercontrol s/traj ector/ Bl ock !
141. 8.183. 16 RF;Z:::I“I o 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to ww cogat. i df . i |/901- 9903- B ock 1
74.91.23.109 |lnited Sates 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to ww app- sof t war es. coni B ock 1
41.66.208.88 [Ghana 147.237.77.74 |law i df.il Unhaut hori zed LRL Access to waw | aw i df.il/xnirpc. php B ock 1
198.58.102. 95 |Whited Sates 147.237.77. 216 |dover.idf .i | Uhaut hori zed URL Access to v i df.il/1294-en/wan i df.il/english [Bl ock 1
. . Unaut hori zed URL Access to
84.111.232.5 |Israel 147.237.77.234|hal ag. i df . il 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. gi f B ock 1
68.180. 231. 43 [Lhited Sates 147.237.77. 216 |dover . i df . i | Paraneter Type Mol ati on PageNumin waw i df . il/1380- he/ dover. aspx |B ock 1
. . . Unknown Par anet er SearchText in
217.132.24.97 |[Israel 147.237.76.200(ei tan. aka. i df . i | vowy i tan. aka. i df . i 1/ 938- he i t an. aspx None 1
157.55.39.41 |wnited Sates  [147.237.77.216|dover.i df .i | Uhaut hor i zed URL Access to wan i df . i1/894-en/i df gdover . aspx B ock 1
79.179. 100. 247 |I srael 147.237.76.42 |refuah.idf.il Ml ti pl e Uhaut horized URL Access from 79. 179. 100. 247 B ock 1
46.19.85.130 |[Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
69.30.226.220 |lhited Sates 147.237.0.15 |kosher-kravi .idf.il|Unauthorized URL Access to www 369bs. conl Bl ock 1
mobi le.neitav.idf.i| . o
46. 116. 241.29 |lsrael 147.237.76. 39 | O stributed Suspi ci ous Response Code B ock 1
73.251.79.97 Lhited Sates 147.237.72. 166 |aka. i df . i | PHP Att enpt Bl ock 1
37.26.149. 228 |[lIsrael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to waw idf.il/tenpl ates/articl e/ mobile B ock 1
176.13.8.140 |Israel 147.237.77.243|nobi [ e.i df . i | Dstributed Suspici ous Response Code B ock 1
79. 179. 100. 247 |l srael 147.237.76.42 |refuah.idf.il Lhaut hori zed LRL Access to waw refua atal .idf.il/sip_storage/files/4/ |B ock 1
. . Unaut hori zed URL Access to
66.249.75.18 |[Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx Bl ock 1
. . . Unaut hori zed Met hod PCST for
217.132.24.97 |[Israel 147.237.76.200(ei tan. aka. i df . i | vowy ei tan. aka, i df .i | / 1093 he/ ei t an. aspx None 1
141.8.132.78 RFQZ:::I“I o 147.237.77. 216 |dover . i df . i | Unaut hor i zed URL Access to waw i df .i |/ mazi B ock 1
73.251.79.97 |lnited Sates 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to wwn aka. i df . il/wp-1ogin. php B ock 1
41. 66. 208. 88 Ghana 147.237.77.74 |lawidf.il PHP Att enpt B ock 1
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