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|Top Attackers | n DDoS- Def ence |

Attacker Attacker ‘Target

Signature

Address Country Address

167. 114. 156. 16 Canada 147. 237.77. 216 dover.idf.il Z;]; handshake viol ation, first packet mot |, 6401
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 6027
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 23
81. 218. 65. 210 I srael 147. 237.72. 166 aka.idf.il Block Udp All Nets drop 6
79.178. 0. 203 | srael 147.237. 72. 166 aka.idf.il Bl ock_Ulp Al _Nets drop 3
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP-M SG- Sl owl ori s- DO5- Var 1 dest - r eset 2
69. 30. 226. 101 Lhited Sates 147.237.76. 31 nakchal .idf.il bl ock-sp-traf 1 forward 2
69. 30. 226. 222 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il bl ock-sp-traf 1 forward 2
185.94.111.1 Russi an Federation 147.237.76. 34 yohal an.idf.il Bl ock Udp All Nets drop 1
89. 248. 160. 138 Net her | ands 147.237.76. 177 ncore.idf.il B ock Np Al Net drop 1
69. 197. 185. 18 Lhited Sates 147.237. 72. 156 anan.idf.il bl ock-sp-traf 1 drop 1
204.12. 196. 237 Lhited Sates 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1
107. 150. 46. 34 Lhited Sates 147.237.77. 205 prisha.idf.il bl ock-sp-traf 1 dr op 1
74.91.17.180 Lhited Sates 147.237.77. 205 prisha.idf.il bl ock-sp-traf 1 drop 1
69. 30. 226. 101 Lhited Sates 147.237.77.234 hal ag.i df .il bl ock-sp-traf 1 drop 1
107. 150. 46. 35 Lhited Sates 147.237.77. 233 atal.idf.il bl ock-sp-traf 1 drop 1
74.91. 20. 194 Lhited Sates 147.237.77. 19 lawforumidf.il bl ock-sp-traf 1 drop 1
89. 248. 160. 138 Net her | ands 147.237.76. 31 nakchal .idf.il Block Np Al _Net drop 1
74.91. 23. 110 Lhited Sates 147.237.77. 226 v chanat z. aka. i df . il |bl ock-sp-trafl dr op 1
69. 30. 198. 147 Wited Sates 147.237.0.17 i kosher-kravi. idf. 1t ook-sp-traf 1 forward 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 2
107. 158. 255. 194|147. 237. 76. 202 |Lhited Sates |e.halag.idf.il ET SCAN NVAP -f -sS 1
78.110. 4. 98 147.237.76.42 |Saudi Arabia |[refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
104. 214. 29. 239 |147.237.76.200 |Lhited Sates |eitan.aka.idf.il |ET SCAN Potential SSH Scan 1
78.110. 4. 98 147.237.0.33 [Saudi Arabia  |idf.il ET SCAN Potential VNC Scan 5900- 5920 1
104. 214. 29. 239 |147.237.76.30 |lLhited Sates |hinush.idf.il ET SCAN Potential SSH Scan 1
13.94.239. 168 |147.237.8.27 |whited Sates |e.nadimatal.idf.i|ET SCAN Potential SSH Scan 1
104. 214.29. 239 (147.237.0.19 |Wited Sates [madimatal.idf.il |ET SCAN Potential SSH Scan 1
93. 180. 66. 29 147. 237. 72. 166 |Net her | ands akaidf.il ET SCAN Potential VNC Scan 5900- 5920 1
80. 82.78. 38 147.237. 77. 212 |Net her | ands e. dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
100. 249. 121, 1711147 237 0.35  |Col onbi & akavs. i df il ET SI‘AN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
78.110.4.98 147.237.76.198 |Sudi Aabia |eyohalan.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
115. 29. 197. 215 |147.237.76.31 |Chi na nakchal . i df i ET SCAN NVAP -sS wi ndow 1024 1
78.110.4.98 147.237.76. 148 |Sudi Arabia  |gqcenter.aka.idf.i|ET SCAN Potential VNC Scan 5900- 5920 1
107. 158. 255. 194|147. 237. 76. 202 [Lhited Sates |e.halag.idf.il ET SCAN NMAP -sS wi ndow 2048 1
78.110. 4. 98 147.237.76.86 |Saudi Arabia [navy.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
104. 232. 98. 3 147.237.76. 198 |Lnited Sates |e.yohaanidf.il |ET SCAN NVAP -sS w ndow 4096 1
78.110.4.98 147.237.76.34 |Saudi Arabia  |yohal an.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
104. 214. 29. 239 |147.237.76. 147 |Lhited Sates |chinuch.aka.idf.il |ET SCAN Potential SSH Scan 1
78.110. 4. 98 147.237.0.15 [Saudi Arabia  |kosher-kravi.idf.i|ET SCAN Potential VNC Scan 5900- 5920 1
104. 214. 29. 239 |147.237.0.33 |lhited Sates |idf.il ET SCAN Potential SSH Scan 1
13.94.239. 168 |147.237.8.24 |lhited Sates |elifestyle idf.il |ET SCAN Potential SSH Scan 1
104, 214.29. 239 |147.237.0.15 |nited Sates |kosher-kravi.idf.i|ET SCAN Potential SSH Scan 1
93. 180. 66. 29 147. 237. 72. 156 |Net her | ands aman.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
80. 82. 78. 38 147.237.76.30 |[Netherl ands hi mush. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
117 196.212. 51 |147 237 0.34 lindia Cikshov. i | ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
78.110. 4. 98 147.237.76. 177 [Sudi Arabia  |ncore.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
113. 240. 250. 154(147. 237.8.46  |China e.chinuch.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
78.110. 4. 98 147.237.76. 147 [Sudi Arabia  |chinuch.aka.idf.il |[ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature Action ‘Count
Sreaning Engine: TCP Invalid i i ssi

109. 66. 90. 191 |Israel 147. 237. 72. 167 |i shuri maka. i f . i 9 =g Invalid segnent retransmssion. |, 192
Ret r ansni ssi on Packet dr opped.

207.241. 229. 102|Wnited Sates 147.237.72. 166 |aka.idf . il drop SAMrul e drop 26

188. 120. 148. 207 |l srael 147. 237. 77. 216 [dover.i df .i | Bad TCP sequence Inval id ACK nunber noni t or 22

136. 243.5.203 |Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 20
Sreamng Engine: TCP Invalid i i ssi

66.249.69.93  |lited Sates 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |, 18
Ret r ansni ssi on Packet dr opped.

41. 68. 183.223  |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 17

37.19.121.21 I srael 147.237.72. 156 |aman. i df .i Bad TCP sequence Inval i d AGK nunber moni tor |17

37.19.121.21 I 'srael 147. 237.72. 156 |anan. i df .i | Bad TCP sequence Inval id ACK nunber alert 14
Sreaning Engine: TCP Invalid i i ssi

109.66.90. 191  |Israel 147.237.72. 166 |aka i f .1 9 =g Invalid segnent retransmssion. g, 12
Ret r ansni ssi on Packet dr opped.

162.243.126.57 |Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12

41. 68. 164. 73 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10

41. 68. 139. 58 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
Sreamng Engine: TCP Invalid i i ssi

176.13.4.208  |israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |, ., 9
Ret r ansni ssi on Packet dr opped.

212.199. 182. 150|l srael 147. 237. 77. 216 |dover.i df .i| Bad TCP sequence Invalid ACK nunber noni t or 9

185. 120. 126. 205! srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber nonitor |8

45. 35, 64. 142 Lhited Sates 147. 237.77. 216 |dover. i df . i Bad TCP sequence Inval id ACK nunber noni t or 8

188. 120. 154. 229|lI srael 147.237.72.167 |ishurimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 7

41. 33. 40. 209 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 7

188. 120. 148. 207 |l srael 147.237.77. 176 |mtpash.icf.il  [Bad TCP sequence Inval id ACK nunber noni t or 7

149. 78. 206. 98 |l srael 147.237. 72. 166 |aka. i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 6
Sreaning Engine: TCP Invalid i i ssi

5.22.135.194  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, ., 6
Ret r ansni ssi on Packet dr opped.

94, 159. 148. 223 |l srael 147.237.72. 166 |aka. i df il Bad TCP sequence Inval i d sequence nuniber noni t or 6

54.72.73.168 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6

37.26.148.215 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6

52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6

149.78.206.98 |Israel 147.237.72. 166 |aka. i df . i | Bad TCP sequence Invalid sequence nunber noni t or 6
Sreamng Engine: TCP Invalid i i ssi

176.13.17.87  |israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.

87.69.245.123 |[Israel 147.237. 72. 166 |aka. i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 6
Sreaning Engine: TCP Invalid i i ssi

66.249.66.47  |United Qates 147.237.0.34  |tikshw.idf.il 9 =9 Invalid segnent retransmssion. |, ., 6
Ret r ansni ssi on Packet dropped.

94. 159. 148. 223 |l srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Inval id ACK nunber alert

41. 68. 136. 52 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop

139. 162. 216. 112|Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
Sreaning Engine: TCP Invalid i i ssi

66.249.66. 187 |Wnited Sates 147.237.0.34 |tikshuv.idf.il 9 =g Invalid segnent retransmssion. g ., 6
Ret ransni ssi on Packet dropped.

68.180.231.43 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6

149. 78.206. 98 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber alert 6

94.159. 148. 223 |[lIsrael 147.237. 72. 166 |aka.i df . il Bad TCP sequence Invalid ACK nunber noni t or 6

84.228. 15. 39 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACGK nunber alert 5

185. 120. 126. 205]l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber alert 5

84.228. 15. 39 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5

46. 19. 85. 120 I srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Inval i d AGK nunber alert 5

46. 19. 85. 120 I srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Inval i d ACK nunber monitor |5

212.76.111. 211 |lIsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 4

109. 253. 130. 80 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber monitor |4

87.69.245. 123 [lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber alert 4

212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4

176.13.17.150 |Israel 147.237.72. 156 |aman. i df .i Bad TCP sequence Inval i d ACGK nunber monitor |4

65.156.61.234 [lLited Sates 147. 237.77. 216 |dover. i df . i Bad TCP sequence Inval id ACK nunber noni t or 4

149. 88. 206. 147 |l srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid ACK nunber monitor |4

46.244.65. 130 |A St an Territory)y 4z 537 77, 216 |dover. i df il drop First packet isn't SWN drop 4

Qccupi ed
84.109.126.46 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber nonitor |4
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5.102.212.218 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 179
132.72.214.27 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 86
46.19. 86. 59 I srael 147.237.0.19 |[madimatal .idf.il Dstributed Suspici ous Response Code B ock 18
46. 19. 86. 38 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
46.117.60.238 |Israel 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qode Character in LR B ock 3
31.168.186.51 |[Israel 147.237.0.19 |[madimatal .idf.il Dstributed Suspici ous Response Code B ock 2
139. 129. 130. 253|Chi na 147.237.77.216|dover. i df . i | Dstributed PHP At enpt Bl ock 2
31.210.188.68 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
41. 33. 40. 209 Egypt 147.237.77. 216 |dover.idf . il Dstributed Wnaut hori zed URL Access on waw idf.il/error.htm [B ock 2
207.46.13.80  |[lited Sates  |147.237.72. 166 |aka. i df . i | thauthori zed LR Access to wa aka. Tdf. T1/giyusxe xx— Bl ock 1
58.100.11.222 [China 147.237.77. 216 |dover.idf . il Ml tipl e Unaut hori zed URL Access from 58.100. 11. 222 B ock 1
Russi an . . Paranet er Type M ol ati on PageNumin
93. 90. 33. 99 eration 147.237.77. 176 [mat pash. i df . i | v cogat i df i 1/ 901-en cogat . aspx Bl ock 1
66.249. 66. 114 |l srael 147.237.76.42 |refuah.idf.il Lhaut hori zed UR. Access to wwrefua. atal .idf.il/1206 B ock 1
149. 78. 37. 96 Lhited Sates 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to waw navy. i df.il/xnirpc. php B ock 1
93. 90. 33. 99 RJSIS:;ni on 147.237.77. 216 |dover.idf .il Paraneter Type Mol ation lang in wwyidf.il/1395-en/ dover. aspx [B ock 1
69.30.226.222 |lWited Sates 147.237.76.39 |nobile.neitav.idf.il Unhaut hori zed URL Access to ww 369bs. cond B ock 1
’ . . . Unaut hori zed URL Access to
208.115.113.82 |thited Sates  |147.237.0.34 |tikshuv.idf.il tikshuv. i of i 1/si t el unsel ecat bl e. aspx B ock 1
66.249. 64. 108 |l srael 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to 147.237.77.74/ robots. txt B ock 1
Russi an . . Paraneter Type Molation SortOr in
93. 90. 33. 99 Fedor at i on 147.237.77. 176 [mat pash. i df . i | v cogat | df i 1/ 901- eny cogat . aspx B ock 1
66.249. 66. 123 |l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76.42/robots. txt B ock 1
149.78.37.96  [lhited Sates  [147.237.77.234|hal ag.idf .il PHP Attenpt Bl ock 1
109. 65. 131. 116 | srael 147.237.77. 216 |dover . i df . i | Distributed thaut hori zed LR Access on B ock 1
wwv i df il /https:/vwwidf.il/
77.75.79. 54 Czech Republic |147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df.il/ page/ 29/ B ock 1
. . Unaut hori zed URL Access to
66.249.64.113 |Israel 147.237.77.74 |lawidf.il 147.237. 7774/ si p storagel f11 es/ 2/ 662. pf B ock 1
139. 129. 130. 253|Chi na 147.237.77. 216 |dover. i df .i | Mil tipl e Unhaut hori zed URL Access from 139. 129. 130. 253 B ock 1
40.77.167.73 Lhited Sates 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to wwv aka.idf.il/klali.aspx B ock 1
Russi an . . Parameter Type Molation lang in
93. 90. 33. 99 eration 147.237.77. 176 [mat pash. i df . i | v cogat | df i 1/ 901- eny cogat . aspx Bl ock 1
] - - Unaut hori zed URL Access to
68.180.230.45 |lhited Sates  |147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 8865- he/ r ef uah. aspx Bl ock 1
149.78.37.96  |United Sates  |147.237.77.234 |hal ag.i df .i thaut hor i zed URL Access to B ock 1
wwy | ogi stics.atal.idf.il/xnhrpc. php
130. 185. 155. 74 |Sweden 147.237.77. 216 |dover . i df . i | PHP At t enpt B ock 1
. . . D stributed Lhaut hori zed URL Access on
79.178.187.85 |Israel 147.237. 76. 147 |chi nuch. aka. i df . i | s chi nuch. aka, i df i 1/404. ht m B ock 1
66.249. 64.233 [Israel 147.237.77.216|dover.i df .i | Dstributed Waut hori zed URL Access on waw idf.il/error.htm [B ock 1
139. 129. 130. 253|Chi na 147.237.77. 216 |dover.idf .il Uhaut hori zed URL Access to wa i df.il/xmrpc. php B ock 1
Russi an . . Paranet er Type M ol ati on PageNumin
93. 90. 33. 99 eration 147.237.77. 216 [dover. i df . il v i df i 1/1395- en/ dover . aspx Bl ock 1
m ny- kosher-kravi .id
69. 30.198. 147 |lhited Sates 147.237.0. 17 f inly Unaut hori zed URL Access to vwwv app- sof t war es. cond B ock 1
. . . Unaut hori zed Met hod HEAD f or
58.100. 11.222  |Chi na 147.237.72.166 |aka. i df . i | v aka i o i |/ mai r i | ui i about . aspx B ock 1
176. 116. 223. 94 RJSf;;”i o 147.237.0.34 |tikshuv.idf.il Mil tipl e Adnmin Bl ocking from 176. 116. 223. 94 B ock 1
130. 185. 155. 74 |Sweden 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to wawidf.il/wp-1ogin. php B ock 1
. - D stributed Lhaut hori zed URL Access on
84.228. 15. 39 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl ef shared/ reset . css B ock 1
P - Unaut hori zed URL Access to
66.249.65.224 I srael 147.237.0.15  kosher-kravi.idf.il kosher-kravi .idf.il/tenpl at es/ cont act us/ cont act us. aspx Bl ock !
41.109.232.21 |Ageria 147.237.77.216|dover. i df .i | Lhaut hori zed URL Access to waidf.il/arr/ B ock 1
149.78.37.96  [lhited Sates  [147.237.76.86 |navy.idf.il PHP Attenpt Bl ock 1
Russi an . . Paraneter Type Molation SortOr in
93.90. 33. 99 eration 147.237.77. 216 [dover. i df . il v i df i 17 1395- en/ dover . aspx Bl ock 1
69.30.226.101 |[hited Sates 147.237.76.31 |nakchal .idf.il D stributed Unhaut hori zed URL Access on wwu 369bs. cont B ock 1
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