04-20-2016-23:04:07 to 04-21-2016-00:04:07

1"PT SwNn .’
gov IDF Under Attack
www.gov.il Da.||y RepOrt
[Top Targets |
3601

270+ M dover.idf.il
M nadimatal .idf.i
180- Meitan aka idf.il
M aka. idf.il
Nunmber B tikshuv.idf.il
thcks 90" M obile.idf.il
W oatal.idf.il
MW anan.idf.il
$ : S s s : & ; ) S mat pash. i df . i |
& > > > NS NS ° & @ > 3 o Q& & ° N nav;). il
6§ > ,&\ \j‘.é(\ ° @ r§é\ QQ? Q@
N S &
((b'
Top Tar get

[Top Attackers |

200

B 167. 114. 156. 16
109. 65. 185. 135

10071 | W 46. 19. 86. 59
2. 55. 186. 223
Numoer W 178. 52. 236. 197
Att(g\cks 50 M 87.68.1.129

[ 187. 244. 195. 186
l 207. 241. 229. 102
66. 249. 69. 93

M 46.2.109. 151

© : \ o
¥ e P P 0
S A A SN
N o N 2 S Q- M M © ®
SRS Voo Vo e
SN < GO

Top Attackers



04-20-2016-23:04:07 to 04-21-2016-00:04:07

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 17304
0.0.0.0 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 4716
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 476
37.46.41.219 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 106
2.53.137.110 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 12
41. 143. 183. 50 Mor occo 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 7
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 4
79.176. 53. 196 | srael 147.237.72. 156 anan.idf.il Bl ock_Udp All _Nets dr op 3
81.218. 65. 210 | srael 147.237.77.176 nat pash. i df . i | B ock Wp Al Nets drop 3
107. 150. 46. 38 Lhited Sates 147.237.76. 86 navy.idf.il bl ock-sp-traf 1 f orvar d 2

69. 30. 226. 219 Lhited Sates 147.237.76. 30 hi nush. i df .i | bl ock-sp-trafl forvward 2
107. 150. 32. 61 Lhited Sates 147.237.76. 42 refuah.idf.il bl ock-sp-trafl forvward 2

69. 30. 198. 147 Lhited Sates 147.237.76. 86 navy.idf.il bl ock-sp-trafl forward 2
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack dr op 2
74.91. 20. 197 Lhited Sates 147.237.76. 31 nakchal .idf.il bl ock-sp-trafl forward 2

5. 196. 109. 23 France 147.237.76. 38 eeneitav.idf.il|Bock Wdp Al Nets drop 1
213. 57. 68. 166 | srael 147.237.72. 166 aka.idf.il Inval i d TP H ags dr op 1
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 1

69. 197. 185. 20 Lhited Sates 147.237.0. 19 nadi matal .idf.il|bl ock-sp-trafl forward 1
173. 208. 197. 254 Lhited Sates 147.237.72. 166 aka.idf.il bl ock-sp-traf 1 dr op 1
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP-M SG- Sl owl ori s- DO5- Var 1 dest - r eset 1
74.91. 18. 43 Lhited Sates 147.237.77. 234 hal ag.idf.il bl ock-sp-trafl drop 1
173. 208. 197. 254 Lhited Sates 147.237.77. 235 sviva.idf.il bl ock-sp-trafl drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address ‘Target Addr ess |Attacker Qountry |Ste |Signature \Count |
79.179.197. 164  [147.237.77.216 |l srael dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 5
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
45.114. 118. 55 147. 237.76.202 |l ndonesi a e halag idf.il ET SCAN Potential SSH Scan 1
93. 180. 66. 29 147.237.8.28 Net her | ands €. nobi | e-ks.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
45.114.118.55 147.237.0.17 | ndonesi a mny- kosher -kravi . i df.il ET SCAN Potential SSH Scan 1
93. 180. 66. 29 147.237.0. 34 Net her | ands tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
37.187.127.110 |147.237.0.35 France akaws. i df .i | ET SCAN Potential SSH Scan 1
91.218.246.103  |147.237.0.34 Russi an Federation |tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
37.187.127.110 |147.237.0.19 France nadi matal .idf.il ET SCAN Potential SSH Scan 1
91.218.246.103  |147.237.0.15 Russi an Federation  |kosher-kravi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
13.92.196. 2 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
85.131.208. 140  |147.237.77.227 |Ger many e. hanaz. i df .il ET SCAN Potential SSH Scan 1
85.131.208. 140  [147.237.76.34 Ger many yohal an.idf.il ET SCAN Potential SSH Scan 1
58. 218. 205. 69 147. 237.76. 86 Chi na navy.idf.il ET SCAN Potential SSH Scan 1
173. 65. 154. 27 147.237.0. 33 Lhited Sates idf.il ET SCAN NMAP -sS wi ndow 1024 1
45.114. 118. 55 147. 237. 76. 30 | ndonesi a hi nush. i df i | ET SCAN Potential SSH Scan 1
93. 180. 66. 29 147.237.8. 24 Net her | ands elifestyleidf.il ET SCAN Potential VNC Scan 5900- 5920 1
40. 84.148. 3 147. 237. 8. 50 Lhited Sates e tikshuv.idf.il ET SCAN NMAP -sS wi ndow 4096 1
93. 180. 66. 29 147.237.0. 15 Net her | ands kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
37.187.127.110 |147.237.0.33 France idf.il ET SCAN Potential SSH Scan 1
91.218.246.103  [147.237.0.17 Russi an Federation |mny-kosher-kravi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
13.92.196. 2 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NMAP -sS wi ndow 4096 1
88. 220. 92. 60 147.237.77.233  |Pol and atal .idf.il ET VBB SERVER Poi son NUl | Byte 1
85.131.208.140  |147.237.77.170 |Ger many maar achot . i df . i | ET SCAN Potential SSH Scan 1
85.131.208.140 [147.237.72.166 |Ger many akaidf.il ET SCAN Potential SSH Scan 1
58. 218. 205. 69 147.237.76.199 [China e.nakchal .idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

Ste

Signature

Ret ransm ssi on

Packet dropped.

Sreanming Engine: TCP Invalid i i ssi
109. 65. 185. 135 | srael 147. 237. 76. 200 |ei tan. aka. i df . 9 =g Invalid segnent retransmssion. |, 144
Ret r ansni ssi on Packet dropped.
87.68. 1. 129 I srael 147.237.0.34 |tikshwv.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect 23
207. 241. 229. 102|Wni ted Sates 147.237.72. 166 |aka.i df . i drop SAMrul e drop 19
Sreanming Engine: TGP Invalid i i ssi
66.249.69.93  |Uited Sates 147. 237, 72. 166 |aka i of . i 9 =g Inval id segnent retransmssion. |, 18
Ret r ansni ssi on Packet dropped.
178.52.236. 197 |Syrian Arab Republic |147.237.77.216|dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 17
46.2.109.151  |Turkey 147. 237. 77. 216 |dover . i df . | drop SAMrule drop 16
178.52.236. 197 |Srian Arab Republic |147.237.77.216|dover.idf.il Bad TCP sequence Inval i d ACK nunber aert 16
Sreaming Engine: TGP Invalid i i ssi
176.13.4.190  |Israel 147.237.77. 243 |nobil e.i of . 9 =g Invalid segnent retransmssion. | 12
Ret ransni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
66.249. 66.184 |United Sates 147.237.0.34  |tikshuv.idf.il 9 =g Inval id segnent retransmssion. |, 9
Ret r ansni ssi on Packet dropped.
46.121. 28. 20 | srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SYN drop 8
reanmn ine: TCP Invali i i ssi
109. 253. 224. 252|i srael 147, 237. 77. 243 |robi | e. i of . i | Streamng Engi ne: TCP I nval i diinvalid segnent retransissi on, drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
46.19. 86. 71 I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
reanmn ine: TCP Invali i i ssi
87.70.122.159 |Israel 147, 237. 72. 166 |aka. i df . Streamng Engi ne: TCP I nval i diinvalid segnent retransnissi on, drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
66.249. 66. 190 |lhited Sates 147.237.0.34 |tikshuv.idf.il 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
46.19. 85. 74 I srael 147. 237. 77. 216 |dover . i df . | Bad TCP sequence Inval i d ACK nunber al ert 5
46.19. 85. 74 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber nonitor |5
Sreaming Engine: TGP Invalid i i ssi
89. 139. 247. 183 |Israel 147. 237.76. 200 |ei tan. aka. i df . i 9 =g Invalid segnent retransmssion. |, 4
Ret ransni ssi on Packet dropped.
212.143.142.56 |Israel 147. 237. 77. 216 |dover . i df .| drop First packet ismt SN drop 4
187. 244. 195, 186|Mexi co 147.237.8.27 |e.madimatal .idf.i|Geo-1 ocation enf or cenent Geo-I ocat i on i nbound drop 4
enf or cenent
62.90. 214. 252 |Israel 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |[reject 4
187. 244. 195. 186|Mexi co 147.237.8.28 |e.nobile-ks.idf.il[Geo-1 ocation enf or cenent Geo-I ocat i on i nbound drop 4
enf or cenent
187. 244. 195. 186|Mexi co 147.237.8.50 |e.tikshw.idf.il [Geo-1ocation enf or cenent Geo-1 ocati on i nbound drop 4
enf or cenent
187. 244. 195. 186|Mexi co 147.237.8.14 |e.orchot.idf.il |Geo-1ocation enf or cenent Geo-I ocat i on i nbound drop 4
enf or cenent
84.94.167.168 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence nonitor |4
187. 244. 195. 186 [Mexi co 147.237.8.24 |e.lifestyle.idf.il|Geo- | ocation enf or cenent Ceo-l ocati on i nbound drop 4
enf or cenent
Sreaming Engine: TGP Invalid i i ssi
77.126.215. 186 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109.64.115.22  |Israel 147. 237, 72. 166 |aka i of . i 9 =g Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109. 253. 222. 85 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
213.8.204.70  |Israel 147.237.77.176 |matpash.idf.il  |SYN Att ack SYN -> SYN-ACK -> Tinmeout |reject 3
Sreaming Engine: TGP Invalid i i sSi
46.19. 85. 74 I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109.65.82.58  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
203. 133.171. 33 |Korea, Republic of 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
reanming BEngine: TCP Invali i i ssi
185.27.106.7 | srael 147.237.72. 166 |aka.i df . Streaning Engi ne: TCP Inval i d|invalid segnent retransnissi on, drop 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
149.88.20.72  |israel 147. 237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.179. 215. 222 | srael 147.237.77. 243 |robi | e, i of . i1 9 =g Invalid segnent retransmssion. |, ., 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
82. 166. 116. 242 | srael 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
66.249.93. 249  |Europe 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |, ., 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109. 253. 225. 39 |Israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
176.13.17.87  |israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g ., 3
Ret ransni ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
79.180.101. 14 | srael 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
66.249. 66. 187 |United Sates 147.237.0.34 |tikshuv.idf.il 9 =g Inval id segnent retransmssion. | 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
2.53.15.241  |israel 147.237.72. 166 |aka. i of . i 9 =9 Inval i d segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
85.113.110.35 | & Stinan Territory.l, 4z 37 77. 216 |dover. i df. i1 Bad TCP sequence SINGACC retransmt with monitor |3
Qcecupi ed different wndow scal e
Sreanming Engine: TCP Invalid i i ssi
79.183.207.20 | srael 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
141.8.142. 1 Russian Federation |147.237. 76. 200 |ei tan. aka i df . il 9 =g Inval id segnent retransmssion. | 3
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Attacker Address |Attacker Qountry Target Address |dte Signature

46. 120. 250. 115 |[Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
84.94.167.168 |lsrael 147.237.72. 166 |aka.i df . il drop First packet isn't SN drop 2
84.94.167.168 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber alert 2
79.177.238.83 |lsrael 147.237.72. 156 |anan. i df .i| SYN Attack SYN -> SYN-ACK -> RST rej ect 2
128.232.110.28 |wnited Kingdom  [147.237.8.27 |e nadimatal.idf.i|Geo-1 ocation enf or cenent ﬁ?;}iggﬁ;'mon I nbound drop 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46.19. 86. 59 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 107
2. 55, 186. 223 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 46
213.151.51.24 [israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Method HEAD for waw aka. i df . i|/mai n/ gi yus/ general . aspx B ock 8
66. 102. 8. 243 Lhited Sates |147.237.77.216|dover.idf.il Ostributed Waut horized LRL Access on waw idf.il/error.htm Bl ock 4
46. 19. 86. 70 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
2. 55. 140. 255 I srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 3
66.102. 6. 131 Lhited Sates |147.237.77.216|dover.idf.il Ostributed Waut horized LRL Access on waw idf.il/error.htm Bl ock 2
176. 13. 4. 190 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
66. 102. 8. 233 Lhited Sates |147.237.77.216|dover.idf.il Dstributed Wnaut horized URL Access on waw i df.il/error. htm B ock 2
2.53.13.236 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
176.13.7. 16 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
79.178. 195. 240 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
213.57.68.166 |lsrael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
66. 102. 8. 238 Lhited Sates |[147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on wawidf.il/error.htm B ock 1
105. 105. 141. 176|A geria 147.237.77.216|dover.idf .il Lhaut hori zed URL Access to wawwidf.il/arr/ B ock 1
38.111.147.83 [lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wwn i df.il/894-he B ock 1
2.53.14.3 I srael 147.237.76.31 |nakchal .idf.il |Paraneter Type Mol ation search i n ww nakhal .idf.il/1072- he/ nakhal . aspx |Bl ock 1
Illegal Byte Qode Character in Mthod )
. . . -
88. 220. 92. 60 Pol and 147.237.77.233|atal . i df.il ][ ?Z%é][]i‘zlﬁ])]y[[ [[zé]]]][éT#o?]ig.[L[y#ﬂ][L[lic])]]]n[[[[#:e]‘,]]]{ [[ {Zg]]]][[[[fg]]]lg[l[#g; ?i{iﬁ(&fi Bl ock !
[[#19]1A
68. 82. 35. 97 Uhited Sates |147.237.77.216|dover.idf.il Ml ti pl e Unaut horized URL Access from 68. 82. 35. 97 B ock
192.254.69. 74 |lhited Sates |147.237.72.166aka.idf.il Adnin Bl ocki ng B ock
.20, 92,60 _ [P and 147.237.77. 233 atal .i df .| H;&%ngtﬁr[[% ]Ff?[cgl ]'\Shg{wf w1811 ([#0]] Bock |1
5. 255. 253. 34 :32::1”' on 147.237.72. 156 [aman. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/robots. txt B ock 1
80. 82. 65. 82 Nether| ands 147.237.77. 216 |dover . i df . i | V\ux:;\zuit Qfo f |I IZ/e flé? hQC scr?:rseélouser cont r ol s/ header upper/ Bl ock !
109. 64. 86. 95 I srael 147.237.77.216|dover.idf .l Unaut hori zed URL Access to www i df.il/tenpl at es/ honepage/ nobi | e B ock 1
2.53.19.37 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ reset . css B ock 1
88. 220. 92. 60 Pol and 147.237.77.233|atal .idf.il Illegal Byte Gode Character in URL[[#20]], B ock 1
68.180.231.43 |lhited Sates [147.237.77.216|dover.idf.il Paraneter Type M ol ati on PageNumin vww i df . i|/1133- he/ dover. aspx B ock 1
66.102. 6. 188 Lhited Sates |147.237.77.216|dover.idf.il Ostributed Waut horized LRL Access on waw idf.il/error.htm Bl ock 1
192.254.69. 74 |lnited Sates [147.237.72.166|aka.idf.il PHP At t enpt B ock 1
NULL Character in Method )
. . . -
88. 220. 92. 60 Pol and 147.237.77.233|atal . i df.il ][ ?Z%é][]i‘zlﬁ])]y[[ [[zé]]]][éT#o?]ig.[L[y#ﬂ][L[lic])]]]n[[[[#:e]‘,]]]{ [[ {Zg]]]][[[[fg]]]lg[l[#g; ?i{iﬁ(&fi Bl ock !
[[#19]1A
31.210.187. 144 | srael 147. 237.72. 156 |anan. i df . i | m“;::;' izdeﬁ iﬁ’?‘mg‘i’?enfsretsgur ces/ i rages! favi con/ f avi con. png Bock |1
80. 110. 26. 244  |Austria 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
213.254.241.4  |France 147.237.72. 166 |aka. i df . i | m”;’k": iﬁr.?ﬁtn‘; n‘;tsgggzc/tggfogﬁtfiz;"h in None |1
66. 249. 64. 17 I srael 147.237.77. 176 |nat pash. i df . i|  |Paraneter Type Vol ati on PageNumin ww cogat . idf.il/1926- he/ cogat . aspx |Bl ock 1
157. 55. 39. 189 Lhited Sates |147.237.72.166|aka.idf.il Uhaut hori zed URL Access to 147.237.72. 166/ B ock 1
2.53.191. 132 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
88. 220. 92. 60 Pol and 147.237.77.233|atal .idf.il Illegal HITP \ersion B ock 1
69.197.185.20 |Wited Sates [147.237.0.19 |nadimatal.idf.i|Dstributed Unauthorized URL Access on waw ps780. cond B ock 1
66. 102. 6. 191 Uhited Sates |147.237.77.216|dover.idf.il D stributed Wnaut horized URL Access on waw idf.il/error.htm B ock 1
192.254.69. 74 |lhited Sates |147.237.72.166aka.idf.il Lhaut hori zed URL Access to waw aka. i df . il/administrator/index. php B ock 1
Unknown HTTP Request Met hod R )
. . . -
88.220.92.60  |Pol and 147.237.77.233|at al .i df . i ][S#;i[z][]éz[f]];[[[[ zé]]]][éTﬁ?]iQ.[L[y#ﬂ][L&i?]]]g[[[#g(];]]]{ [[E ﬁg]]]][[[[ﬁ]]ﬁ'[#ggﬁ ?ESAK%X% Bock (1
[[#19]]Ain W [[#0]],
37.46.34.111 | srael 147.237.72. 166 |aka. i df . i | Mil tiple Unaut hori zed URL Access from 37.46.34. 111 B ock 1
88. 220. 92. 60 Pol and 147.237.77.233|atal .idf.il Abnormal |y Long Request et hod B ock
66.249.75.18  |Israel 147.237. 72. 166 |aka. i df . i | el gfsctejfa;; (i1 es/ 2/ 69312, pdf Bock |1
46.117.9. 167 | srael 147.237.72. 166 |aka. i df . i | Mitiple Il1legal Byte Qode Character in LRL from46.117.9. 167 B ock 1
88. 220. 92. 60 Pol and 147.237.77.233|atal .idf.il Mal f ormed HTTP Header Line 2 B ock 1
74.91. 20. 197 Uhited Sates |147.237.76.31 |nakchal .idf.il [Unauthorized URL Access to www ps780. comi B ock 1
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