04-21-2015-11:03:04 to 04-21-2015-12:03:04

@
1"PT SwNn ()

goOVv

www.gov.il

IDF Under Attack

04-21-2015-11:03:04

|Top Target s |
40, 0004¢
30, 000+
20, 000+
Number |
a 10, 000"
Attacks
0- . . \ - .
N < 3 S S NS & & s
CAER SO AV A A
P RS < @ ¢ (@\Qﬁ
» O
&
Top Tar get

[Top Attackers |

B dover.idf.il
W atal.idf.il
M aka. idf.il

M nadi matal .idf.il

M i shurimaka.idf.i

M halag.idf.il

I aman. i df . il

M refuah.idf.il
navy.idf.il

M nat pash. i df . i |

36, 000+

Top Attackers

Il 113. 166. 60. 233
176. 106. 47. 141
I 95. 86.69. 172
2.54.157. 244
Il 104. 131. 228. 99
W 212.179. 21. 194
I 109. 66. 38. 73
M 46. 19. 86. 236
162. 243. 2. 119
M 2.52.156. 161
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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature | Devi ce Action |count |
192.114.91. 235 | srael 147.237.72. 167 i shurimaka.idf.il Anonal y- TLS-renegoti ation-A i dest - r eset 523
93. 173. 254. 76 | srael 147.237.72. 167 i shurimaka.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 276
192. 115. 116. 25 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 195
2.54.129. 83 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 22
212.235. 20. 201 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 14
2.54.51.103 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 11
149. 78. 149. 53 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
212. 235. 20. 201 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 4
46.19. 86. 145 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
212.117. 143. 250 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 3
85. 250. 123. 48 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 3
212.150.128. 10 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 3
212.117.143. 250 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
72.14.199. 62 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 2
80. 74. 96. 29 | srael 147.237.77. 216 dover.idf.il Bl ock_Ulp Al _Nets drop 1
149. 78. 149. 53 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
213. 8.82.48 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 1
77.127.219.119 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1

5. 152. 182. 243 Uni ted Ki ngdom 147.237.72. 14 dover.idf.il (ol d) Frk_Under Attack Con_Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Cbuntry|Target Address |Ste

|NarTe

|mvi ce Acti 0n|Oount|

194. 114. 146. 227 |l srael 147.237.76.31 |nakchal .idf.il C1000004: HTTP: options nethod (M crosoft) B ock 6
212.143.214. 138l srael 147.237. 77. 216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute |B ock 5
79.182.179.212 |lsrael 147.237. 77. 226 |ww chamat z. aka. i df .i|  |CL000004: HITP. options nethod (M crosoft) B ock 4
85. 25. 43. 94 CGer many 147.237.0. 17 mny-kosher-kravi .idf.il |[DVRep B-N 60_100 B ock 2
188. 138. 9. 50 Ger many 147.237.77.61 |e.cogat.idf.il DVRep_B-N 60 100 B ock 2
46. 19. 85. 33 | srael 147.237.76.86 |navy.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 2
66. 240. 236. 119 |lhited Sates 147.237.77. 226 |wan chanat z. aka. i df . i | DVRep_B-N 60_100 B ock 2
46. 19. 85. 238 | srael 147.237. 77. 216 |dover.idf.il 7120: TGP Segnent Qverlap Wth Dfferent Data, e.g., Fragroute |B ock 2
71.6.167. 142 Lhited Sates 147.237.76.30 |hinush.idf.il DVRep B-N 60 100 Bl ock 1
71.6.135.131 Lhited Sates 147.237.76.201 |e.ata .idf.il DVRep B-N 60 100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237. 8. 46 e.chinuch.idf.il DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 Ger many 147. 237. 76. 199 |e. nakchal .i df .i | DVRep_B-N 60 100 B ock 1
66. 240. 236. 119 |lhited Sates 147.237.76.34 |yohalan.idf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.0. 16 ny- kosher-kravi.idf.il DVRep_B-N 60_100 B ock 1
71.6.135. 131 Lhited Sates 147.237.0.200 |rdu.idf.il DVRep B-N 60 100 Bl ock 1
198. 20. 69. 98 Lhited Sates 147.237.8.46 |e.chinuch.idf.il DVRep B-N 60_100 B ock 1
66.240.192. 138 |lhited Sates 147.237. 76. 198 |e. yohal an.i df .i | DVRep_B-N 60_100 B ock 1
93. 120. 27. 62 Rormani a 147.237.0.19 nadi matal .idf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76.38 |e.e.neitav.idf.il DVRep_B-N 60_100 B ock 1
71.6.135.131 Lhited Sates 147.237.77. 226 |vww chanat z. aka. idf .il |DVRep_B-N 60_100 B ock 1
198.20.70.114 |thited Sates 147.237. 76. 197 |e. hi nush. i df . i | DVRep B-N 60 100 Bl ock 1
66. 240. 236. 119 |lhited Sates 147.237.76.39 |nmobile neitav.idf.il DVRep B-N 60 _100 B ock 1
5.28.135. 28 | srael 147.237.72. 166 |aka.idf .il 7120: TCP. Segnent Qverlap Wth Dfferent Data, e.g., Fagroute |B ock 1
85. 25. 43. 94 Ger many 147.237.76. 44 |e.refuah.idf.il DVRep_B-N 60 100 B ock 1
212.150. 174. 130l srael 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 1
71.6.167. 142 Lhited Sates 147.237.0.33 |idf.il DVRep_B-N 60_100 Bl ock 1
71.6.135.131 Lhited Sates 147.237. 8. 50 e.tikshuv.idf.il DVRep B-N 60 100 B ock 1
198. 20. 69. 98 Lhited Sates 147. 237. 76. 197 |e. hi nush. i df .i | DVRep B-N 60 100 B ock 1
66.240.192. 138 |lhited Sates 147.237.77. 243 |nobi le.idf . il DVRep_B-N 60_100 B ock 1
93. 120. 27. 62 Ronani a 147.237.77.121 |e.navy.idf .i| DVRep_B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76.44 |e.refuah.idf.il DVRep_B-N 60_100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.77. 179 |e.nazi .idf . il DVRep_B-N 60_100 B ock 1
71.6.165. 200 Lhited Sates 147.237. 8. 24 elifestyle.idf.il DVRep B-N 60 100 B ock 1
188. 138. 9. 50 Ger nany 147. 237. 77. 170 |n@ar achot . i df .i | DVRep B-N 60 100 B ock 1
66. 240.236. 119 |lhited Sates 147.237.76.44 |e.refuah.idf.il DVRep_B-N 60_100 B ock 1
37.142.99. 191 | srael 147.237.72. 166 |aka.idf.il 7120: TCP. Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 1
85. 25. 103. 50 Ger many 147.237.8.27 |e.nadimatal .idf.il DVRep_B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237.0.200 |ndu.idf.il DVRep_B-N 60_100 B ock 1
71.6.135. 131 Lhited Sates 147.237.72. 166 |aka.idf il DVRep B-N 60 100 Bl ock 1
198. 20. 69. 98 Lhited Sates 147.237.77. 205 |prisha.idf.il DVRep B-N 60_100 B ock 1
188. 138. 9. 50 Ger many 147.237.8.27 |e.nadi matal .idf.il DVRep_B-N 60 100 B ock 1
66. 240. 236. 119 |lhited Sates 147.237.8. 14 e.orchot.idf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.77. 216 |dover.idf.il DVRep_B-N 60_100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.77. 205 |prisha. idf.il DVRep_B-N 60_100 B ock 1
71.6.165. 200 Lhited Sates 147.237.72.14 |dover.idf.il (ol d) DVRep B-N 60 100 B ock 1
66. 240.236. 119 |lhited Sates 147.237.77. 178 |e. nat pash. i df .i | DVRep B-N 60 100 B ock 1
85. 25. 103. 50 Ger many 147.237.8.50 |e.tikshuv.idf.il DVRep_B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147.237. 72. 156 |anan.i df . i | DVRep_B-N 60_100 B ock 1
71.6.135. 131 Lhited Sates 147.237.76. 176 |test.ncore.idf.il DVRep_B-N 60_100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237. 77. 226 |vww chanat z. aka. idf .il |DVRep_B-N 60_100 B ock 1
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|Top Attackers In |D|

‘Attacker Qountry [Target Address |[Ste
5. 39. 85. 226 Fance 147.237.76.42 |refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 2
5. 39. 85. 226 France 147.237.76.34 |yohalan.idf.il ET SCAN Potential SSH Scan 1
80. 246. 136. 21 |l srael 147.237.72. 166 |aka. i df .i | portscan: TGP D stributed Portscan 1
5. 39. 85. 226 Fr ance 147.237.76.30 |hinush.idf.il ET SCAN NVAP -sS w ndow 1024 1
213.182. 43. 222 |Fance 147.237.77. 216 |dover.idf.il ET SCAN NVAP -sS w ndow 4096 1
79.138. 70. 153 |Sweden 147.237.76. 201 |e.atal .idf.il ET SCAN Potential SSH Scan 1
210. 206. 68. 99 Efrea’ RpUDIIC 1147 237.0.17  |mny-kosher-kravi.idf.il [ET SCAN NVAP - sS wi ndow 1024 1
46. 19. 85. 55 | srael 147.237.77. 216 |dover.idf.il portscan: TCP D stributed Portscan 1
197. 254. 3. 213 |Kenya 147.237.72. 166 |aka.idf.il ET SCAN Potential SSH Scan 1
5. 39. 85. 226 Fance 147.237.76. 202 |e.hal ag.idf .il ET SCAN Potential SSH Scan 1
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Tehila - Perl LW wth fake user agent 1
5 39.85. 226 France 147.237.76. 198 |e. yohal an. i of . i Fgfﬂogehaw oral Lhusual ly fast Terminal Server Traffic, Potentia Scan or 1
128.199. 42. 73 |9 ngapore 147.237.77. 216 |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
5. 39. 85. 226 Fance 147. 237. 76. 147 |chi nuch. aka.i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
119. 97. 231. 102 |Chi na 147.237. 76. 199 |e. nakchal .i df . il ET SCAN NVAP -f -sS 1
93. 63. 92. 32 Italy 147.237.77. 243 |nobile.idf . il ET SCAN NVAP -sS w ndow 1024 1
5. 39. 85. 226 France 147.237.76.34 |yohal an.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
80. 246. 137. 247 |l srael 147.237.72. 166 |aka.idf.il portscan: TCP D stributed Portscan 1
5. 39. 85. 226 France 147.237.76.30 |hinush.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
218.77.79.43 Chi na 147.237.77. 226 [wwn chanat z. aka. i df . il |ET SCAN Potential SSH Scan 1
79.176. 101. 167 |l srael 147.237.72. 166 |[aka. i df .i | portscan: TCP D stributed Portscan 1
210. 206. 68. 99 Okfrea RPUDITC 1147 237.0.35  |akavs.idf.i| ET SCAN NVAP -sS wi ndow 1024 1
79.138. 70. 153 |Sweden 147.237.76. 197 |e. hinush.idf .i| ET SCAN Potential SSH Scan 1
208. 39. 68. 33 Lhited Sates 147.237.8.45 |e.eitan.idf.il ET SCAN NVAP -sS wi ndow 1024 1
37.26.146.128 |lsrael 147.237.72. 166 |[aka. i df .i | portscan: TCP D stributed Portscan 1
197. 254. 3. 213 |Kenya 147.237. 72. 156 |anan.i df .i | ET SCAN Potential SSH Scan 1
5. 39. 85. 226 France 147.237.76. 198 |e.yohal an.idf.il ET SCAN Potential SSH Scan 1
192.161.63.36 |Lhited Sates 147.237.77.233|atal .idf.il ET SCAN NVAP -sS w ndow 1024 1
5. 39. 85. 226 France 147.237.76. 176 |test.ncore.idf.i | ET SCAN Potential VNC Scan 5900- 5920 1
119. 97. 231. 102 |Chi na 147.237. 76. 199 |e. nakchal .i df .i | ET SCAN NVAP -sS w ndow 2048 1
5. 39. 85. 226 F ance 147.237.76.86 [navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
109. 66. 28. 64 | srael 147.237.72. 166 |aka. i df .i | portscan: TCP D stributed Portscan 1
5. 39. 85. 226 France 147.237.76.39 |nobile neitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
85. 65. 86. 150 | srael 147.237.72. 166 |aka.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address ‘Attacker Qount ry Target Address ‘S te ‘Massage
113. 166. 60. 233 |V et nam 147.237.77. 216 [dover.idf.il|FH rst packet isn't SN drop drop 37207
176. 106. 47. 141 glcis;ilgéan Tertitory, 1147 237.77. 216 |dover. i df .i1[R rst packet isnt SN drop drop 237
95. 86. 69. 172 | srael 147.237.77. 216 |dover.idf.il|F rst packet isn't SN drop drop 189
2.54.157. 244 | srael 147.237.77.216 |dover.idf.il|Hrst packet isn't SYN drop drop 172
104. 131. 228. 99 147.237.77. 216 [dover.idf.il|FH rst packet isn't SN drop drop 172
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il|FH rst packet isn't SN drop drop 156
109. 66. 38. 73 | srael 147.237.77.233 |atal .idf.il S:Z (reetransmlt W th different wndow Bad TCP sequence noni t or 128
162. 243. 2. 119 Lhited Sates 147.237.77. 216 |dover.idf.il|F rst packet isn't SN drop drop 82
2.52.156.161 | srael 147.237.77. 216 [dover.idf.il|FH rst packet isn't SN drop drop 78
162. 243.90. 108 |lhited Sates 147.237.77. 216 |dover.idf.il|FH rst packet isn't SN drop drop 72
162.243.61. 230 |Lhited Sates 147.237.77.216 |dover.idf.il|Hrst packet isn't SYN drop drop 63
2.52.40. 240 | srael 147.237.77. 216 |dover.idf.il|FH rst packet isn't SN drop dr op 57
109. 226. 17. 133 |l srael 147.237.77. 216 |dover.idf.il|FH rst packet isn't SN drop drop 50
176. 12. 144,100 |Israel 147.237.77. 234 |nal ag, i of . 1|V 1 d Segnent retransm ssi on. Streaning Engi ne: TGP Inval i d drop 46
Packet dropped. Ret r ansni ssi on
192. 241. 245. 200|Lhited Sates 147.237.77.216 |dover.idf.il|Hrst packet isn't SYN drop drop 44
193. 43. 245. 250 |Israel 147. 237. 77. 216 |dover. i of . 1|V | d Segment retransm ssi on. Streaning Engi ne: TGP Inval i d drop 40
Packet dropped. Ret r ansni ssi on
46. 120. 58. 183 | srael 147.237.77. 216 [dover.idf.il|FH rst packet isn't SN drop drop 36
109. 253. 149. 133|l srael 147.237.77. 216 |dover.idf.il|FH rst packet isn't SN drop drop 29
109. 253. 137. 202|l srael 147.237.77.216 |dover.idf.il|Hrst packet isn't SYN drop drop 27
108. 171. 128. 189|Uhi t ed Ki ngdom 147.237.77. 216 |dover.idf.il|FH rst packet isn't SN drop dr op 26
171.13.14.148 |China 147.237.77. 216 |dover.idf.il|FH rst packet isn't SN drop drop 25
194.228. 13. 101 |Czech Republic 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 25
46.19. 86. 143 | srael 147.237.77. 216 |dover.idf.il|F rst packet isn't SN drop drop 24
66.249.93.160 |Lhited Sates 147.237.77. 216 |dover.idf.il|FH rst packet isn't SN drop drop 24
109. 253. 144. 137l srael 147.237.77.216 |dover.idf.il|Hrst packet isn't SYN drop drop 22
176.12.142.27 |israel 147.237.77. 234 |nal ag. i of . 1|V | d segment retransm ssi on. Streaning Bngi ne: TGP Inval i d drop 20
Packet dropped. Ret r ansni ssi on
140. 139. 231. 42 |lhited Sates 147.237.77. 216 |dover.idf.il|FH rst packet isn't SN drop drop 20
62.219. 114. 144 |l srael 147.237.77. 216 |dover.idf.il|FH rst packet isn't SN drop drop 17
81.218.116. 129 |lsrael 147.237.77.216 |dover.idf.il|Hrst packet isn't SYN drop drop 17
92.249.126.58 |lkraine 147.237.77. 216 |dover.idf.il|FH rst packet isn't SN drop dr op 16
176. 12. 147. 92 | srael 147.237.77. 216 |dover.idf.il|FH rst packet isn't SN drop drop 16
46. 19. 85. 156 | srael 147.237.76.42 |refuah.idf.i]l nvalid ACK nunber Bad TCP sequence noni t or 16
66.249.79.58  |uwited Sates 147. 237. 77. 216 |dover. i of . 1|V 1 d Segnent retransni ssi on. Streaning Engi ne: TGP Inval i d drop 16
Packet dropped. Ret r ansm ssi on
81.218.251. 252 |Israel 147.237.77. 216 |dover.idf.il|FH rst packet isn't SN drop dr op 15
85.72.40.4 G eece 147.237.77. 216 |dover.idf.il|FH rst packet isn't SN drop drop 15
109. 65. 159. 200 |l srael 147.237.77.216 |dover.idf.il|Hrst packet isn't SYN drop drop 15
66.249.79.66 |Uited Sates 147. 237. 77. 216 |dover . i of . 1|V 1 d Segnent retransni ssi on. Streaning Engi ne: TGP Inval i d drop 14
Packet dropped. Ret r ansm ssi on
46.19. 85. 196 | srael 147.237.77. 216 |dover.idf.il|FH rst packet isn't SN drop dr op 13
46.19. 86. 17 | srael 147.237.77. 216 |dover.idf.il|FH rst packet isn't SN drop drop 13
77.127.219. 119 |lsrael 147.237.77.216 |dover.idf.il|Hrst packet isn't SYN drop drop 12
31.168. 126. 158 |l srael 147.237.77. 216 [dover.idf.il|FH rst packet isn't SN drop drop 12
193. 43. 246. 250 |l srael 147. 237. 77. 216 |dover. i of . 1| V@ | d Segnent retransni ssi on. Streaning Engi ne: TCP Inval i d drop 12
Packet dropped. Ret r ansni ssi on
54.72.0.55 Lhited Sates 147.237.77.216 |dover.idf.il|Hrst packet isn't SYN drop drop 11
5.29.252.9 | srael 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 11
50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il|FH rst packet isn't SN drop drop 10
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il|FH rst packet isn't SN drop drop 10
176.12.150. 134 |l srael 147.237.77.216 |dover.idf.il|Hrst packet isn't SYN drop drop 10
89. 139. 188. 48 | srael 147.237.77. 216 |dover.idf.il|FH rst packet isn't SN drop dr op 10
66.249.67.112 |Wited Sates 147.237.77. 234 |nal ag. i of . 1|V | d Segment retransmi ssi on. Streaning Bngi ne: TGP Inval i d drop 10
Packet dropped. Ret r ansni ssi on
93. 173. 254. 233 |l srael 147.237.77. 216 |dover.idf.il|FH rst packet isn't SN drop drop 10
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|Top Attackers In V\AF|

Attacker Address

A tacker

Ste

04

Devi ce

Country

‘ Target Address

Action

‘Count

46. 19. 86. 236 | srael 147.237.0.19 |nadimatal.idf.il D stributed Too Many of the Sane Response Code (404) B ock 116
. . D stributed Uhaut hori zed URL Access on
82.102. 141. 253 |Israel 147.237.72. 166 |aka.idf . il e aka i dff i 1// mai v r abanut / webr esour ce. axd B ock 6
46. 116. 145. 203 |l srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 3
138.134. 102. 16 |l srael 147.237.77. 216 |dover.idf.il O stributed Lhaut horized UR. Access on waw i df.il//ml net B ock 2
} . . Uhaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il W navy. i df . i | / 994- 8613- hel navy. aspx. aspx B ock 2
5.102.221. 108 | srael 147.237. 72. 156 |anan.i df .i | Lhaut hori zed URL Access to ww anan. i df.il/nodiin/default.aspx.co.il B ock 2
66. 249. 79. 58 | srael 147.237.77. 216 |dover.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 79. 58 B ock 2
176.12.141. 116 |l srael 147.237.77. 243 |nobi | e.i df .i | Mil ti pl e Uhaut hori zed URL Access from 176. 12. 141. 116 B ock 2
157.55.39.178 |wnited Sates [147.237.72. 166 |akaiof .i Distributed thauthorized URL Access on Bock |2
waw aka. i df . i | // mai n/ har edi nd webr esour ce. axd
L Unaut hori zed URL Access to
176.12.141. 116 |[Israel 147.237.77. 243 |nobi le.idf.il nobi | . i df i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1362 B ock 2
79.176. 165. 241 |l srael 147.237.72. 166 |aka.idf . il D stributed Suspi ci ous Response GCode Qust om Tenpor ary B ock 2
46.19. 86. 233 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response GCode Qust om Tenpor ary B ock 2
82.80.17.163  |Israel 147.237.72. 166 |aka. i df .i Distributed Lhauthorized LR. Access on Bock |2
waw aka. i df . i 1 // mai n/ har edi nd webr esour ce. axd
192.118. 63. 169 |l srael 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to wan i df.il/894-he B ock 1
79.178.109. 108 |l srael 147.237.72. 166 |aka.idf . il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 1
66. 249. 64. 63 | srael 147.237.72. 166 |aka.idf . il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 1
157.55.39.251 |United Sates |147.237.72. 166 |aka i df il Wnaut hori zed URL Access to Bock |1
waw aka. i df . i1/ sachar/forns/ downl oadf or m asp
95. 35. 16. 56 | srael 147.237.72. 166 |aka.i df .i | Lhaut hori zed URL Access to wawn aka.idf.il/nai n/scripts/css3pie. htc B ock 1
79.183. 174. 200 |Israel 147. 237. 72. 166 |aka i of . i | Unknown Par ameter __VI ENSTATEGENERATCR i n None 1
wwy aka. i df . i1/ nai n/ kapat z/ ci ti zencont act . aspx
R D stributed Unaut hori zed LRL Access on
212.179. 28. 34 I srael 147.237.72. 166 |aka.idf.il ww aka, i df i 1//ht t ps: /ww aka i of .|/ B ock 1
. . Uhaut hori zed URL Access to
66.249.79. 74 | sr ael 147.237.77. 216 |dover. i df. i1 wan i df . i |/ hebrew or gani zat i on/ honef ront /i dnew st m Bl ock !
176.12.149.38 |Israel 147.237.72. 166 |aka. i df . Distributed thaut horized URL Access on Bock |1
waw aka. i df . i 1// mai n/ har edi ni webr esour ce. axd
61. 135. 190. 200 |Chi na 147.237.0.17 i”:"y' kosher-kravi - 1df. 1\t hori zed URL Access to 147.237.0.17/ Bock |1
5.29. 22. 40 | srael 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary B ock 1
193. 239. 220. 249|Sn tzerl and 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to ww |l aw i df.il/sip storage/ B ock 1
79179, 16. 10 | s a6l 147 237. 72. 166 |laka i df i1 Unknown .Par:?met er ctl 00$ct | 00$§phh/h| n$cphSachar $ct 159 in None 1
ww aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
66. 249. 65. 186 | srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77.74/ B ock 1
R D stributed Unaut hori zed LRL Access on
176.12.137. 119 [Israel 147.237.77. 233 |atal .idf.il 147.237. 77. 233/ 1135- he/ at al . aspx B ock 1
108.234.5.129 |lhited Sates |147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua.atal .idf.il/wp/ wp-adnin/ B ock 1
80.74.101.10 | srael 147. 237.72. 166 |aka. i df i | Distributed thauthori zed URL Access on Bock |1
waw aka. i df . i | // mai n/ har edi nd webr esour ce. axd
212.203. 83. 135 |Snitzerland 147.237.77. 176 |nat pash.i df .i | Uhaut hori zed URL Access to waw cogat . idf.il/894-en B ock 1
. . Unknown Paraneter wbh48617274 in
192. 115. 116. 25 |[Israel 147.237.72. 166 |aka.idf.il ww aka. i df i | /si tes/ resour ces/ kamar/ styl es/ Kl al i . asp None 1
157.55. 39. 3 Lhited Sates |147.237.72.166 |aka.idf.il Lhaut hori zed URL Access to aka.idf.il/qiyus/general /default.a B ock 1
S Unaut hori zed URL Access to
62.210.114. 129 |France 147.237.76.42 |refuah.idf.il W refua atal i df.il/sip storagel fil es/8 3198, pt/ trackback/ Bl ock 1
Uhaut hori zed URL Access to
Lhited s waw, aka. i df . il/edi il yoman/ enl ar ge. asp?doci d=60616& ct =j & r m=1&8g=
83.223.122.6 Ki ngdom 147.237.72. 166 |aka. i df .11 &esr c=s&sa=u&ei =v6alvchl hy3lakvngeaj & ed=0cdngy9qewdw&si g2=yp Bl ock !
vVVi i nzr s6zuuozwnmkw&usg=af qj cnhgwagf j wlu6ef t hhi vxpck22ccua
212.117. 143. 250|1 srael 147.237.72. 166 |aka.idf.il SSL Uhtraceabl e Gonnection - Uhknown SSL Sessi on None 1
79.179.118.176 |lsrael 147.237.72. 166 |aka.idf .il D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
R D stributed Unaut hori zed LRL Access on
109. 66. 38. 73 I srael 147.237.77. 233 |atal .idf.il 147.237. 77. 233/ 1134- he/ at al . aspx B ock 1
46.116. 145. 203 |l srael 147.237.72. 166 |aka. i df . Distributed thauthorized URL Access on Bock |1
waw aka. i df . i | // mai n/ har edi nd webr esour ce. axd
R D stributed Unaut hori zed LRL Access on
80. 246. 130. 11 I srael 147.237.72. 166 |aka.idf.il vk aka. i df i 1// mai n/ r abanut / vebr esour ce. axd B ock 1
Russi an R Uhaut hori zed URL Access to aka.idf.il/mai n/ hone/ defaul t. aspx
217.69. 133. 220 Feder ati on 147.237.72. 166 |aka.idf.il 29/ 01/ 2012 B ock 1
R Unknown Par anet er wh48617274 in
192. 115.116. 25 |[Israel 147.237.72. 166 |aka.idf.il ww aka. i o .i | /i t es/ resour ces/ kanh ar/ styl es/ nador . asp None 1
77.237.154.221 gpij%ﬂ c 147.237.77. 176 |nat pash. i df . il Unaut hori zed URL Access to / B ock 1
65.49. 17. 2 Lhited Sates |147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua. atal.idf.il/ol d/wp-admn/ B ock 1
sl D stributed Unaut hori zed LRL Access on
46.19. 85. 21 I srael 147.237.77. 233 |atal .idf.il 147.237. 77. 233/ 1134- he/ at al . aspx B ock 1
85.65. 111. 199 | srael 147.237.72. 166 |aka.i df.il Lhaut hori zed URL Access to waw aka.idf.il/https:/ww aka.idf.il/ B ock 1
s Mil tiple Fullwdth/Hal fw dth Lhi code Encodi ng on URL/ Par anet er (+)
212.143. 214. 138|lI srael 147.237.77. 216 |dover.idf.il from 212. 143 214. 138 B ock 1
R D stributed Unaut hori zed URL Access on
79.179. 139. 244 |l srael 147.237.72. 166 |aka.idf.il ww aka, i df i 1//htt ps: / v aka. i of i/ B ock 1
66. 249. 79. 66 | srael 147.237.77. 216 |dover.idf.il Suspi ci ous Response Code B ock 1
109. 66. 172. 249 |l srael 147.237.72. 166 |aka.idf.il Lhaut hori zed URL Access to waw aka.idf.il/sip storage B ock 1
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