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04-21-2015-08:03:08 to 04-21-2015-09:03:08

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |veb Ste |9 gnature |Device Action  |Count |
66. 249. 67. 24 | srael 147.237.77.170 naar achot . i df . il TCP handshake viol ation, first packet not syn drop 5603
212.29.218. 166 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 249
212.199.112. 144 | srael 147.237. 72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 173
31.168. 103. 115 | srael 147.237. 72. 167 ishurimaka.idf.il |Anonal y-TLS-renegotiation-Q i dest - r eset 67
212.143.3. 44 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 38
192.118.92. 3 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 22
37.26.147. 148 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 13
62. 0. 248. 129 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 6

62. 90. 127. 42 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cookie drop 3

66. 240. 236. 119 Lhited Sates 147.237.76.176 test.ncore.idf.il ock Wdp Al _Nets drop 1

46. 19. 86. 131 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 1
194. 165. 145. 34 Jordan 147.237.76. 86 navy.idf.il B ock Wp Al Nets drop 1

66. 249. 67. 32 | srael 147.237.77.170 naar achot . i df .i | TCP handshake viol ation, first packet not syn drop 1
146. 185. 239. 100 Russi an Federation 147.237.72. 156 anan.idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address \Attacker Cbuntry|Target Address |Ste

| Name

|I:evi ce Action|Oount|

184.173.183. 172 |Lhited Sates 147.237.77.234 |hal ag.idf.il DVRep_P- N _40-59 Per nt 239
212.143.3. 44 | srael 147.237.77. 216 |dover.idf.il C1000004: HTTP: options nethod (M crosoft) B ock 5
84.108. 148. 143 |lsrael 147.237. 77. 226 |ww chanat z. aka. i df . i | |C1L000004: HITP. options nethod (M crosoft) B ock 4
109. 160. 247.85 |lsrael 147.237.77. 216 |dover.idf.il C1000004: HTTP:. options nethod (M crosoft) B ock 3
71.6.135. 131 Lhited Sates 147.237.77.179 |e.nazi .idf . il DVRep_B-N 60_100 B ock 2
198. 20. 69. 98 Lhited Sates 147.237.77.74 |lawidf.il DVRep_B-N 60_100 Bl ock 2
85. 25. 103. 50 Ger nany 147. 237. 76. 199 [e. nakchal .i df .i | DVRep_B-N 60 100 B ock 2
71.6.135.131 Lhited Sates 147.237.76.196 |e.sviva.idf.il DVRep_B-N 60_100 B ock 1
188. 138. 9. 50 Ger nany 147.237.0.200 |ndu.idf.il DVRep B-N 60 100 B ock 1
82.102.169. 113 |lsrael 147.237.72. 166 |aka.idf.il 7120: TP, Segnent Overlap Wth Dfferent Data, e.g., Fagroute |B ock 1
71. 6. 165. 200 Lhited Sates 147.237.0.33  |idf.il DVRep_B-N 60 100 B ock 1
198. 20. 70. 114 Lhited Sates 147.237.76. 177 |ncore.idf.il DVRep_B-N 60_100 Bl ock 1
66. 240. 236. 119 |lLhited Sates 147.237.76. 176 |test.ncore.idf.il DVRep_B-N 60_100 Bl ock 1
85. 25. 103. 50 Ger many 147.237.77.74 |lawidf.il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.8.27 |e.nadimatal .idf.il DVRep_B-N 60 100 B ock 1
71.6.135. 131 Lhited Sates 147.237.77.61 |e.cogat.idf.il DVRep_B-N 60 100 B ock 1
188. 138. 9. 50 Ger many 147.237.76.39 |nobile. neitav.idf.il DVRep_B-N 60 100 B ock 1
71.6.165. 200 Lhited Sates 147.237.72. 166 |aka.idf.il DVRep_B-N 60_100 Bl ock 1
66. 240. 236. 119 |lLhited Sates 147.237.76. 199 |e. nakchal .idf.il DVRep_B-N 60_100 Bl ock 1
85. 25. 103. 50 Ger many 147.237.77. 243 |nobi l e.idf . il DVRep_B-N 60_100 B ock 1
71.6.167. 142 Lhited Sates 147.237.76. 176 |test.ncore.idf.il DVRep B-N 60 100 B ock 1
71.6.135. 131 Lhited Sates 147.237.77. 170 |naarachot . i df .il DVRep_B-N 60 100 B ock 1
188. 138. 9. 50 Ger nany 147.237. 76. 147 |chinuch. aka.idf .il DVRep_B-N 60_100 B ock 1
85. 25. 43. 94 Ger nany 147.237.76.30 |hinush.idf.il DVRep_B-N 60 100 B ock 1
71.6.165. 200 Lhited Sates 147.237.76.44 |e.refuah.idf.il DVRep_B-N 60_100 Bl ock 1
66.240. 236. 119 |Lhited Sates 147.237.77.74 |lawidf.il DVRep_B-N 60 100 B ock 1
71.6.167. 142 Lhited Sates 147. 237.77. 243 |nobil e. i df . i | DVRep_B-N 60 100 B ock 1
198. 20. 69. 98 Lhited Sates 147.237.76. 197 |e. hinush.idf . il DVRep_B-N 60 100 B ock 1
66.240.192. 138 |lhited Sates 147.237. 76. 202 |e.hal ag.idf .il DVRep_B-N 60_100 B ock 1
85. 25. 103. 50 Ger nany 147.237.76.34 |yohalan.idf.il DVRep_B-N 60 100 B ock 1
71. 6. 165. 200 Lhited Sates 147. 237.76. 148 [gqcenter. aka. i of . i | DVRep_B-N 60 100 B ock 1
71.6.135.131 Lhited Sates 147.237.8.50 e. tikshuv.idf.il DVRep_B-N 60_100 B ock 1
79.135.201. 208 |lkraine 147.237.77. 170 |naarachot.i df .il Q)25: HITP. access to admini strator/index. php -> Quaranti ne B ock 1
71.6.135. 131 Lhited Sates 147.237.77. 243 |nobi l e.i df . i | DVRep_B-N 60 100 B ock 1
66. 240.236. 119 |lhited Sates 147.237. 72. 156 |anan.idf.il DVRep_B-N 60_100 B ock 1
71.6.165. 200 Lhited Sates 147.237.77. 243 |nobil e.idf .il DVRep_B-N 60_100 Bl ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |ste | Name |count |
199. 101. 186. 200 Lhited Sates 147.237.76. 177 ncore.idf.il ET SCAN NVAP -sS w ndow 3072 1
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW with fake user agent 1
192. 161. 63. 36 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il ET SCAN NVAP -sS w ndow 1024 1
81.218. 71. 132 | srael 147.237.77. 216 dover.idf.il portscan: TGP Oistributed Portscan 1
61. 240. 144. 66 Chi na 147.237.77. 74 lawidf.il ET SCAN Potential VNC Scan 5900- 5920 1
61. 240. 144. 66 Chi na 147.237. 8. 28 e.nmobi | e-ks.idf.il ET SCAN NVAP -sS wi ndow 1024 1
61. 240. 144. 64 Chi na 147. 237. 76. 86 navy.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
61. 240. 144. 64 Chi na 147.237. 8. 50 e tikshuv.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
201.239. 118. 143 Chile 147.237.76. 30 hi nush. i df .i | ET SCAN NVAP -sS w ndow 3072 1
199. 101. 186. 200 Lhited Sates 147.237.76. 177 ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
193. 107. 16. 206 Russi an Federati on 147.237.0. 17 mny- kosher - kravi . i df . il ET SCAN NVAP -sS w ndow 1024 1
162. 253. 66. 6 Lhited Sates 147.237.0. 19 nadi matal .idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 67 Chi na 147.237.0. 33 idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 66 Chi na 147.237.72. 156 anan. i df i | ET SCAN Potential VNC Scan 5900- 5920 1
61. 240. 144. 64 Chi na 147.237.77. 19 lawforumidf.il ET SCAN Potential VNC Scan 5800- 5820 1
61. 240. 144. 64 Chi na 147.237.72. 217 eidf.il ET SCAN Potential VNC Scan 5800- 5820 1
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|Top Attackers In FW |

Attacker Address | Attacker Country | Target Address |ste | Message [Name |Device Action |count |
113. 166. 62. 69 \i et nam 147.237.77.216 dover.idf.il Frst packet isn't drop drop 86089
113. 166. 63. 192 Vi et nam 147.237.77. 216 dover.idf.il F rst packet isn't drop drop 17720
81.218. 71. 132 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 4982
85. 64. 154. 102 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 408
162. 243. 222. 48 Lhited Sates 147.237.77. 216 dover.idf.il |Hrst packet isn't drop |drop 371
194. 114. 146. 227 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop dr op 354
162.243.2.119 Lhited Sates 147.237.77.216 dover.idf.il Frst packet isn't drop drop 334
213. 151. 37. 96 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 327
107.170. 181. 168 Lhited Sates 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 243
162. 243. 90. 108 Lhited Sates 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 200
46. 19. 86. 204 | srael 147.237.77. 216 dover.idf.il |Hrst packet isn't drop |drop 160
82.166.198. 113 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop dr op 146
212.143. 3. 44 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 132
2.54.53.214 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 125
62.0.101. 153 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 123
108. 171. 128. 165 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 121
162. 243. 61. 230 Lhited Sates 147.237.77. 216 dover.idf.il |Hrst packet isn't drop |drop 120
85.128. 142. 78 Pol and 147.237.77. 216 dover.idf.il Frst packet isn't drop dr op 118
107. 170. 144. 19 Lhited Sates 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 113
73. 8.110. 252 Lhited Sates 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 108
109. 253. 136. 18 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 104
212.179. 61. 125 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 84
212.179. 34. 174 | srael 147.237.77. 216 dover.idf.il |Hrst packet isn't drop |drop 84
79.178. 35. 250 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop dr op 75
132.76.50. 5 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 70
37.48.120. 214 Net her | ands 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 69
62. 219. 228. 240 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 67
37.26. 148. 202 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 66
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il |Hrst packet isn't drop |drop 65
212.69.61. 71 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il Frst packet isn't drop dr op 52
46. 222. 156. 207 Spai n 147.237.77.216 dover.idf.il Frst packet isn't drop drop 52
84.95. 84. 211 | srael 147.237.77. 216 dover.idf.il F rst packet isn't drop drop 52
188. 225. 171. 206 Pal estinian Territory, Qcupi ed 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 52
169. 253.194. 1 Lhited Sates 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 51
176.12. 146. 216 | srael 147.237.77. 216 dover.idf.il |Hrst packet isn't drop |drop 50
192. 114.39.9 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop dr op 48
192.116.127.113 | srael 147.237.77.216 dover.idf.il Frst packet isn't drop drop 48
84.94.109. 201 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 48
84.94. 191. 225 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 44
46.19. 86. 231 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 43
85.72.40.4 G eece 147.237.77. 216 dover.idf.il |Hrst packet isn't drop |drop 43
84.94.123.12 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop dr op 43
54.72.0.55 Lhited Sates 147.237.77.216 dover.idf.il F rst packet isn't drop drop 42
86. 195. 220. 53 France 147.237.77. 216 dover.idf.il F rst packet isn't drop drop 42
109. 253. 136. 212 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 40
140. 139. 231. 42 Lhited Sates 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 40
66. 249. 93. 164 Lhited Sates 147.237.77. 216 dover.idf.il |Hrst packet isn't drop |drop 39
2.54.47.236 | srael 147.237.77. 216 dover.idf.il Frst packet isn't drop dr op 39
176. 12. 149. 58 | srael 147.237.77.216 dover.idf.il Frst packet isn't drop drop 39
52.16.5. 197 Lhited Sates 147.237.77. 216 dover.idf.il Frst packet isn't drop drop 38
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Target Address |Ste ; ‘Count
Country Action
109. 253. 136. 167l srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) Bl ock 133
109. 253. 139. 123|l srael 147.237.0.19 |[nadimatal.idf.ijD stributed Too Many of the Sane Response Code (404) Bl ock 73
46. 19. 85. 76 | srael 147.237.0.19 |nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) Bl ock 51
176. 12. 145. 155 |l srael 147.237.0.19 |[nadimatal.idf.ijD stributed Too Many of the Sane Response Code (404) Bl ock 35
109. 253. 157. 13 |l srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) Bl ock 7
109. 253. 136. 107l srael 147.237.0.19 |[nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) Bl ock 5
66. 249. 79. 74 | srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhauthori zed URL Access from 66. 249. 79. 74 Bl ock 4
149. 78. 169. 225 |lhited Sates 147.237.72. 166 |aka.i df . il D stributed Suspi ci ous Response GCode_Qust om Tenpor ary Bl ock 3
212.25.102.63 |lsrael 147.237.72. 166 |aka.i df .i | Ml ti pl e Unaut hori zed URL Access from 212. 25. 102. 63 Bl ock 3
66. 249. 79. 58 | srael 147.237.77. 216 |dover.idf.il Ml tipl e Uhaut hori zed URL Access from 66. 249. 79. 58 Bl ock 3
66. 249. 79. 66 | srael 147.237.77. 216 |dover.idf.il Ml ti pl e Unaut hori zed URL Access from 66. 249. 79. 66 Bl ock 3
212.143.3.44  |israel 147, 237.77. 216 |doveridf. i1 |-hauthorized R Access to . B ock 2
wan i df . i1/t enpl at es/ shar ed/ user cont r ol s/ pronot i oncube/
46. 19. 85. 94 | srael 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 2
212.199.53. 161 |Israel 147.237.72. 166 |aka.idf.il D stributed Suspi ci ous Response Gode Qust om Tenpor ary Bl ock 2
s Unhaut hori zed URL Access to
46.19.86. 144 | srael 147.237.72. 166 |aka. i df .11 aka.idf.il/sites/resources/ chi nuch/styl es/inport/bottommavi gat on. asp B ock 2
72.9.148. 10 Lhited Sates 147.237.76.86 [navy.idf.il Unaut hori zed URL Access to waww navy.idf.il/994-8613- he/ navy. aspx. aspx |B ock 2
109. 253. 134. 180]|! srael 147.237.0.19 |nadimatal.idf.i|D stributed Too Many of the Sane Response Code (404) Bl ock 2
87.69. 27. 135 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1400- he/ at al . aspx Bl ock 1
188. 165. 15. 15 |Rance 147.237.72. 166 |aka.i df .i | Lhaut hori zed URL Access to aka.idf.il/edim Bl ock 1
66. 249. 64. 60 | srael 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to waw navy.idf.il/ni B ock 1
109. 253. 135. 107l srael 147.237.0.19 |[nadimatal.idf.ijD stributed Too Many of the Sane Response Code (404) Bl ock 1
80 178.134.57 |israel 147 237. 72. 166 laka i df i1 Unknown ‘Par gnet er ct!1 00%ct | 00$_CphMii n$cphSachar $ct1 01 in None 1
wwy aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
207.46.13. 1 Lhited Sates 147.237.77. 216 |dover.idf.il Lhaut hori zed URL Access to waw i df.il/newsite/english/journal.stm Bl ock 1
157.55.39.179 |lhited Sates 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code Qust om Tenpor ary B ock 1
66. 249. 65. 157 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ Bl ock 1
95.86.106.17  |Israel 147.237. 72. 166 [aka. i . i Distributed thaut horized UL Access on B ock 1
wwv aka. i df . il //mai n/rabanut / webresour ce. axd
66. 249. 79. 104 | srael 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ scri ptresour ce. axd Bl ock 1
188. 165. 15. 181 |Rance 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 9169- he/ r ef uah. aspx B ock 1
66. 249. 64. 61 | srael 147.237.72. 166 |[aka. i df .i | D stributed Suspi ci ous Response Gode Qust om Tenpor ary Bl ock 1
157.55.39. 3 Lhited Sates 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response Gode_ Qust om Tenpor ary Bl ock 1
109. 253. 135. 181l srael 147.237.0.19 |nadimatal.idf.i|D stributed Too Many of the Sanme Response Code (404) Bl ock 1
81.218.118. 124 |Israel 147.237.72. 166 |aka i df . i | Distributed Lhaut hori zed LRL Access on B ock 1
v aka. i df . i1//mai n/ har edi mi webr esour ce. axd
207.232.27.5 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ webr esour ce. axd Bl ock 1
66. 249. 73. 219 | srael 147.237.77.74 |lawidf.il |11 egal Paraneter Encodi ng searchText in ww lawidf.il/275-hel/ patzar.aspx |None 1
217.69.133. 221 :32::1”' on 147.237.72. 166 |aka. i df . i Uhknown Par anet er docl d&pageNumin aka.idf.il/kantar/fag/ defaul t.asp None 1
95.173. 190. 4 Tur key 147.237.72. 156 |anan.i df .i | I11egal HITP \ersion B ock 1
66.249.83.251 | srael 147.237.72. 166 |aka. i df . i Wnknown Paranet er modul eT. oGTo in None 1
wwy aka. i df . i1/ nai n/ gi yus/| ogi n. aspx
192. 118. 10. 10 | srael 147.237.72. 166 |aka.idf.il Unknown Paranet er wb48617274 in ww aka. i df.il/mai n/scriptresource. axd |None 1
S Unhaut hori zed URL Access to
66. 249. 64. 62 | srael 147.237.76.42 |refuah.idf.il 147. 237.76. 421 shar ed aj ax/ cr eat ecapt chai mage. aspx B ock 1
157.55.39.5 Lhited Sates 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response GCode_ Qust om Tenpor ary Bl ock 1
109. 253. 135. 181l srael 147.237.0.19 |nadimatal.idf.i|Too Many 404: Response Code per Session Bl ock 1
2.54.147. 209 | srael 147.237.76. 42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
85. 250. 53. 26 | srael 147.237.72. 166 |aka.i df .i | D stribut ed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
s D stributed Lhaut horized URL Access on
176. 12. 146. 97 | srael 147.237.72. 166 |aka. i df .i | v aka. i df i 1// mai v/ har edi i webr esour ce. axd Bl ock 1
50.148.171. 183 |lhited Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to vwwidf.il/international training Bl ock 1
109. 253. 133. 224 |l srael 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code Qust om Tenpor ary Bl ock 1
192.118.10.10 |lIsrael 147.237.72. 166 |aka.i df .i | Unknown Par anet er wb48617274 in wwv aka. i df.il/nmai n/webresource.axd |None 1
157.55. 39. 6 Wited Sates  |147.237.72. 166 |aka i df il Distributed Lhaut hori zed LRL Access on Bl ock 1
wan aka. i df . i | // nai n/ har edi nd webr esour ce. axd
66. 249. 64. 81 | srael 147.237.72. 166 |aka.i df .i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
109. 253. 135, 181I srael 147.237.0.19  |madi matal .icf.i[ 20 MY of the Sane Response Code (404) in Session from B ock 1

109. 253. 135. 181
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