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Top Attackers

M dover.idf.il

M nat pash.idf.il

M halag.idf.il

M aka.idf.il

M nobi le.idf.il

M navy.idf.il

e madimatal .idf.

M refuah.idf.il
naarachot . i df.il

Miawidf.il

M 113. 166. 63. 192
5. 255. 253. 124
I 124. 43. 131. 108
162. 243. 90. 108
Il 107. 170. 144. 19
M 104. 131. 228. 99
I 5.108.2.93
Il 184.173.183.172
162. 243. 61. 230
W 192. 241. 245. 200
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|Top Attackers | n DDoS- Def ence |

Attacker Address | Atacker Country | Target Address |veb Ste |9 gnature |Device Action  |Count |
220.181.108. 155 Chi na 147. 237. 76. 86 navy.idf.il TCP handshake viol ation, first packet not syn drop 2815
66. 249. 67. 40 | srael 147.237.77.170 naarachot . i df . il TCP handshake viol ation, first packet not syn drop 547
220.181.108. 116 Chi na 147.237. 76. 42 refuah.idf.il TCP handshake viol ation, first packet not syn drop 421

66. 249. 67. 24 | srael 147.237.77.170 naar achot . i df . il TCP handshake viol ation, first packet not syn drop 184
116. 225. 83. 168 Chi na 147.237.76. 176 test.ncore.idf.il |Block Wdp All Nets dr op 2

46. 19. 85. 84 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Tar get Address |S te | Name |Davi ce Action |Ooum |
184.173.183. 172 Lhited Sates 147.237.77.176 nat pash. i df . i | DVRep_P- N _40-59 Per nint 166
71.6.167. 142 Lhited Sates 147.237.77.179 e.nazi.idf.il DVRep_B-N 60_100 B ock 2
213.57.63. 14 | srael 147.237.76. 42 refuah.idf.il C1000004: HTTP:. options nethod (M crosoft) Bl ock 2
71. 6. 165. 200 Lhited Sates 147.237.77.19 lawforumidf.il DVRep_B-N 60 100 Bl ock 2
188. 138. 9. 50 Cer many 147.237. 8. 46 e.chinuch.idf.il DVRep_B-N 60_100 B ock 1
66. 240. 192. 138 Lhited Sates 147.237.77. 212 e.dover.idf.il DVRep_B-N 60_100 Bl ock 1
198. 20. 70. 114 Lhited Sates 147.237. 8. 45 eetanidf.il DVRep_B-N 60_100 Bl ock 1
85. 25. 103. 50 Ger many 147.237.77.179 e nazi.idf.il DVRep_B-N 60_100 Bl ock 1
71.6.167. 142 Lhited Sates 147.237.72. 167 ishurimaka.idf.il DVRep B-N 60 100 Bl ock 1
188. 138. 9. 50 Ger nany 147.237.76. 86 navy. i df.il DVRep B-N 60 100 Bl ock 1
71.6.167. 142 Lhited Sates 147.237.77. 235 sviva.idf.il DVRep_B-N 60_100 Bl ock 1
66. 240. 192. 138 Lhited Sates 147.237.77. 227 e hanaz.idf.il DVRep_B-N 60_100 Bl ock 1
85. 25. 103. 50 Cer many 147.237.77. 233 atal.idf.il DVRep_B-N 60_100 Bl ock 1
71.6.167. 142 Lhited Sates 147.237.76. 86 navy.idf.il DVRep_B-N 60_100 Bl ock 1
198. 20. 69. 98 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il DVRep B-N 60 100 Bl ock 1
85. 25. 43. 94 Ger nany 147.237.76. 31 nakchal .i df i DVRep B-N 60 100 Bl ock 1
71. 6. 165. 200 Lhited Sates 147.237.72. 217 eidf.il DVRep_B-N 60_100 Bl ock 1
71.6.167. 142 Lhited Sates 147.237.76. 147 chi nuch. aka.idf.il DVRep_B-N 60_100 Bl ock 1
198. 20. 69. 98 Lhited Sates 147.237.76. 198 e.yohal an.idf.il DVRep_B-N 60_100 Bl ock 1
85. 25. 43. 94 Ger many 147.237.76. 199 e. nakchal .idf.il DVRep_B-N 60_100 Bl ock 1
188. 138. 9. 50 Cer many 147.237.8. 45 eetanidf.il DVRep B-N 60 100 Bl ock 1
71.6.167. 142 Lhited Sates 147.237.77.178 e. natpash.idf.il DVRep_B-N 60 100 Bl ock 1
66. 240. 192. 138 Lhited Sates 147.237.8. 24 elifestyle.idf.il DVRep_B-N 60_100 Bl ock 1
198. 20. 69. 98 Lhited Sates 147.237.76. 200 eitan. aka. idf.il DVRep_B-N 60_100 Bl ock 1
85. 25. 103. 50 Cer many 147.237.8. 24 elifestyle.idf.il DVRep_B-N 60_100 Bl ock 1
71.6.165. 200 Lhited Sates 147.237.77.212 e.dover.idf.il DVRep_B-N 60_100 Bl ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address |Ste | Name | count
82. 80. 25. 221 | srael 147.237.77. 216 dover.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 12
195. 34. 150. 18 Austria 147.237.77. 216 dover.idf.il Tehila - Perl LW wth fake user agent 6
66. 249. 78. 197 Lhited Sates 147.237.77.176 nat pash. i df . il ET SCAN NVAP -sA (2) 2
211. 68. 127. 29 Chi na 147.237. 0. 33 idf.il ET SCAN Potential SSH Scan 2
66. 249. 83. 194 Lhited Sates 147.237.77. 216 dover.idf.il ET SCAN NVAP -sA (2) 2
66. 249. 65. 30 Lhited Sates 147.237.77. 74 lawidf.il ET SCAN NVAP -sA (2) 2
211.68. 127. 29 Chi na 147.237.0.19 nadi matal .idf.il ET SCAN Potential SSH Scan 1
211.68. 127. 20 Chi na 147.237.77. 227 e hanaz.idf.il ET SCAN NVAP -sS w ndow 3072 1
61. 240. 144. 65 Chi na 147.237. 0. 33 idf.il ET SCAN NMAP -sS wi ndow 1024 1
198. 20. 69. 98 Lhited Sates 147.237. 76. 200 eitan. aka. idf.il ET DROP Dshi el d B ock Listed Source 1
122.228. 207. 77 Chi na 147.237. 77. 227 e hanaz.idf.il ET SCAN Potential SSH Scan 1
122.228. 207. 77 Chi na 147.237.77.19 lawforumidf.il ET SCAN Potential SSH Scan 1
122.228.207. 77 Chi na 147.237.72. 167 i shurimaka.idf.il ET SCAN Potential SSH Scan 1
122.228. 207. 77 Chi na 147.237. 0. 200 mdu. i df . il ET SCAN Potential SSH Scan 1
213. 182. 43. 222 F ance 147.237.76. 34 yohal an.idf.il ET SCAN NMAP -sS wi ndow 3072 1
122.228.207. 77 Chi na 147.237.0. 16 ny- kosher-kravi .idf .il ET SCAN Potential SSH Scan 1
211.68.127. 29 Chi na 147.237.0.15 kosher-kravi .idf .il ET SCAN Potential SSH Scan 1
211.68.127. 20 Chi na 147.237.77. 227 e hanaz.idf.il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 64 Chi na 147.237.77. 61 e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
122.228.207. 77 Chi na 147.237.77.179 e.nazi.idf.il ET SCAN Potential SSH Scan 1
122.228.207. 77 Chi na 147.237. 76. 86 navy.idf.il ET SCAN Potential SSH Scan 1
122.228.207. 77 Chi na 147. 237. 8. 45 eetanidf.il ET SCAN Potential SSH Scan 1
213.182. 43. 222 France 147.237.76. 34 yohal an.i df .il ET SCAN NVAP -sS w ndow 4096 1
122.228. 207. 77 Chi na 147.237.0.35 akaws. i df .il ET SCAN Potential SSH Scan 1
211.68.127. 29 Chi na 147.237. 0. 200 mdu. i df . i | ET SCAN Potential SSH Scan 1




04-21-2015-02:12:16 to 04-21-2015-03:12:16

|Top Attackers In FW |

A tacker

Attacker Address Qount ry Target Address ‘S te ‘Massage
113. 166. 63. 192 |V et nam 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 110140
5. 255. 253. 124 g;z:;nl on 147.237.77. 216 |dover.idf.il|Frst packet isn't SN drop drop 406
124.43.131.108 |Si Lanka 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 298
162. 243.90. 108 |lhited Sates 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 284
107.170. 144.19 |lhited Sates 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 250
104. 131. 228. 99 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 240
5.108. 2. 93 Saudi Arabia 147.237.77. 216 |dover.idf.il|Frst packet isn't SN drop drop 238
162. 243.61.230 |lhited Sates 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 128
192. 241. 245. 200|lhited Sates 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 126
87.69. 244. 199 | srael 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 125
173. 208. 169. 226|lhited Sates 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 116
162. 243. 210. 161|lhited Sates 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 107
68.64.172.118 |lhited Sates 147.237.77. 216 |dover.idf.il|Frst packet isn't SN drop drop 102
192.68.112. 171 |lhited Sates 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 82
119. 252. 233. 34 (F;Jaipr‘:sa'\b"" 147.237.77. 216 |dover. i df .i||First packet isn't SWN drop drop 70
140. 139. 231. 42 |lhited Sates 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 46
85.72.40.4 G eece 147.237.77. 216 |dover.idf.il|Frst packet isn't SN drop drop 44
162.230.61.94 |lhited Sates 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 40
66.249.79.74  |Uited Qates  |147. 237. 7. 216 |dover. i of it | V3 1 d segnent retransmssion. Packet |Sreaning Engine: TCP Invalid drop 34
dr opped. Ret r ansn ssi on
50. 87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 32
66.249.79.58  |United Qates  |147. 237. 7. 216 |dover. i df it | V3 d segnent retransmssion. Packet |Sreaning Engine: TCP Invalid drop 26
dr opped. Ret r ansn ssi on
66.249.67.104 |United Qates  |147.237.77. 234 |nal ag.icf i1 | V3 1 d segnent retransmssion. Packet |Sreaning Engine: TCP Invalid drop 24
dr opped. Ret r ansn ssi on
95. 144, 186. 103 |Uni ted Ki ngdom |147.237.77.216 |dover.idf.il|Frst packet isn't SN drop drop 21
207.46.13.1 Lhited Sates 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 20
91. 61. 79. 33 CGer many 147.237.77. 216 |dover.idf.il|F rst packet isn't SYN drop drop 20
136. 243. 5. 203  |Ger many 147.237.77. 216 |dover.idf.il|F rst packet isn't SYN drop drop 20
66.249.83.194 |lLhited Sates 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 19
24.60.206.193 |Whited Sates 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 16
46. 19. 85. 171 | srael 147.237.77. 216 |dover.idf.il|Frst packet isn't SN drop drop 16
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 15
37. 140. 141. 39 gz:;;r: on 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 14
78.250. 152. 29  |Fance 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 14
46. 19. 85. 105 | srael 147.237.77. 216 |dover.idf.il|Frst packet isn't SN drop drop 14
207. 46. 13. 35 Lhited Sates 147.237.77. 216 |dover.idf.il|Hrst packet isn't SYN drop drop 14
37.48.120. 214  |Net her| ands 147.237.77. 216 |dover.idf.il|F rst packet isn't SYN drop drop 14
66.249.67.112 |United Qates  |147.237.77. 234 |nal ag. i of i1 | V3 1 d segnent retransmssion. Packet |Sreaning Engine: TCP Invalid drop 14
dr opped. Ret r ansn ssi on
207.46. 13. 52 Lhited Sates 147.237.77. 216 |dover.idf.il|Frst packet isn't SN drop drop 14
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 13
213.149. 104. 52 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 13
75. 80. 164. 89 Lhited Sates 147.237.77. 216 |dover.idf.il|F rst packet isn't SYN drop drop 12
50.138. 196. 152 |Lhited Sates 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 12
66.249.79.66  |lUnited Qates  |147. 237. 7. 216 |dover. i af it | V3 1 d segnent retransmssion. Packet |Sreaning Engine: TCP Invalid drop 12
dr opped. Ret r ansni ssi on
24.17.204.144 |lhited Sates 147.237.77. 216 |dover.idf.il|F rst packet isn't SYN drop drop 11
157.55. 39. 31 Lhited Sates 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 10
85.130. 138. 149 |l srael 147.237.72. 166 |aka.idf.il |Invalid ACK nunber Bad TCP sequence noni t or 9
54.72.0.55 Lhited Sates 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 8
54.72.73. 168 Lhited Sates 147.237.77. 216 |dover.idf.il|Frst packet isn't SN drop drop 8
184. 153.54.171 |lhited Sates 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 8
84.108. 4. 28 | srael 147.237.77. 243 |nobile.idf.i|H rst packet isn't SYN drop drop 7
177.32.239. 241 |Bazil 147.237.77. 216 |dover.idf.il|H rst packet isn't SYN drop drop 6
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|Top Attackers In V\AF|

A tacker

Devi ce

wan i df . i |/t enpl at es/ shar ed/ user cont r ol s/ header upper /

Qount ry Target Address |dte Action ‘Count
. . D stributed Unaut hori zed URL Access on
212.76. 108. 210 |l srael 147.237.72. 166 |aka. i df. il v aka, i df i 1 // mai v har edi m webr esour ce. axd Bl ock 3
84. 109. 106. 152 |l srael 147.237.72. 166 |aka. i df .i | Distributed Lhauthorized URL Access on B ock 2
wan aka. i df.il// nmai n/ rabanut / webr esour ce. axd
213.57.63. 14 | srael 147.237.76.42 |refuah.idf.il Unhaut hori zed HTTP Met hod Bl ock 2
95.173. 171. 224 |Tur key 147.237.72. 156 |anan.i df.i| Il1egal HITP \frsion Bl ock 1
66. 249. 64. 86 | srael 147.237.72. 166 |aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
66. 249. 79. 58 | srael 147.237.77. 216 |dover.idf.il Unaut hori zed UR. Access to wawidf.il/ni B ock 1
’ R S Uhtraceabl e Gonnection - Protocol violation
52.1.90. 117 Lhited Sates 147.237.77. 216 |dover.idf.il (SSL_CONN_APPLI CATI ON_DATA EXCHANGE) None 1
157.55.39.252 |lhited Sates 147.237.72. 166 |aka.idf.il Uhaut hori zed URL Access to waww aka. i df.il/sachar/forns/ downl oadf ormasp |B ock 1
66. 249. 65. 186 |l srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77.74/ B ock 1
R Unaut hori zed URL Access to
66.249.79.66 || srael 147.237.77. 216 dover. il 11 |0 ot i1/ engl i sh/ announcerrent s/ 2003/ august / 15. st m Bl ock !
66. 249. 64. 57 | srael 147.237.76.86 |navy.idf.il Lhaut hori zed UR. Access to navy.idf.il/shared aj ax/setivgal | erycontrol . aspx B ock 1
66. 249. 67. 33 | srael 147.237.77. 170 |naar achot . i df . i I|Unaut hori zed URL Access to 147.237.77.170/ Bl ock 1
66. 249. 64. 66 | srael 147.237.72. 166 |aka.idf .i | Uhaut hori zed URL Access to 147.237.72. 166/ nai n/ gi yus/ gener al . aspx B ock 1
66. 249. 73. 211 |lsrael 147.237.77.74 |lawidf.il |11 egal Parangeter Encodi ng searchText in ww |awidf.il/275 he/ pat zar. aspx None 1
31.13.112.119 |lreland 147.237.72. 166 |aka.idf.il Lhaut hori zed URL Access to aka.idf.il/sip storage/files/3 B ock 1
94.153. 8. 126 Lkr ai ne 147.237.77. 176 [natpash.idf.il |PHP Attenpt Bl ock 1
66. 249. 64. 70 | srael 147.237.72. 166 |aka.idf.il D stributed Uaut hori zed URL Access on 147.237.72. 166/ / Bl ock 1
66. 249. 79. 58 | srael 147.237.77. 216 |dover.idf.il Mil tipl e Uhaut hori zed URL Access from 66. 249. 79. 58 B ock 1
46.19.123.125 |France 147. 237.77. 216 |dover. i df. i1 |3uthorized URL Access to Bl ock 1
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