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|Top Attackers | n DDoS- Def ence |

Attacker Attacker Target
Address Country Address

Signature

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 12141
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 11860
167. 114. 156. 16 Canada 147.237.77.216  |dover.idf.il ;C/]; handshake viol ation, first packet mot |, 5496
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP-M SG- Sl owl ori s- DO5- Var 1 dest - r eset 59
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 20
123. 59. 59. 52 Chi na 147.237.77. 226 wnn chamat z. aka. i df i | |bl ock-sp-trafl drop 2

69. 30. 202. 230 Lhited Sates 147.237.76. 147 chinuch. aka.idf.il bl ock-sp-traf 1 forward 2

69. 197. 185. 22 Lhited Sates 147.237. 76. 147 chi nuch. aka.idf.il bl ock-sp-traf 1 forward 2
74.91. 23. 107 Lhited Sates 147.237.76. 147 chi nuch. aka.idf.il bl ock-sp-traf 1 forward 2

69. 30. 226. 101 Lhited Sates 147.237.76. 200 eitan. aka.idf.il bl ock-sp-traf 1 forward 2
74.91. 23. 109 Lhited Sates 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 forward 2

69. 197. 185. 22 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il bl ock-sp-traf 1 forward 1

69. 30. 226. 100 Lhited Sates 147.237.0.19 nadi matal .idf.il bl ock-sp-traf 1 forward 1

69. 30. 202. 228 Wited Sates 147.237.0.17 i kosher-kravi. idf. 1t ook-sp-traf 1 forward 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |9te |Signature |Count |
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
104.130.70.221  [147.237.77.179 |Uited Sates e.nazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
85.131.208.140 |147.237.77.178 |Ger many e.matpash.idf.il ET SCAN Potential SSH Scan 1
85.131.208.140 |147.237.76.177 |Ger many ncore.idf.il ET SCAN Potential SSH Scan 1
85.131.208.140 |147.237.8.45 Ger many eeitanidf.il ET SCAN Potential SSH Scan 1
85.131.208.140 |147.237.8.27 Ger many e madimatal .idf.il ET SCAN Potential SSH Scan 1
85.131.208. 140  |147.237.0.16 Ger many ny- kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
198. 20. 69. 74 147.237.77.179 |Wited Sates e.nazi.idf.il ET DROP Dshiel d B ock Listed Source 1
80. 82. 78. 38 147.237.77. 19 Net her | ands I awforumidf.il ET SCAN NMAP -sS wi ndow 1024 1
185.12.184.172 |147.237.77.216 |Palestinian Territory, Qcupied |[dover.idf.il portscan: TCQP Distributed Portscan 1
46. 43. 68. 142 147.237.77.216 |Palestinian Territory, Geeupied  |dover.idf.il portscan: TCP O stributed Portscan 1
173. 65. 154. 27 147.237.0. 15 Lhited Sates kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
85.131.208.140 |147.237.77.226 |Ger many ww chamat z. aka. i df . i | ET SCAN Potential SSH Scan 1
85.131.208.140 |147.237.76.198 |Ger many e.yohal an.idf.il ET SCAN Potential SSH Scan 1
85.131.208.140 |147.237.76. 39 Ger many nobi | e. nei tav. i df.il ET SCAN Potential SSH Scan 1
85.131.208.140 |147.237.8.28 Ger many e nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
85.131.208. 140  |147.237.0.33 Ger many idf.il ET SCAN Potential SSH Scan 1
85.131.208.140 |147.237.0.15 Ger many kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
80. 82.78. 38 147.237.76.197 |Netherl ands e hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
173. 65. 154. 27 147.237.0. 16 Lhited Sates ny- kosher - kravi . i df il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |dte Signature Acti on ‘Oount

46.2.109.151  |Turkey 147. 237. 77. 216 |dover. i df .i Streamng Engine: TCP Inval id |invalid segnent retransnissi on. dr op 13938
Ret r ansni ssi on Packet dropped.

38.111.147.83 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 343

188. 139. 193. 110|Syrian Arab Republic |147.237. 77. 216 |dover.idf .i Bad TCP sequence Inval i d ACK nunber noni t or 70

188. 139. 193. 110|Syrian Arab Republ i c |147. 237. 77. 216 |dover. i df .i Bad TCP sequence Inval i d ACK nunber alert 69

66.249.69.93  |lited Sates 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransnission drop 42
Ret r ansni ssi on Packet dr opped.

31.206. 136. 123 |Turkey 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 29

208.115.111. 73 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 27

109. 65.199. 87 | srael 147.237.76. 200 [ei tan aka i o1 |o.! SAM NG Engi ne: TP Invalid finvalid segnent retransmssion drop 24
Ret r ansni ssi on Packet dropped.

46.2.109. 151 Tur key 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 23

185.32.179. 159 | srael 147. 237, 77. 243 |nobi 1 e. i of . i Streaning Engine: TCP Invalid invalid segnent retransnission drop 18
Ret r ansni ssi on Packet dr opped.

207. 241. 229. 102|hited Sates 147. 237. 72. 166 |aka.i df .i | drop SMrule drop 18

79.183.138.131 |lsrael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 16

69.175.127.10 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 16

79.177.232.31 |israel 147. 237, 77, 243 |t 1 e o1 | €AM NG Engine: TP Invalid finvalid segnent retransnissi on drop 15
Ret r ansni ssi on Packet dropped.

88.67. 146. 148  |Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 15

176.13.15.126 |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TGP Invalid |invalid segnent retransnissi on drop 12
Ret r ansni ssi on Packet dropped.

52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12

185.75.97.5 Iraq 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12

198.58.96.215 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12

66.249. 66,184 |Lnited Qates 147.237.0.38  |tikshv.icr i1 | €8MNg Engine: TP Invalid |invalid segnent retransnission. ., o, 12
Ret r ansni ssi on Packet dropped.

162.243.99. 146 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12

41.128.165.8 Egypt 147.237.77. 216 |dover.i df .i | drop First packet isn't SN drop 12

70. 28. 86. 138 Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12

72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8

149.50.112.62 |l srael 147, 237, 76. 200 |eitan aka i1 || SAM NG Engine: TP 1nval id finval id segrent retransmission. |, 8
Ret r ansni ssi on Packet dropped.

178. 238. 225. 108|Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8

45.33.135.237 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8

67.54.168.251 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7

216.165.95.7 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7

5.102. 254. 177 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7

31.13. 167. 190 (F;ajcis;iigjja” Territoryls 47 237. 7. 216 |dover. i of il drop First packet isn't SN drop 7

77.127.147.65 |Israel 147. 237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid finvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.

208.115.113.89 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop

46. 19. 85. 146 I 'srael 147.237. 77. 216 [dover. i df i Bad TCP sequence Inval i d ACK nunber alert

2.53.15. 169 I srael 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP Invalid |invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.

46. 19. 85. 146 I srael 147.237. 77. 216 [dover. i df.il Bad TCP sequence Inval i d ACK nunber noni t or 6

54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6

52.16.5.197 Ireland 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6

46. 19. 85. 146 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber alert 5

46. 19. 85. 146 | srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 5

157.55.39.151 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5

203. 133. 170. 155|Korea, Republic of 147. 237. 76. 147 |chi nuch. aka. i df . i I|[SYN At t ack SYN -> SYN-ACK -> RST rej ect 5

109. 66.26.166 |l srael 147.237.77. 233 |atal i of il Bad TCP sequence mdgitvrsa:;rit wehdfferent | nitor  |a

149.88.219.7  |israel 147.237.77. 234 |hal ag.i df .1 Streamng Engine: TCP I nval i d invalid segnent retransmssi on drop 4
Ret r ansni ssi on Packet dropped.

107.77.70.121 |wnited Sates 147.237.77. 216 |dover.i df .i | drop First packet isn't SN drop

46. 2. 109. 151 Tur key 147.237.77. 216 |dover.idf.il drop SAMrul e drop

52.58.92. 83 Ger many 147.237.76. 198 |e.yohal an.idf.il |Geo-| ocati on enf or cenent ﬁ?o'r ggﬁi'mon | nbound drop 4

199.30.24.131 |Wited Sates 147, 237.76. 200 [6i tan aka i o 1 |} S NG Engi ne: TP Inval id finvalid segnent retransnission drop 4
Ret r ansni ssi on Packet dropped.

50. 87. 144.145 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Tar get Address |Site Sgnature Action ‘Count
46.2.109. 151 Tur key 147.237.77.216|dover. i df . i | Aut onat ed Mul nerabi | ity Scanning VL Bl ock 3451
213.57.182.17 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 180
79.179.215. 222 |[israel 147.237.0.19 |[madi matal .idf.il D stributed Suspi ci ous Response Code B ock 96
68. 82. 35. 97 Lhited Sates 147.237.77.216|dover. i df . i | Mil tiple Unaut hori zed URL Access from 68. 82. 35. 97 Bl ock 16
213.57.246.79 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 6
188. 139. 193. 110 zgﬁﬂ ﬁrab 147.237.77. 216 |dover.i df .i | D stributed Abnormal |y Long Request Bl ock 5
84.109. 160. 102 |l srael 147.237.77. 176 |mat pash. i df . i | Mil tipl e Unhaut hori zed URL Access from 84.109. 160. 102 B ock 5
46. 19. 86. 88 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspi ci ous Response Code B ock 3
176.13.23.241 |lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode B ock 3
79.177.232.31 |lIsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
80.246.136.96 |[Israel 147.237.0.19 [madimatal .idf.il D stributed Suspi ci ous Response Code B ock 3
5.248.253.133 |Wkraine 147.237.77.216|dover.idf .i | Unaut hori zed URL Access to waw i df . il/1556-en/ B ock 3
176.13.17.114 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
. . Mil ti pl e Unhaut hori zed Method for Known URL from
95. 86. 120. 227 |l srael 147.237.72. 166 |aka. i df . i | 95. 86, 120, 227 B ock 2
131.253.25.160 |[Uhited Sates 147.237.77.216 |dover. i df . i | D stributed Unaut horized LRL Access on wwwidf.il/error.htm |[B ock 2
’ . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 2
109. 65.134.23  [Israel 147.237.72. 166 |aka. i df . i | Unknown Parameter _M BWSTATEENCRYPTED | n None 1
wane aka. i df . i | / mai n/ sachar/ pi r suneynof et . aspx
- . Unaut hori zed URL Access to
79.180.53.240 |[Israel 147.237.77. 216 |dover. i df .i | W i cf i1/ p storagel il es/ 8/ si Ze220x0/ B ock 1
207.46.13.118 [lhited Sates 147.237.77.216|dover. i df . il D stributed Uhaut hori zed LRL Access on wawidf.il/error.htm |B ock
69.30.226.100 [lLhited Sates 147.237.0.19 |nadimatal .idf.il Unaut hori zed URL Access to wwv 369bs. cond Bl ock
66.249.78.159 [Israel 147.237.77. 216 |dover.idf .i | D stributed Unaut hori zed LRL Access on waw idf.il/error.htm |B ock 1
Paraneter Type Mol ation
88.67.146.148 |Ger many 147.237.77. 216 |dover. i df .i | ct 1 00$Cont ent P acetbl der 1SucArti cl eLobbyCont rol $dat epi cker 1 B ock 1

in wwidf.il/1283-en/ dover. aspx

74.91.23.107  |wited Sates 147. 237.76. 147 |chi nuch. aka. i df .i| [P St"'buted thauthorized LR Access on B ock 1
W, app- sof t war es. cond

: . . D stributed Lhauthorized URL Access on
68.235.243. 237 |lhited Sates 147.237.77. 216 |dover. i df . il vow i i 1/ 894- en/ i dff gdover . aspx Bl ock 1

Uhaut hori zed URL Access to

109. 66. 26. 166 I srael 147.237.77.233|atal .idf . il 147, 237.77. 233/ 1134- he/ at al . aspx B ock 1

54.210.18.124 [lnited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ robot s. t xt B ock 1
Unknown Par anet er

79.181.180.114 |[Israel 147.237.72. 166 |aka. i df . i | ct | 00%$ct | 00$cphMai n$cphSachar $cb13148377 in None 1
v aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx

69.30.226.101 |lhited Sates 147.237.76.200|ei tan. aka. i df . i | Distributed Unauthori zed URL Access on wwy 369bs. coni B ock 1

178.137.89.21 |lkrai ne 147.237.77. 216 |dover . i df . i | Ml tiple Uhauthorized URL Access from 178.137. 89. 21 B ock

68. 235. 243. 237 |lLnited Sates 147.237.77.216|dover . i df . i | Distributed Whaut hori zed URL Access on waw idf.il/error.htm |B ock

188. 161. 97. 118 [ estinian 147.237.77. 176 |nat pash. i df . i | Unaut hor i zed URL Access to ww cogat . i df . i1/894-ar B ock 1

Territory, Gecupied

Uhaut hori zed URL Access to

62.117.59. 18 Egypt 147.237.77.216|dover. i df .i | v i df i | /enpl at es/ newsf | ashy nobi | e Bl ock 1
69.197.185.22 |lhited Sates 147.237.0.15 |kosher-kravi.idf.il |Unauthorized URL Access to waw ps780.cond B ock 1
68.82. 35. 97 Lited Sates 147.237.77. 216 |dover . i df . i | Wnauthori zed URL Access to B ock 1

wa i df . i1/t enpl at es/ honepage/ nobi | e
Paraneter Type Mol ation

178.137.89.21 |Wkraine 147.237.77. 216 |dover. i df .i | ct 1 00$Cont ent P acetbl der 1$ucAr ti cl eLobbyCont rol $dat epi cker in B ock 1
wa i df . i 1/1283- en/ dover . aspx
Unaut hori zed Met hod HEAD f or

95. 86.120. 227 |l srael 147.237.72. 166 |aka. i df . i | vaw aka i f i 1/ mai n/ home/ def aul t . aspx B ock 1
203.133.170.31 |Korea, Republic of |[147.237.72.156|anan.idf.il Lhaut hori zed URL Access to list.ips.gov.il/nodiin/default.aspx |B ock 1
. m ny- kosher - kravi . i ,
69. 30. 202. 228 Lhited Sates 147.237.0. 17 df il Unhaut hori zed URL Access to www. 369bs. conl Bl ock 1
157.55.39.151 |uited Sates 147.237.77.216|dover. i df . i | Distributed Lhaut hori zed URL Access on waw idf.il/error.htm |B ock 1
66.249. 64. 233 |Israel 147.237.77.216|dover.i df . il Distributed Lhaut hori zed URL Access on waw idf.il/error.htm |B ock 1
213.151. 36. 128 |l srael 147.237.77.216|dover . i df . i | Unaut hori zed URL Access to waw idf.il/https:/wwnidf.il/ Bl ock 1
69.197.185.22 |[thited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to ww ps780. coni B ock 1
68.180.230.45 |lnited Sates 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ robots. txt B ock 1
. . URL is Above Root DOrectory
178. 238. 225. 108|Ger many 147.237.77. 216 |dover. i df .il Wi of i1/ ./ shered/cl i entscripts/j query/jquery-1.4.2. ninjs |2 oK 1
. . Uhaut hori zed URL Access to
109. 64. 25.109 |Israel 147.237.72.166 |aka. i df . i | v aka. i df i1/ rights/ aspl i nf .. . 178cat i d=22703 B ock 1
79.180.53.240 |lsrael 147.237.77. 216 |dover.i df .i | Unaut hori zed HTTP Met hod Bl ock 1
204.79.180. 159 |Lhited Sates 147.237.77.216|dover. i df . i | Distributed Lhaut hori zed URL Access on waw idf.il/error.htm |B ock
69.30.202.230 |lnited Sates 147.237. 76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to www 369bs. cond B ock
66.249.75.44  |Israel 147.237.72. 166 |aka. i df . i | Whautt hori zed LRL Access to B ock 1

147. 237. 72. 166/ mai n/ gi yus/ gi yus/ gener al . aspx

: : Uhaut hori zed URL Access to
84.109. 160. 102 |l srael 147.237.77. 176 [nat pash. i df . i | v cogat i df i | /enpl at es/ general / nobi | & Bl ock 1
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