04-20-2016-21:04:01 to 04-20-2016-22:04:01

1"PT SwNn .’
Ov IDF Under Attack
www.gov.il Da.||y Report

[Top Targets |
400+
3001 M dover.idf.il
M aka.idf.il
200+ M nadi matal .idf.il
M halag.idf.il
Number . M tikshuv. i df.il
m‘icks 1007 M i shuri maka. i df . i
[ refuah.idf.il
: : Meitan aka.idf.il
ORI SRR S X S atal .idf.il
Y R R ¥ B nat pash. i df i |
& & < oF \'\(Q @ & &
) S > &
& S
Top Tar get

[Top Attackers |

M 167. 114. 156. 16
46. 19. 85. 69

[ 79. 181. 164. 209
207. 241. 229. 102

N réfber I 196. 206. 8. 102
At t acks M 216.243.31.2

I 66. 249. 69. 93

W 139. 162. 216. 112
79.177.169. 131

M 109. 253. 227. 112

Top Attackers



04-20-2016-21:04:01 to 04-20-2016-22:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 19834
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 5718
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- PCST- Segnent ed- DoS dest - r eset 3286
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP-M SC- Sl owl ori s- DO5- Var 1 dest - r eset 73
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 3

69. 30. 198. 149 Lhited Sates 147. 237. 76. 200 eitan. aka. idf.il bl ock-sp-traf1 forward 2

79. 109. 158. 47 Spai n 147.237.77. 216 dover.idf.il Frk_Under Attack Con_Tcp drop 2
172.82.174. 53 Lhited Sates 147.237.76. 201 e atal.idf.il B ock_Udp Al _Nets dr op 1
74.91.18. 43 Lhited Sates 147.237.77. 176 nat pash. i df . i | bl ock-sp-trafl drop 1
204.12. 196. 234 Lhited Sates 147.237.77. 233 atal.idf.il bl ock-sp-traf 1 dr op 1

69. 30. 226. 218 Lhited Sates 147.237.72. 166 aka.idf.il bl ock-sp-traf 1 drop 1

173. 208. 197. 250 Lhited Sates 147.237.0. 19 nadi matal .idf.il |bl ock-sp-trafl forward 1
74.91.17.178 Lhited Sates 147.237.77.234 hal ag.idf.il bl ock-sp-traf 1 drop 1

173. 208. 197. 252 Lhited Sates 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 f orward 1

107. 150. 32. 62 Lhited Sates 147.237.77. 235 sviva.idf.il bl ock-sp-trafl drop 1

69. 30. 198. 149 Lhited Sates 147.237.72. 156 anan.idf.il bl ock-sp-traf 1 drop 1
74.91. 18. 42 Lhited Sates 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 forward 1

173. 208. 197. 253 Lhited Sates 147.237.0. 15 kosher-kravi . i df.il|bl ock-sp-traf 1 forward 1
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Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 5
37.26.149. 148 |147.237.72.166 |l srael aka.idf.il Xenu Link Seuth Wser Agent 2
109. 57.96. 106  |147. 237. 77. 216 |Denmar k dover.idf.il Xenu Link Seuth User Agent 2
66.249.78.159  [147.237.77.216|lhited States |[dover.idf.il ET SCAN NVAP -sA (2) 2
104. 130. 70. 221 |147.237.76.86 |lhited Sates [navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
80. 82. 78. 38 147.237.0.35 [Netherl ands akavs. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
40.84.148.3 147.237.8.28 [Wnited Sates |e.nobile-ks.idf.il|[ET SCAN NVAP -sS w ndow 3072 1
178.17.42.103 |147.237.77.170 LKJ?i;:gom maarachot.idf.il |ET SCAN NVAP -sS w ndow 1024 1
122.3.115.155 [147.237.76.30 |Philippines hi nush. i df .i | ET SCAN Behavi oral Lhusually fast inbound Tel net Connections, 1
Potential Scan or Brute Force
104. 214. 149. 209(147. 237. 76. 196 |Lhited Sates |e svivaidf.il ET SCAN NVAP -sS wi ndow 3072 1
93.174.95.124 [147.237.0.35 |[Netherlands akavs. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
40.84.148.3 147.237.8.28 |lnited Sates |e.nobile-ks.idf.il|[ET SCAN NVAP -sS w ndow 1024 1
149.78.154.69 |147.237.77.216|Israel dover.idf.il portscan: TP D stributed Portscan 1
115. 29. 197. 215 |147.237. 77. 176 |Chi na nat pash. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
107. 158. 255. 194|147. 237.76. 34 |Lhited Sates |yohal an.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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SWNretransmt wth different

Ret r ansm ssi on

Packet dropped.

79.181. 164. 209 |l srael 147.237.77. 234 |hal ag.idf .i Bad TCP sequence . noni t or 25
w ndow scal e
207. 241. 229. 102|Wited Sates 147.237.72. 166 |aka.i of .i drop SAMrule drop 18
196. 206. 8. 102  |Mor occo 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 16
139. 162. 216. 112|Uhited Sates 147.237.77. 216 |dover.idf il drop First packet isn't SN drop 12
Sreaning Engine: TGP Invalid i i ssi
79.177.169. 131 |Israel 147. 237. 72. 167 |i shuri maka. i df . i g =g Invalid segnent retransmssion. g 12
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
66.249.60.93  |lnited Qates 147.237.72. 166 |aka. i of .i 9 =g Invalid segnent retransmssion. | 12
Ret ransmi ssi on Packet dropped.
o SN retransmit wth different .
80.246.133. 77 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal @ monitor |9
40.77. 167. 64 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 9
Sreaning Engine: TGP Invalid i i ssi
50.198.75.25  |United Sates 147. 237. 76. 200 |ei tan. aka.i of . i g =g Invalid segnent retransmssion. g 8
Ret ransmi ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
46.19. 85. 144 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber alert
72.167.232.160 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
2.53.7.186 I sr el 147.237. 72. 166 |aka. i of .| Bad TCP sequence STNFACK retransmt with monitor (6
di fferent w ndow scal e
Sreaning Engine: TCP Invalid i i ssi
66.249. 66. 187 |United Sates 147.237.0.34  |tikshuv.idf.il g =g Invalid segnent retransmssion. g 6
Ret ransmi ssi on Packet dropped.
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
Sreaning Engine: TCP Invalid i i ssi
66.249.78.5  |Wited Sates 147.237.0.19  |madi matal .idf.il 9 =g Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
185.120.126.5 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
66.249.66.44  |United Sates 147.237.0.34  |tikshuv.idf.il 9 =g Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dropped.
207.46.13.118 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
37.26. 146. 194 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
52.16.5.197 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
109. 253. 227. 112|l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
Sreaning BEngine: TCP Invalid i i ssi
109. 64. 108. 163 | srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. . 3
Ret ransmi ssi on Packet dropped.
157. 55. 39. 41 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
Sreaning Engine: TGP Invalid i i Ssi
66.249. 66. 184 |Lhited Sates 147.237.0.34 |tikshuv.idf.il 9 =g Invalid segnent retransmssion. g 3
Ret ransm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
31.168.16.36  |Israel 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. g 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i Ssi
66.249.80. 118 |Wnited Sates 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
176. 67. 103. 56 (F;ajcis;i';'ja” Territony,ly 47, 237.77. 216 |dover. i df i drop Frst packet isn't SWN drop 3
Sreaning Engine: TGP Invalid i i Ssi
46.19.86.202  |Israel 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109. 253. 227. 97 |Israel 147. 237. 77. 243 |nobi l e.i df . i | g =g Invalid segnent retransmssion. g 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i Ssi
77.125.85.206 | srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
141.8.132.112 |Russian Federation  |147. 237. 72. 166 |aka i of il g =g Invalid segnent retransmssion. g 3
Ret ransmi ssi on Packet dropped.
46. 19. 85. 70 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning Engine: TCP Invalid i i ssi
79.179.66.178 | srael 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
66. 249. 93. 247  |Eur ope 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. | 3
Ret ransmi ssi on Packet dropped.
Pal estinian Territory, S L
188. 161. 12. 150 Qccup ed 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
2.53.4.21 I srael 147.237. 72. 156 |anan.i df .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
49.228.87.201  |Thailand 147. 237.72. 166 |aka i f . i Bad TCP sequence SINFAK retransnit with moni tor |3
di fferent w ndow scal e
Sreaning Engine: TGP Invalid i i ssi
93.158. 152. 201 |Russian Federation  |147.237.0.34 |tikshuv.idf.il g =g Invalid segnent retransmssion. g 3
Ret ransmi ssi on Packet dropped.
5.102.254.221 |l srael 147. 237. 72. 166 |aka.i of .i Bad TCP sequence Invalid ACK nunber monitor |3
109. 253. 227. 112|I srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreaning Engine: TGP Invalid i i ssi
176. 13. 3. 89 I srael 147.237.72. 166 |aka.i df . i1 9 =9 Invalid segnent retransmssion. | 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.180. 114. 112 | srael 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
66.249.66.14  |Lited Sates 147.237.0.34  |tikshuv.idf.il 9 =9 Invalid segnent retransmssion. | 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
84.228. 216. 214 | srael 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
208. 115.113. 89 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
Sreaning Engine: TCP Invalid i i ssi
176.13.16.191 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
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Attacker Address |Attacker Qountry Target Address |Jte Signature
Sreaning BEngine: TQP Invalid i i ssi

46.19. 85.73 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

109. 64. 27.206 | srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret ransmi ssi on Packet dropped.

185.3.147.100 |Israel 147. 237. 77. 216 |dover. i of . i Bad TCP sequence I'nval i d ACK nunber nonitor |3
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A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46. 19. 85. 69 | srael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock 36
185.32.179.74 |lIsrael 147.237.0.19 |nadimatal .idf.il [Dstributed Suspicious Response Code B ock 8
176.13.7.16 I srael 147.237.0.19 |[madimatal .idf.il [Distributed Suspicious Response Code B ock 6
66.249.81.212 |lIsrael 147.237.77. 216 |dover.i df . il Dstributed Whaut hori zed URL Access on wawidf.il/error.htm Bl ock 2
176. 232. 94. 167 |Turkey 147.237.77.74 |lawidf .il Unaut hori zed URL Access to v | aw i df.il/xmrpc. php B ock 1
. . . D stributed Lhaut hori zed URL Access on
80. 3. 125. 157 Uhi ted Ki ngdom|147.237.77.216|dover.idf.il vaw i i |/ 894- en/ i dff gdover . aspx B ock 1
66. 249. 64. 17 I srael 147.237.77. 176 |nat pash. i df . i | Mil ti pl e Unaut horized URL Access from 66.249. 64. 17 B ock 1
173.208. 197. 250|Lhited Sates  |147.237.0.19 |madimatal.idf.il |Unauthorized URL Access to wn app- sof twar es. cont B ock 1
66.249.81.215 |[Israel 147.237.77.216|dover. i df . il D stributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 1
46.19. 85. 70 I 'srael 147.237.77. 216 |dover . i df . i Mal forned URL Bl ock 1
80.246.133.77 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl e/ 1. he/ 960. css B ock 1
. . Unaut hori zed URL Access to
66.249. 75. 18 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai 1/ gi yus/ gener al . aspx B ock 1
31.168.205.89 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl el shar ed/ reset . css B ock
173.208. 197. 253|lhited Sates  |147.237.0.15 |kosher-kravi . i df . i|Unauthori zed URL Access to wn app- sof twar es. cont B ock 1
] . . Paramet er Type M ol ati on PageNumin
68.180.230. 108 |lhited Sates  [147.237.76.31 |nakchal .idf.il vww nakhal i df i 1/ 1111- he/ nakhal . aspx Bl ock 1
. . Unknown HTTP Request Met hod
46. 19. 85. 70 I srael 147.237.77.216|dover . i df . i Fri end. aspx?&l =he&f =1133&d=20978 in URL Bl ock 1
201. 235. 131. 135|Argenti na 147.237.77.216|dover. i df . il SSL Uhtraceabl e Connection - (pen Mde None 1
. . Unaut hori zed Met hod HEAD for
85. 65. 25. 145 | srael 147.237.72. 166 |aka. i df . i | ww aka. i df . i |/ i v gi yus/ gener al . aspx B ock 1
66. 249. 78. 95 I srael 147.237.77.216|dover . i df . i Unaut hori zed URL Access to 147.237.77.216/ robot s. t xt B ock 1
. - Unaut hori zed Met hod HEAD for
37.26. 149. 148 I srael 147.237.72.166|aka. i df . i | whn aka. i df . i |/ regur i i hone/ def aul t . asp Bl ock 1
69.30.198.149 |Wnited Sates  [147.237.76.200|eitan. aka. idf.il |Distributed Unauthorized URL Access on waw app- sof t war es. cont B ock 1
46.121.67.215 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka.idf.il/main/ Bl ock 1
141.8.132.78 RJS|S;$ o 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to wam i df . i /128311043 en/ dover B ock 1
66.249. 78.109 |l srael 147.237.77.216|dover . i df . i | Unaut hori zed URL Access to 147.237.77.216/ B ock 1
176. 232. 94. 167 |Turkey 147.237.77.74 [lawidf.il PHP Att enpt Bl ock 1
. . Unaut hori zed URL Access to
79.181.164. 209 |l srael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. gi f Bl ock 1
54.229.19.112 |[Ireland 147.237.0.15 |kosher-kravi . i df . i|Unaut hori zed URL Access to 147.237.0. 15/ B ock 1
Unknown Paraneter docld in
149.78.92. 11 Lhited Sates [147.237.72.166|aka.idf.il vy aka. i df . i |/ mai n/ gi yus/ mai n/ gi yus/ resour ces/ i nages/ nast er/ f avi co |[None 1
n.gif
46.19. 85. 70 I srael 147.237.77.216|dover.idf .il Abnormal |y Long Request net hod B ock 1
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