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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 10973
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 6443
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP-M SC- Sl ow ori s-DO5-Var1l  |dest-reset 86
120. 132. 50. 135 Chi na 147.237.76. 42 refuah.idf.il bl ock-sp-trafl forward 4

69. 30. 198. 146 Lhited Sates 147.237.76. 39 nobi | e.nei tav.idf.il bl ock-sp-traf 1 forward 2
74.91.18. 46 Lhited Sates 147.237.76. 200 eitan. aka.idf.il bl ock-sp-traf 1 forward 2

167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2

107. 150. 46. 35 Lhited Sates 147.237.77. 74 lawidf.il bl ock-sp-traf 1 drop 1

69. 30. 226. 100 Lhited Sates 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 forward 1

179. 43.141. 214 Sn tzerl and 147.237.76. 30 hi nush. i df . i | JLMPurple Gon Linit _Tcp drop 1
74.91. 20. 194 Lhited Sates 147.237.0. 17 mny-kosher-kravi .idf.il bl ock-sp-traf 1 forward 1
71.6.167. 142 Lhited Sates 147.237.76. 199 e.nakchal .idf.il ock Wdp Al _Nets drop 1
185.94.111. 1 Russi an Federation 147.237.76. 177 ncore.idf.il ock Wdp Al _Nets drop 1

107. 150. 46. 34 Lhited Sates 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1
74.91.17.180 Lhited Sates 147.237.77. 19 lawforumidf.il bl ock-sp-traf 1 drop 1
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Target Address

At acker
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Signature

Potential Scan or Brute Force

195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
109. 57. 96. 106 |147.237. 77. 216 |Dennar k dover.idf.il Xenu Link Seuth User Agent 2
198.54. 90. 200 |147.237.76.31 |Wnited Sates |nakchal .idf.il Tehila - Perl LW wth fake user agent 2
93.174.95. 124 |[147.237.76. 147 |Netherlands  |chi nuch. aka. i df .i| ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 155 |147. 237. 72. 167 |Wkrai ne i shurimaka.idf.il ET SCAN NVAP -sS wi ndow 3072 1
46.45.137.76  |147.237. 76. 147 [Turkey chi nuch. aka. i df . i ET SCAN NVAP -sS w ndow 1024 1
219.159. 82. 24 |147.237.76. 42 |[China refuah.idf.il ET SCAN Potential SSH Scan 1
13. 82. 25. 17 147.237.8.50 [lhited Sates |e.tikshuv.idf.il ET SCAN NVAP -sS wi ndow 3072 1
219.159. 82.24 |147.237.0.17 |China mny-kosher-kravi .idf.il1 |ET SCAN Potential SSH Scan 1
179. 43. 141. 214 (147.237.0.19  |Satzerland nadi matal .idf.il ET SCAN Potential SSH Scan 1
173.252. 74. 110 |147. 237. 77. 216 |Lhited Sates |dover.idf.il portscan: TP Dstributed Portscan 1
91. 201. 236. 155 [147. 237. 72. 167 |kr ai ne i shurimaka.idf.il ET SCAN NMAP -sS w ndow 4096 1
66.223.201. 10 |147.237.76.39 |lhited Sates [nobile. neitav.idf.il ET SCAN Behavi oral Lhusually fast inbound Tel net Connect i ons, 1
Potential Scan or Brute Force
219. 159. 82. 24 |147.237. 76. 196 |Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
40. 69. 45. 42 147.237.76.198|lhited Sates |e.yohal an.idf.il ET SCAN NVAP -sS w ndow 4096 1
219.159. 82. 24 |[147.237.76.34 |China yohal an.idf.il ET SCAN Potential SSH Scan 1
5.22.135.195 |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
180.57 8151|147 237 0.34 |mazi| Cikshuv.idf il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
176.13.22. 218 |147. 237 77 233 |1 51 ael sl idh il ET DOB5 Large anount of TCP ZeroVWndow - Possible Nkiller2 1
DDos attack
118. 200. 72, 142 [147. 237.0.35  |& ngapore akavs. i df il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
Sreamng Engine: TCP Invalid i i SSi
95.86.84.201 | srael 147. 237. 76. 200 |ei tan. aka.i of il 9 =g Invalid segnent retransmssion. g ., 52
Ret ransm ssi on Packet dropped.
196. 149. 222. 239 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 31
196. 149. 255. 173 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 28
. . SN retransmt wth different .
79.183.30.202 |lsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 26
207. 241. 229. 102|Whited Sates 147.237.72. 166 |aka i of .i | drop SAMrule drop 19
162. 243. 125. 185|Uhited Sates 147.237. 77. 216 |dover.idf .i | drop First packet isn't SN drop 12
198.58.103. 102 |Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
130. 193. 50. 33  |Russi an Federation 147.237.77.74 |(lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 11
Sreamng Engine: TCP Invalid i i SSi
66.249.69.93  |United Sates 147. 237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. | . 9
Ret ransm ssi on Packet dropped.
79.177.152. 190 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |reject 7
79.177.152.190 |Israel 147.237. 77. 216 |dover . i df . i Bad TCP sequence SNFACK retransmt with monitor |7
di fferent w ndow scal e
207.46.13.113 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
130.193.50.33 |Russian Federation |147.237.77.74 |lawidf.il Bad TCP sequence SYNFACK retransmt with nonitor |6
) T ) U ) q di fferent w ndow scal e
81.218.184.59 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunier noni t or 6
Sreaming Engine: TCP Invalid i i ssi
2.55.38.183 I srael 147.237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransmssion. | ., 6
Ret r ansnm ssi on Packet dr opped.
46.19. 85. 144 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber nonitor |6
46.19. 85. 195 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber alert 6
62.219. 115. 220 |l srael 147.237.77. 216 |dover.idf.il drop SAMrul e drop 6
46. 19. 85. 195 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber monitor |6
40.77. 167. 82 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
46. 19. 85. 208 | srael 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SN drop 6
46.19. 85. 195 | srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
41.223.195.2 Bot swana 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |reject 5
79.176.101.57 |lsrael 147.237.72. 167 |i shurimaka.idf . i I[SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 5
79.176.101.57 |Israel 147.237.72. 167 | shurimaka i of . |Bad TOP sequence SYNRACK retransmt with monitor |5
di fferent w ndow scal e
46. 19. 85. 195 I srael 147.237.76.31 |nakchal.idf.il  [Bad TCP sequence Inval i d ACK nunber alert 4
91.200. 12. 143 |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
46.19. 85. 250 | srael 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 4
91.200. 12. 143  |lkrai ne 147.237.77.74 |lawidf.il drop SAMrul e drop 4
176.13.22.218 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Invalid ACK nunber alert 4
46.19. 85. 106 | srael 147.237.77.176 |nat pash. i df . il dr op Frst packet isn't SN drop 4
Sreamng Engine: TCP Invalid i i ssi
85.65.81. 174  |Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssion. |, ., 4
Ret r ansn ssi on Packet dr opped.
46.19. 86. 140 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
91.200.12. 143 |kraine 147.237.77. 170 |naarachot . i df .i| [dr op SAMrul e drop 4
176.13.22.218 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber nonitor |4
212.143.142.56 |l srael 147.237. 77. 216 |dover.idf .i | drop First packet isn't SN drop 4
Pal estinian Territory, C e L
37.8.102. 133 Qccupi ed 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
158. 140. 1. 28 Lhited Sates 147.237. 72. 167 |i shuri maka. i df . i [ SYN At t ack SYN -> SYN-ACK -> Tineout |[reject 4
Sreamng Engine: TCP Invalid i i ssi
109. 253. 129. 2531 sr ael 147. 237.77. 243 |mobi le. i f . i 9 =g Invalid segnent retransmssion. | 3
Ret ransnm ssi on Packet dropped.
212.33.122. 163 ga:lcis;i':éa” Territoyfy 47 237.77. 216 |dover. i df . i1 drop First packet isn't SN drop 3
Sreaming Engine: TCP Invalid i i ssi
66.249.88.78  |Uited Sates 147. 237. 72. 166 |aka. i o . i 9 =g Invalid segnent retransmssion. | 3
Ret ransnm ssi on Packet dropped.
212.179. 214. 155|| srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |3
Sreamng Engine: TCP Invalid i i SSi
46.19.85.144  |israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. g ., 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
94.159.184.78 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, ., 3
Ret r ansnm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
87.70.83.124  |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. g ., 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
37.26.147.193 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | ., 3
Ret r ansn ssi on Packet dr opped.
212.106.75. 44  |PAESUIN AN Tervitory, )y 4o 537 77 216 |dover. i of i drop Frst packet isn't SN drop 3
Cceupi ed
Sreaming Engine: TCP Invalid i i ssi
46.19. 85. 20 I srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. | ., 3
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
66. 249. 93.249  |Eur ope 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. g ., 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
93.158.152. 49 |Russian Federation |147.237. 76. 147 |chi nuch. aka. i df . i| 9 =g Invalid segnent retransmssion. |, ., 3
Ret r ansn ssi on Packet dr opped.
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Devi ce

‘Attacker Qountry ‘Target Address |Site Sgnature Action ‘Count
2.53.34.89 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 146
80. 246. 136. 104 |I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 14
82.81.41.226 |[Israel 147.237.0.19 |[madimatal .idf.il Dstributed Suspicious Response Code B ock 14
. . . Unaut hori zed URL Access to
80. 246. 136. 53 [l srael 147.237.77. 243 |nobi l e. i df . i | nobi | e, i cf i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1362 B ock 5
64.233.173.41 |Asia/Pacific Region |147.237.77.216|dover.idf.il Ostributed Waut hori zed URL Access on waw idf.il/error.htm |[B ock 3
46.19.86.245 |lsrael 147.237.0.19 |nadimatal .idf.il O stributed Suspici ous Response CGode B ock 3
37.26.147.234 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
80. 246. 136. 53 [l srael 147.237.0.19 [madimatal .idf.il D stributed Suspicious Response Code B ock 3
2.53.44.123 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Gode B ock 2
. . Unaut hori zed Met hod PCST for
5. 29.97. 140 I srael 147.237.72. 166 [aka. i df . i | wan aka. i df . i | / nai n/ rabanut / cont act us. aspx Bl ock 2
Pal estini an Territor Unaut hori zed URL Access to
188. 161. 12. 150 ccupi ed N147. 237. 77. 176 |nat pash.idf.il W cogat . i df . i1/t enpl at es/ homepage/ www. yout ube. com v/ 3g5 |B ock 2
P lei 5nuhg
69.30.198. 146 |Lhited Sates 147.237.76.39 |nobile.neitav.idf.il |Unauthorized URL Access to w app- sof t war es. coni B ock 1
wwn, chanat z. aka. i d i
46.19. 86. 2 I'srael 147.237.77.226 .. thaut hori zed UR. Access to . Bock |1
f.il vy chanat z. aka. i df . i1/t enpl at es/ honepage/ mobi | e
. . Unaut hori zed URL Access to
149.50.12. 164 |lIsrael 147.237.76.31 |nakchal .idf.il voww nakhal i dff i 1/t enpl at es/ general / nobi | e B ock 1
31.44.133.195 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wwwe aka.idf.il/main/ B ock 1
. - Unaut hori zed URL Access to
79.183. 30. 202 |Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42 styl ef shar ed/ reset . css B ock 1
46.19.85.106 |[Israel 147.237.77. 176 |nat pash. i df . i | Abnormal |y Long Request request version Bl ock 1
207.46.13.179 |lhited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed LR Access to 147.237.72. 166/ robot s. t xt B ock 1
. . Unaut hori zed URL Access to
84.111.94.77 |[Israel 147.237.77.234|hal ag. i df . il 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. gi f Bl ock 1
Paraneter Type Mol ation
71.199. 122. 157 |lhited Sates 147.237.77.74 |lawidf.il Mast er $Header 1$ucHeader Sear ch$t xt Sear ch in B ock 1
wn | aw i df . i |/ 14- en/ pat zar . aspx
157.55.39. 120 |Lnited Sates 147.237.72. 166 |aka. i df . i | Uhknown Paraneter docid in aka.idf.il/main/sachar/klali.aspx |None 1
64.233.173.46 |Asia/Pacific Region |147.237.77.216|dover.idf.il Ostributed Waut hori zed URL Access on waw idf.il/error.htm [B ock 1
Il1egal HITP \ersion
46.19.85.106 |l srael 147.237.77. 176 |mat pash. i df . i | _pk_i d. 21. b50e=4696f 97ea27872db. 1461171974. 1. 14611719 |B ock 1
74.1461171974.; pk ses. 21. b50e=*
Uhknown Paraneter catld in
213.8.204.13 |[Israel 147.237.72. 166 [aka. i df . i | vy aka. i df . i 1/ mai n/ gi yus/ mai n/ gi yus/ r esour ces/ i nages/ naster |None 1
/favicon. gi f
93.172. 247. 43 |Israel 147.237.0.19 |nadimatal .idf.il SSL Wntraceabl e Connection - Qpen Mde None 1
) . . D stributed Lhaut hori zed URL Access on
71.199.122. 157 [Whited Sates 147.237.77. 216 [dover. i df . i | v i i |/ 894- en/ i dff gdover . aspx B ock 1
46.120.20.176 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut horized URL Access from 46. 120. 20. 176 B ock 1
) - . Unaut hori zed URL Access to
159.220.233.7 Lhited Sates 147.237.77.233atal .i df . il 147. 237.77. 233/ 1250- hel at al . aspx Bl ock 1
40.77.167.73 |Whited Sates 147.237.72. 166 |aka. i df . i | thaut hori zed LR. Access to B ock 1
wn aka. i df . i1/ for got passwor d. aspx
64.233.173.51 |Asia/Pacific Region |147.237.77.216|dover.idf.il Ostributed Waut hori zed URL Access on waw idf.il/error.htm |[B ock 1
46.19.85.106 |Israel 147.237.77. 176 [nat pash. i of . i | Mal formed URL _ at uvs=5717b70455ch096a000; Bl ock 1
. . D stributed Lhaut hori zed URL Access on
213.57.183.64 |[lIsrael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
. . Mul ti pl e Uhaut horized Method for Known URL from
95. 86. 120. 227 |Israel 147.237.72.166 |aka. i df . i | 95. 86, 120, 227 B ock 1
. . SS. Lhtraceabl e Gonnection - Protocol violation
2.53.157.172 |[Israel 147.237.72.166|aka. i df . i | (SSL OONN LI ENT FELLO) None 1
74.91.18. 46 Lhited Sates 147.237.76.200(ei tan. aka. i df . il D stributed Unhaut hori zed URL Access on waw ps780. cont B ock
46.120.20.176 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to www aka.idf.il/sip_storage/files/ B ock
. . . Unknown Paraneter 9ff3fe30 in
40.77.167.94 |lhited Sates 147.237.72. 166 |aka. i df . i | vaww aka. i dff . i 1/ mai n/ hone/ def aul t . aspx None 1
. . Unaut hori zed URL Access to
176.13.22.218 |l srael 147.237.77.233(atal .idf.il 147. 237.77. 233/ 1517- hel at al . aspx Bl ock 1
- . Unaut hori zed URL Access to
2.53.18.11 I srael 147.237.77. 216 |dover . i df .i | vawc i of i 1/ hi mush/ si t ef he/ hi mush. asp B ock 1
. . Unaut hori zed URL Access to
66.249.64.17 |[Israel 147.237.77. 176 |nat pash. i df . i | voww cogat . i df i 1/si p storagel i1 es/ 6/ 4546, pof Bl ock 1
. . Unknown HTTP Request Method tuvc=1%Cl6; in URL
46.19.85.106 |l srael 147.237.77. 176 |nat pash. i df . i | " at uvs=5717b70455cb0962000 B ock 1
213.57.246.74 |lsrael 147.237.72. 166 |aka. i df . i | D stributed Uhaut hori zed URL Access on www aka.idf.il/main/ |B ock 1
95. 86. 120. 227 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for waw aka. i df.il/drushim B ock 1
_ m ny- kosher - kravi . i _
74.91. 20. 194 Lhited Sates 147.237.0. 17 df il Unaut hori zed URL Access to www ps780. conl B ock 1
46. 121. 209. 162 |1 srael 147.237.72. 166 |aka. i df . i | Unknown Parameter __VI EWBTATEENCRYPTED i n None 1
wn aka. i df . i1/ mai n/ sachar/ mai | box. aspx
40.77.167.94 |Wited Sates 147.237.72. 166 [aka. i df . i | Uhknown Paraneter KEY in aka.idf.il/ishurinicityofficers/ None 1
2.53.19.218 I srael 147.237.77.216|dover . i df . i | Untraceabl e SSL Sessions: (pen Mde None 1

04-20-2016-20:04:03 to 04-20-2016-21:04:03




