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04-20-2016-18:04:05 to 04-20-2016-19:04:05

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 12323
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 7504
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 4850
95. 49. 5. 44 Pol and 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2618
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP-M SG- Sl owl ori s- DC5- Var 1 dest - r eset 76
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3

81. 218. 65. 210 | srael 147.237. 72. 166 aka.idf.il ock Wdp Al _Nets drop 3
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack forward 2
71.6.165. 200 Lhited Sates 147.237.76.176 test.ncore.idf.i|B ock Udp All Nets drop 1

185. 56. 28. 67 Net her | ands 147.237. 76. 202 e.halag.idf.il |Bock Wp All Nets drop 1
185.94.111.1 Russi an Federation 147.237.76. 177 ncore.idf.il B ock Np Al Net drop 1

85. 25. 43. 94 Ger nany 147.237.76. 177 ncore.idf.il B ock Np Al _Net drop 1

198. 20. 69. 74 Lhited Sates 147. 237. 76. 202 e halag.idf.il ock Wdp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Slgnalure Devi ce Action |Oount |
185.103.252. 98  |Russian Federation [147.237.76.39 |nobile.neitav.idf.il [20086: HITP. Mi ebl ackcat Security Scanner B ock 2
185. 103. 252. 98 Russian Federation |147.237.76.42 |refuah.idf.il 20086: HITP. Mi ebl ackcat Security Scanner Bl ock 1




04-20-2016-18:04:05 to 04-20-2016-19:04:05

|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature

185. 32.179. 78 147.237.0. 19 I 'srael nadi matal .idf.il ET SCAN Possible SSL Brute Force attack or Ste Gaw 5
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
46. 19. 85. 192 147.237.77.216 |lIsrael dover.idf.il portscan: TCP D stributed Portscan 1
212.179.21.194  |147.237.77.216 |[Israel dover.idf.il portscan: TGP D stributed Portscan 1
37.26. 147. 226 147.237.77.216 |lIsrael dover.idf.il portscan: TGP D stributed Portscan 1
31.168.236.170  |147.237.77.216 |[lIsrael dover.idf.il portscan: TCP D stributed Portscan 1
23.102.168.255  |147.237.0.15 Lhited Sates kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
113.240. 250. 154 |147.237.77.19  |China | aw f orumi df .i | ET SCAN NVAP -sS wi ndow 1024 1
13. 94. 239. 168 147.237.76.198 |lLnited Sates e. yohal an.idf.il ET SCAN Potential SSH Scan 1
105. 154. 172. 73 [147.237.77.216 |Mbrocco dover.idf.il SERVER- WEBAPP admi n. php access 1
13. 94, 239. 168 147.237.76.86  [Lhited Sates navy. i df il ET SCAN NVAP -sS wi ndow 1024 1
87. 69. 115. 105 147.237.77.216 |lIsrael dover.idf.il portscan: TCP D stributed Portscan 1
80. 82. 78. 38 147.237.76.39  [Nether| ands mobi | e.neitav.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
213.57.126.231  |147.237.77.216 |[lIsrael dover.idf.il portscan: TGP D stributed Portscan 1
46.116. 34. 219 147.237.72.166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
212.179. 61. 82 147.237.77.216 |Israel dover.idf.il portscan: TGP D stributed Portscan 1
46.19. 85. 172 147.237.77.216 |lIsrael dover.idf.il portscan: TGP D stributed Portscan 1
207.241.229.102 |147.237.72.166 |Wited Sates aka.idf.il portscan: TCP D stributed Portscan 1
37.26. 146. 247 147.237.72.166 |l srael aka idf.il portscan: TGP D stributed Portscan 1
188. 120. 148. 177 |147.237.77.216 |Israel dover.idf.il portscan: TGP D stributed Portscan 1
23.102.168.255  |147.237.0.15 Lhited Sates kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 2048 1
113. 240. 250. 154 |147.237.77.74  |China lawidf.il ET SCAN NVAP -sS w ndow 1024 1
23.102.168.255  [147.237.0.15 Lhited Sates kosher-kravi.idf.il |[ET SCAN NVAP -f -sS 1
109. 253. 211. 123 |147.237.72.166 |Israel aka.idf.il portscan: TCP D stributed Portscan 1
13.94. 239. 168 147.237.76.198 |lhited Sates e yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
93. 174. 95. 124 147.237.76.31  |Netherl ands nakchal . i df .il ET SCAN NVAP -sS wi ndow 1024 1
84.109. 119. 142  |147.237.77.216 |[lIsrael dover.idf.il portscan: TCP D stributed Portscan 1
79.180.222.142  |147.237.77.216 |[Israel dover.idf.il portscan: TGP D stributed Portscan 1
213.8.204.3 147.237.72.166 |lIsrael aka idf.il portscan: TGP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
203.133. 171. 33 [Fore 147. 237.77. 216 |dover.idf .i| dro First packet isn't SWN dro 46
IR Republ i ¢ of cenh i T P pac P
146.127. 253. 44 |Whited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 25
131. 137. 245. 206 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 24
82.145.208.51 |Europe 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 23
Sreaming Engine: TCP Invalid i i ssi
66.249.69.93  |lWited Sates |147.237.72.166 |aka idf. il 9 =g Invalid segnent retransmission. drop 21
Ret r ansn ssi on Packet dropped.
85. 130. 254. 113 |l srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 19
207.241.229.102|lhited Sates |147.237.72.166 [aka.idf.il drop SAMrul e drop 19
204. 93. 58. 33 Lhited Sates |[147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 16
Sreanming Engine: TCP Invalid i i ssi
109. 253. 211. 208|l srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 15
Ret r ansni ssi on Packet dropped.
95.49.5. 44 Pol and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
85. 130. 254. 113 |l srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
Sreamng Engine: TCP Invalid i i ssi
185.32.179.78 |l srael 147. 237.77. 243 |mbi l e, i f . i 9 =g Invalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
99.74.216.180 |tited Sates |147.237.77.176 [natpash.idf.il 9 =9 Invalid segment retransnission. drop 8
Ret ransnm ssi on Packet dropped.
37.26.148.178 |[Israel 147.237.77.74 |lawidf.il drop First packet isn't SWN drop
109. 253. 225. 12 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
192.114.1. 155 |Israel 147. 237. 72. 166 |aka.i df . i1 SYN At tack SYN -> SYN-ACK -> Ti neout rej ect
. . SYNPAXK retransmit with different .
192.114.1.155 |Israel 147.237.72. 166 |aka. i df.il Bad TCP sequence i ndow scal e noni t or 7
85. 130. 254. 113 |l srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 7
8.37.228.81 Lhited Sates |147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Response out of state noni t or 7
5.102. 242. 37 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber noni t or 7
85. 130. 254. 113 [l srael 147. 237.72. 166 |aka. i df . i | Bad TCP sequence Inval id ACK nunber alert 7
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
Sreamng Engine: TCP Invalid i i ssi
176.13.17.87  |Israel 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransnission drop 6
Ret r ansn ssi on Packet dropped.
185. 120. 126. 205|l sr ael 147. 237. 72. 166 |aka.i df . i1 SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 6
46.19. 85. 27 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 27 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber noni t or 6
66.102. 9. 91 Lhited Sates |[147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 5
46.19. 85. 104 I srael 147.237.76.31 |nakchal .idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 5
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
Sreanming Engine: TCP Invalid i i ssi
108.58.164.82 |[nited Sates |147.237.76.200 |eitan. aka. i df.il 9 =g nvalid segnent retransmssion. drop 4
Ret ransm ssi on Packet dropped.
68.180.231.43 |lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 4
141.161. 133. 213|lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 4
46. 19. 85. 27 I srael 147.237.77. 176 |mtpash.idf.il [Bad TCP sequence Inval i d ACK nunber alert 4
37.26.146. 177 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
166. 137.10.31 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 4
144.118.230.95 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SYN drop 4
50.87.144. 145 |lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SYN drop 4
46. 19. 85. 27 I srael 147.237.77. 176 |matpash.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 4
52.16.5.197 Ireland 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
176. 13. 2. 44 I srael 147.237.0.19 |nadimatal.idf.i{Bad TCP sequence Invalid ACK nunber noni t or 4
187.33.38.131 |Bazil 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
208.115.113.89 |lhited Sates [147.237.72.166|aka.idf.il dr op First packet isn't SYN drop 4
Sreamng Engine: TCP Invalid i i ssi
66.249.64.70  |nited Sates |147.237.76. 200 |ei tan aka idf. il 9 =g Invalid segnent retransnission. drop 3
Ret r ansn ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
79.183. 244. 211 | srael 147.237. 72. 166 |aka. i df . i 9 =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
46. 19. 86. 232 I srael 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreaming Engine: TGP Invalid i i ssi
149.78.14.21  |Wited Sates |147.237.72. 166 |aka icf.il 9 =9 Invalid segment retransnission. drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
185. 120. 125.52 |l srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
85.130.225. 65 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
Sreanming Engine: TCP Invalid i i ssi
207.46.13.7 Lhited Sates |147.237.77.243 |nobile.idf.il 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
188. 120. 154. 80 |l srael 147.237.77. 176 |matpash.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 3
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry|Target Address |Site dgnature Acti on ‘Count
185.32.179.78 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 199
5. 144. 60. 120 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 62
105. 154. 172. 73 |Mor occo 147.237.77.216|dover. i df . il Mil tipl e Uhaut horized URL Access from 105. 154. 172. 73 Bl ock 46
2.53.185. 24 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 39
2.53.21.132 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 33
105. 154. 172. 73 |Mor occo 147.237.77.216|dover. i df . il Mil tiple Admn B ocking from105. 154. 172. 73 Bl ock 24
144.76. 8. 132 Ger many 147.237.77. 216 |dover. i df . i | Mil tipl e Uhaut horized URL Access from 144. 76. 8. 132 B ock
46. 19. 85. 27 | sr ael 147.237.77. 176 [mat pash. i df .il  |Mitipl e Unauthorized UR. Access from46. 19. 85. 27 B ock
176.13.2. 44 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock
. . Paraneter Type M ol ati on ct| 00$Cont ent A acetbl der 1$t xt Last Nane i n
87.69.115. 105 |l srael 147.237.76.42 |refuah.idf.il vwn ref Ua. at al i df .i |/ 1518 hel ref uah. aspx Bl ock 3
46.116.50.117 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock
199. 203. 170. 141 |l srael 147.237.72.167|i shuri maka. i df . ifuntraceabl e SSL Sessions: Qpen Mde None
109. 226. 44. 156 |l srael 147.237.77. 216 |dover. i df . i | D stributed Lhaut hori zed UR. Access on wwwv idf.il/error. htm Bl ock
203. 133. 171. 33 ?rea’ Republic 1147 237.77. 216 |dover . i df . i | Mil tipl e Unauthori zed URL Access from 203. 133. 171. 33 B ock 1
50.233.140.198 [Lhited Sates  [147.237.77.216|dover. i df .| Distributed Uhaut hori zed URL Access on B ock 1
wan i df . i | /894-en/i df gdover . aspx
] . - Unhaut hori zed URL Access to
208.115.111. 73 |lhited Sates 147.237.77. 216 |dover. i df . i | ww i of i1/ tenpl at es/ arti cl ef twi tter. condi of onl i e Bl ock 1
84.109. 50. 78 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
. - Unhaut hori zed URL Access to
46. 19. 85. 27 | sr ael 147.237.77. 176 [mat pash. i df . i | v cogat i df i 1/t enpl at es/ honepage/ mobi | e Bl ock 1
185.32.179.78 |lIsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock
109. 253. 143. 251 |1 srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock
91. 242. 217. 249 Lahﬂ:rt;desN ab 147.237.77. 216 |dover . i df . i | Paraneter Type Vi ol ati on PageNumin v i df .i1/1398-en/ dover. aspx  |B ock 1
203.133.171. 33 OK;)rea, Republ i c 147.237.77.216|dover . i df . i | Uhaut hori zed URL Access to waw i df.il/newsite/english/nain. asp B ock 1
65. 89. 98. 32 Lhited Sates 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to v idf.il/anan/ B ock 1
146. 127. 253. 44 |lhited Sates 147.237.77.216|dover.idf .il Unhaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx Bl ock
- . Unhaut hori zed URL Access to
5.22.135. 106 I srael 147.237.77.74 |lawidf.il v | aw i dff i 1/t enpl at es/ honepage/ mobi | e Bl ock 1
105. 154. 172. 73 |Mbrocco 147.237.77. 216 |dover.idf . il PHP Att enpt B ock 1
208.115.113.89 |lhited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to aka. i df.il/banachane Bl ock 1
84.110. 210. 156 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx B ock 1
46.19. 86. 37 I srael 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw idf.il/https: /v idf.il/ B ock 1
. . Unknown Paraneter anp;t in
198. 103. 184. 76 |Canada 147.237.72. 166 |aka. i df . i | vawn aka, i o . i 1/ nai v rabanut / scri pt resour ce. axd None 1
109. 253. 205. 57 |l srael 147.237.77.243|nobi | e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 1
95. 49. 5. 44 Pol and 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to vwu i df . i|/894-en/ dover . aspx/ B ock 1
207. 46.13. 64 Lhited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka. i df . il/yohal an/ f or uns/ asp/ B ock 1
66. 249. 75. 18 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ gener al . aspx |B ock 1
157. 55. 39. 209 Lhited Sates 147.237.77.216|dover. i df . i | DO stributed Whaut horized URL Access on waw idf.il/error.htm Bl ock 1
105. 154. 172. 73 |Mor occo 147.237.77. 216 |dover. i df .i | Uhaut hori zed URL Access to waw i df .il/admn/ Bl ock 1
87.69. 22. 254 I srael 147.237.72. 156 |aman. i df . i | Unaut hor i zed HTTP Met hod B ock 1
’ . . Unaut hori zed URL Access to
199.59. 148. 211 |United Sates 147.237.77. 216 |dover. i df . il Wi df i1/ p storagel il es/ 2/ si ze220x0/ 13032 | pg B ock 1
. - D stributed Lhaut hori zed URL Access on
109. 253.214.7 |lIsrael 147.237.76.42 |refuah.idf.il ww refua. atal i df i1/t enpl at s/ general / nobi | e Bl ock 1
Unknown Paraneter catld in
2.53.37.156 I srael 147.237.72. 166 |aka. i df . i | ww aka. i df . i |/ mai n/ gi yus/ mai n/ gi yus/ resour ces/ i nages/ nast er/ f avi con |[None 1
.gif
105. 154. 172. 73 |Morocco 147.237.77.216|dover. i df .i | Adm n Bl ocki ng Bl ock 1
’ - - Unhaut hori zed URL Access to
207.46.13.76 Lhited Sates 147.237.77. 216 |dover. i df .i | Wi df i |/t enpl at es/ shar ed/ user cont rol s/ header upper/ Bl ock 1
66. 249. 75. 26 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ def aul t . aspx |Bl ock 1
' . . Unaut hori zed URL Access to ww i df .il/1133- 13606- he/ dover . aspx'x’
40.77.167. 64 Lhited Sates 147.237.77. 216 |dover. i df . i | « " Bl ock 1
B LS -NTSEAMEtS .
109. 67.190. 54  |Israel 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
. . Unaut hori zed URL Access to
87.69. 22. 254 I srael 147.237.72. 156 |aman. i df . i | - Jidf.i1/sip storagelfiles/ 7/ 71727, pef Bl ock 1
46.161. 62. 194 RJSf;:I”i on 147.237.77. 216 |dover. i df . i | Paraneter Type Miolation lang in vwwidf.il/1398-en/ dover . aspx B ock 1
109. 253.214.7  |Israel 147.237.77.216 |dover . i df . i | Uhaut hori zed LRL Access to v idf.il/tenpl ates/articl e/ nobile B ock 1
2.53.60. 39 I srael 147.237.77. 216 |dover . i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
207.46.13.105 |thited Sates 147.237.77.176 [mat pash. i df .i|  |Uhauthori zed URL Access to 147.237.77. 176/ robot s. t xt B ock 1
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