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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6783
70.192. 210. 34 Lhited Sates 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3264
81.218. 65. 210 | srael 147.237.77.176 natpash.idf.il |Block Wdp Al Nets drop 3
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP- M SG- Sl owl ori s- DO5- Var 1 dest - r eset 3

80. 82. 78. 38 Net her | ands 147.237. 76. 200 ei tan. aka.idf.ilbl ock-sp-trafl forward 2
185.94. 111. 1 Russi an Federati on 147.237.76. 44 e.refuah.idf.il |B ock Np Al Net drop 1

120. 132. 50. 135 Chi na 147.237.77. 205 prisha.idf.il |bl ock-sp-trafl drop 1
185.94.111. 1 Russi an Federati on 147.237.76. 201 e atal.idf.il |Bock Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry  [Target Address |Site |Sgnature Devi ce Action |Oount |

112.132.168.32  |China 147.237.77.216 |dover.idf.il|9221: HTTP. PUT Method Execution over HTTP/ WebDAV Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
37.8.93.151 147. 237.77. 216 ?Cis;iig;a” Territory, dover.idf.il [SERVER WEBAPP | ogi n. ht m access 8
37.8.93.151 147.237.77. 216 (';ajcis;iigéa” Territory, dover.idf.il |SERVER WEBAPP adni n. php access 6
37.8.93.151 147. 237.77. 216 ?Cis;iig;a” Territory, dover.idf.il [SERVER- WEBAPP adni nl ogi n access 4
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il [Tehila - Perl LWP with fake user agent 3
120.37.66. 198 |147. 237. 77 216 |chi na dover i df il C5- WNDOMs M crosoft Forefront UAG javascript handler in R 1
XSS att enpt
87.69. 115. 105  [147.237.77. 216 |l srael dover.idf.il [portscan: TGP D stributed Portscan 1
85. 65. 10. 242 147.237.77. 216 |I srael dover.idf.il [portscan: TGP D stributed Portscan 1
46.120.211. 198 |147.237.77. 216 I srael dover.idf.il [portscan: TCP O stributed Portscan 1
207. 241. 229. 102|147. 237. 72. 166 |Wni ted Sates akaidf.il |portscan: TGP D stributed Portscan 1
190. 79. 95. 237  |147.237. 72. 166 |Venezuel a aka.idf.il [portscan: TCP D stributed Portscan 1
109. 64. 161. 51  [147.237. 77. 216 |I srael dover.idf.il [portscan: TCP O stributed Portscan 1
85. 131. 208. 140 |147.237.76.30 |Ger many hi nush.i df .iI|ET SCAN Potenti al 1
62.128.48.130 [147.237.72. 166 |l srael aka.idf.il [portscan: TCP D stributed Portscan 1
37.26.147.158 |147.237.77.216|Israel dover.idf.il [portscan: TCP O stributed Portscan 1
212.150. 125. 195|147. 237. 77. 216 || srael dover.idf.il [portscan: TGP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature

176.13.2.44 | srael 147.237.0.19 |nadimatal.idf.il[Bad TCP sequence Inval i d ACK nunber noni t or 200

176. 13. 2. 44 I srael 147.237.0.19 |nadimatal.idf.il[Bad TCP sequence Invalid ACK nunber alert 100

109. 45. 0. 214 Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 58

38.111.147.88 |lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 54

s SWNretransnit wth different .

79.176.71.112 |Israel 147.237.77. 234 |hal ag.idf i Bad TCP sequence “i ndow scal noni t or 32

66. 102. 6. 131 Lhited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 28
Sreaning Engine: TCP Invalid ' i ssi

79.180.198.62 | srael 147. 237. 76. 200 |ei tan. aka. i of .| 9 =g Inval i d segnent retransmssi on. drop 24
Ret r ansni ssi on Packet dropped.

66. 102. 6. 191 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SYN drop 24
Sreaming Engine: TCP Invalid i i SSi

174. 155. 234. 149|Wnited Sates [147. 237. 72. 156 |anan. i df .1 9 =g nvalid segnent retransmssi on. drop 24
Ret r ansni ssi on Packet dr opped.

66. 102. 6. 188 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 22
Sreaning Engine: TCP Invalid i i SSi

46.19.86.0 I'sr ael 147.237.72. 167 |i shuri maka. i df . i 9 =g nvalid segnent retransmssion. drop 21
Ret ransni ssi on Packet dr opped.

207.241.229.102|lhited Sates |[147.237.72.166 |aka. idf.il dr op SAMrul e drop 19

73.136.136.103 |Lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SYN drop 18
Sreaming Engine: TCP Invalid i i SSi

174. 155. 234, 149|Wnited Sates |147.237.72. 166 |aka.i df . i1 9 =g nvalid segnent retransmssi on. drop 16
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

66.249.69.93  |UWited Sates |147.237.72. 166 |aka.idf.il 9 =9 nval i d segnent retransmssi on. drop 15
Ret r ansni ssi on Packet dr opped.

46. 19. 85. 14 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 12

46.19. 85. 14 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber noni t or 12
Sreaming Engine: TGP Invalid i i sSi

109.65.42.79  |Israel 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segent retransmssion. drop 12
Ret ransni ssi on Packet dr opped.

85.130. 225. 65 |lsrael 147.237.76.86 |navy.idf.il drop Frst packet isn't SN drop 11

o SYNretransmt wth different .

109. 253. 194. 39 |l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal noni t or 10

85.130.225.65 |lsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 10

195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop

85.130. 225. 65 |l srael 147.237.76.86 [navy.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect
Sreaming Engine: TCP Invalid i i SSi

2.53.181.245  |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

46.19.85.140  |Israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =9 nval i d segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi

46.19.86.231  |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dr opped.

85.130. 225. 65 |lsrael 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 8

82.145.211.54 |Europe 147.237.77. 216 |dover.idf . i SYN Attack SYN -> SYN-ACK -> RST rej ect 8

62.219.128. 187 |Israel 147.237.72. 156 |anan. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6

52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6

72.9.148. 10 Lhited Sates |147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 6
Sreaning Engine: TCP Invalid ' i ssi

5.22.135.194  |israel 147. 237. 72. 166 |aka i of . i 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi

66.249. 93. 249  |Eur ope 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segent retransmssion. drop 6
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid ' i ssi

80. 246. 137. 144 I srael 147. 237. 77. 243 |nubil e.i df .i 9 =g Invali d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi

37.26.146.185 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segent retransmssion. drop 6
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid ' i ssi

82.80.181.54  |israel 147. 237. 72. 166 |aka. i of . i 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.

185. 3. 144. 89 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or

46.19. 85. 70 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
Sreaning Engine: TP Invalid i i ssi

31.168. 204. 242 I srael 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 5
Ret r ansni ssi on Packet dr opped.

111. 69. 53. 98 New Zeal and |147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 5

85.130.225. 65 |lIsrael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5

185.3.147.159 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 5

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 5

40.77. 167. 64 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SWN drop 5

85.130. 225. 65 |l srael 147.237.77. 216 |dover.idf il SYN At tack SYN -> SYN-ACK -> RST rej ect 5

52. 16. 5. 197 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4

37.26.146.197 |Israel 147.237.77. 216 |dover.i df .i | drop First packet isn't SW drop 4

45. 35. 64. 142 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 4

185. 3. 144. 89 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
Sreaning Engine: TCP Invalid ' i ssi

212.143. 47. 166 I srael 147. 237. 76. 200 |6 tan. aka. i of . | 9 =g nval i d segrent retransmssi on. drop 4
Ret r ansni ssi on Packet dr opped.
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Acti on ‘Count
46. 19. 85. 238 | srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 171
176. 13. 2. 44 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 141
176.13. 6. 125 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 131
37.8.93. 151 glcissi':('ja” Territoryl 47 237.77. 216 |dover. i df . i | Mil tipl e Lhaut horized URL Access from 37.8.93. 151 B ock 97
37.8.93. 151 z'cf;i'géa” Territoyl1 47, 237.77. 216 |dover . i df . i | Distributed Adnin B ocki ng B ock 91
46. 19. 86. 143 | srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 84
37.8.93. 151 (F;ajcis;i';'ja” Territoryly 47 237.77. 216 |dover . i df . i | Dstributed PHP Attenpt B ock 70
46. 19. 85. 70 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 27
46. 19. 86. 205 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 20
37.26.149.151 [Israel 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 18
82.102. 169. 113 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 4
37.26.149.216 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 4
2.53. 163. 96 I srael 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 4
46.19. 85. 31 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 4
2. 53.140. 170 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 4
46. 19. 86. 240 I srael 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
66.249.78.159 |[Israel 147.237.77.216|dover. i df . il D stributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 3
Pal estini an Territor Unaut hori zed URL Access to
178. 214. 69. 158 Qecupi ed Y|147. 237. 77. 176 |nat pash.idf.il |ww:cogat.idf.il/tenplates/honepage/ waw yout ube. coni v/ 3g5lei 5 |Bl ock 3
nuhg
46.210. 168. 221 |l srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response CQode B ock 3
120. 37.66.198  [Chi na 147.237.77. 216 |dover . i df .i | Mil tipl e Unaut hori zed URL Access from 120. 37. 66. 198 B ock 3
185.3.147.181 |Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed Method HEAD for wwwy aka. i df.il/mai n/ giyus/ B ock 2
134.191.232. 71 |lIsrael 147.237.77.216|dover.i df . il Ostributed Lhaut hori zed URL Access on ww i df.il/error. htm B ock 2
176. 13. 15. 67 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
176.13. 1. 156 | srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
2.53.155.1 I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qde Character in LR B ock 2
. . . Unaut hori zed URL Access to
120. 37.66.198 |China 147.237.77. 216 |dover. i df . il vow i df i |/ shar edf user cont rol s/ header upper / B ock 1
46.19.85.136 [l srael 147.237.77.216|dover. i df . il Abnormal |y Long Request net hod B ock 1
66.249. 65. 174 |l srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 1
. . Unknown HTTP Request Method 1. 7.1445480999. 1445480999.; in
46. 19. 85. 136 I srael 147.237.77. 216 |dover. i df .i | URL asp. net sessi oni d=v2h1hz21f zr ed4u050t qclt | 2 B ock 1
151.80.31.183 |France 147.237.72. 156 |aman. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/robots. txt B ock 1
- . . {Unaut hori zed URL Access to
109. 253. 220. 221 |l srael 147.237.0.19 |[nadimatal .idf.i naci mat al i i1/ mobi | ef tenpl at es/ cat al og/ cat al og. aspx B ock 1
. . SS. Lhtraceabl e Gonnection - Protocol violation
79.177.128. 142 |Israel 147.237.77.216|dover . i df . i (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
. . Illegal HITP Version __at uvc=1%/Cl6;
46. 19. 85. 136 I srael 147.237.77. 216 |dover. i df . il " at uvs=5717989¢e6a907f 000 B ock 1
84.200. 45.173  |Ger nany 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to wawidf.il/english B ock 1
192. 115. 130. 253]I srael 147.237.77. 170 [maarachot . i df . i | [Mil ti pl e Unaut horized URL Access from 192. 115. 130. 253 B ock 1
. . Unhaut hori zed URL Access to
66.249. 75. 18 I srael 147.237.72. 166 |aka. i df . i | 147. 237, 72, 166/ mai 1/ gi yus/ gener al . aspx B ock 1
- . Unaut hori zed URL Access to
46. 19. 85. 155 I srael 147.237.76.42 |refuah.idf.il ww refua. atal i df i 1/tenpl at es/ general / nobi | e Bl ock 1
’ . . S Untraceabl e Gonnection - Protocol violation
155.201.35.63 |United Sates 147.237.77. 216 |dover. i df . il (SSL CONN LI ENT FELLO) None 1
37.26.149.240 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 1
117. 25. 108. 125 |Chi na 147.237.77.216|dover.idf .l Lhaut hori zed URL Access to waw i df.il/english/trackback/ B ock 1
79.178.168.79 |lsrael 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to www nakhal .idf.il/tenpl ates/fag/ nobile |B ock 1
2.55.29. 41 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1134- he/ at al . aspx B ock 1
144.76. 8. 132 Ger many 147.237.77. 170 [maarachot . i df . i | [Mil tipl e Unaut hori zed LRL Access from 144. 76. 8. 132 B ock 1
46. 19. 85. 136 I srael 147.237.77.216|dover.idf .l Mal formed URL asp. net _sessi oni d=v2h1hz21f zr ed4u050t qdt j 2; Bl ock 1
37.8.93.151 (F;ajcis;i':('ja” Territoryl 147, 237. 77. 216 dover . i df . i | Uhaut hori zed LR Access to vaw i df .i1/admi n/ Bl ock 1
90. 171. 36. 99 Spai n 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/reset. css  [B ock 1
2.53.59.133 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx Bl ock 1
213.8.63.16 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
157.55.39.209 |lhited Sates 147.237.77.216|dover.idf . il Dstributed Lhaut hori zed URL Access on waw idf.il/error.htm B ock 1
. . . Unaut hori zed Met hod HEAD f or
120. 37. 66. 198 Chi na 147.237.72.166|aka. i df . i | wa aka, i df . i | / mai n/ ni | ui rd about . aspx Bl ock 1
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