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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 9306
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 7160
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- PCST- Segnent ed- DoS dest - r eset 1019
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP-M SC- Sl owl ori s- DO5- Var 1 dest - r eset 43
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 6
37.26.147.173 | srael 147.237. 76. 31 nakchal .idf.il Invalid TGP H ags drop 6
37.26.147.221 | srael 147.237.76. 31 nakchal .idf.il Invalid TGP H ags drop 6

81. 245. 169. 187 Bel gi um 147.237.77. 216 dover.idf.il Invalid L4 Header Length dr op 2
199. 203. 62. 53 | srael 147.237. 76. 86 navy.idf.il B ock Wdp Al Nets drop 1
185.94.111. 1 Russi an Federation 147.237.76. 34 yohal an. i df .i | B ock Np All _Net dr op 1
185.94.111.1 Russi an Federation 147.237.76. 38 eengitav.idf.il |Bock Np Al Net drop 1
113. 240. 250. 157 Chi na 147.237. 76. 196 e.sviva.idf.il Bl ock_UWp Al _Nets drop 1
185.94.111. 1 Russi an Federation 147.237.76. 148 gocenter.aka.idf.il|B ock Np Al _Net drop 1
142.161. 86. 202 Canada 147.237. 76. 148 ggcenter.aka. idf.il|B ock Wdp All _Nets dr op 1
71.6.165. 200 Lhited Sates 147.237.76. 147 chinuch. aka.idf.il |B ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

192.198. 151. 43 |147.237. 72. 167 |Eur ope i shurimaka.idf.il ET SCAN NVAP -sA (2) 2
85.131.208. 140 [147.237.0.17 |Germany mny-kosher-kravi .idf.il |ET SCAN Potential SSH Scan 1
84.110.194.35 |[147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
81.218. 59. 82 147.237.77. 216 (I srael dover.idf.il portscan: TGP O stributed Portscan 1
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 1
46. 19. 86. 176 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
185.32.179.74 [147.237.0.19 |Israel madi matal .idf.il ET SCAN Possible SSL Brute Force attack or Ste Gaw 1
13.92.196. 2 147.237.76. 148 |Whited Sates |gqcenter.aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
106. 186. 113. 132|147. 237. 76. 30 |Japan hi nush. i df .i | SERVER APAO_E Apac'he mod_ss| non-SSL connection to SSL 1

port denial of service attenpt

85. 131. 208. 140 |147.237.77.19 |Ger many | awe forumidf il ET SCAN Potential SSH Scan 1
85. 131. 208. 140 |147.237.76. 177 |Ger many ncore.idf.il ET SCAN Potential SSH Scan 1
85.131.208. 140 |147.237.8.27 |Germany e.nadi matal .idf.il ET SCAN Potential SSH Scan 1
85. 131. 208. 140 |147.237.0.16 |Ger many ny-kosher-kravi . i df . il ET SCAN Potential SSH Scan 1
82. 80. 73. 194 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
80.82.78.38 147. 237. 77. 178 |Net her | ands e. nat pash. i df . i1 ET SCAN NVAP -sS wi ndow 1024 1
31.210. 186. 145 |147.237.77. 216 |l srael dover.idf.il portscan: TCQP O stributed Portscan 1
109. 64. 39. 23 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
5. 29. 130. 160 147.237. 77. 216 |I srael dover. i df .il portscan: TCP DO stributed Portscan 1
85.131. 208. 140 |147.237.77. 121 |Ger many e navy.idf.il ET SCAN Potential SSH Scan 1
85. 131. 208. 140 |147. 237. 76. 198 |Ger many e.yohal an.idf.il ET SCAN Potential SSH Scan 1
85.131. 208. 140 |147.237.76. 42 |Ger many refuah.idf.il ET SCAN Potential SSH Scan 1




04-20-2016-16:04:08 to 04-20-2016-17:04:08

|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature Action ‘Count
Sreaning Engine: TCP Invalid i i ssi

66.249.69.93  |Uited Sates 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 39
Ret r ansni ssi on Packet dr opped.

214.18.133.41 |lhited Sates 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 20

207.241. 229. 102|hited Sates 147. 237.72. 166 |aka. i df .i | drop SAMrule drop 18

52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 18

66.162.128.50 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 15

2.53.175. 16 I srael 147.237.72. 167 |i shurimaka.i df .i |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 15

188. 161. 179, 212 g‘ilcisgi':('ja” Territoryly47. 237.77. 176 |nat pash.if.il  |dr op Frst packet isn't SWN drop 13
Sreaming Engine: TGP Invalid i i ssi

31.168.23.60  |Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Invalid segrent retransmssion. | 12
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

80.178.162.82 | srael 147. 237. 76. 200 |ei tan. aka. i of .| 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dr opped.

198.58.96.215 |lLhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
Sreaning Engine: TCP Invalid i i ssi

87.71.115.139 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi

66.249.64.70  |Wited Sates 147. 237. 76. 200 |ei tan. aka. i df .| 9 =9 Invalid segnent retransmssion. |, ., 12
Ret r ansni ssi on Packet dr opped.

81.218.185. 242 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
Sreanming Engine: TGP Invalid i i ssi

176.13.11.230 |Israel 147.237.72. 167 | shuri maka. i df . i 9 =9 Invalid segnent retransmssion. |, ., 12
Ret r ansni ssi on Packet dr opped.

79.176.97.100 |[lIsrael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 11

54.72.73. 168 Irel and 147.237.77. 216 |dover.idf .i | drop First packet isn't SWN drop 10

198.58.103.28 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10

66.162.128.50 |lhited Sates 147.237.77. 216 |dover.idf .i SYN Attack SYN -> SYN-ACK -> RST rej ect 9
Sreanming Engine: TCP Invalid i i ssi

37.142.229.81 |israel 147. 237. 76. 200 |6 tan. aka. i of . | 9 =9 Invalid segnent retransmssion. |, 8
Ret r ansni ssi on Packet dr opped.

85.130.225.65 |[lIsrael 147. 237.77. 216 |dover. i df . i Bad TCP sequence Inval id ACK nunber noni t or 7

79.178.158.89 |[Israel 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Timeout |[reject 7

85.130. 225. 65 |Israel 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber monitor |6
Sreaming Engine: TGP Invalid i i ssi

62.90.131. 174 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segrent retransmssion. | 6
Ret ransni ssi on Packet dropped.

52.16.5.197 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6

81.218.185. 242 |lsrael 147.237.76.86 |navy.idf.il drop First packet isn't SYN drop 6

212.117.136.7 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6

212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6

109. 67. 164. 157 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6

2.53.51.108 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6

46.19. 85. 140 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval id ACGK nunber aert 5

46. 19. 85. 140 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Inval i d ACK nunber monitor |5

40. 77. 167. 64 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5

46. 19. 85. 140 I srael 147.237.76.31 |nakchal.idf.il |Bad TCP sequence Invalid ACK nunber alert 5

5.102. 195. 158 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |5

46. 19. 85. 140 I srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Invalid ACK nunber monitor |5

79.178.158.89 |[Israel 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4

66.102. 9. 101 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4

46.19. 85. 224 I srael 147.237.77. 216 |dover. i df . i Bad TCP sequence Invalid ACK nunber alert 4

37.46. 41. 255 I srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber mnitor |4
Sreaming Engine: TGP Invalid i i ssi

84.109. 230.97 |Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dr opped.

46. 19. 85. 224 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4

85.130. 225. 65 |Israel 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4

2.53.48.75 | srael 147. 237.72. 166 |aka. i f .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4

100. 34. 86. 83 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
Sreanming Engine: TCP Invalid i i ssi

199.30.24.125 |wited Sates 147. 237. 76. 200 |ei tan. aka.i of . i 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.

66. 102. 9. 81 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop

54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop

88. 254. 109. 108 |Turkey 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
Sreaning Engine: TCP Invalid i i Ssi

5.102.195.158 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g, 3
Ret ransni ssi on Packet dropped.

46. 19. 85. 224 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 3
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A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
185.32.179.74 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 273
80.246.139.96 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 33
2.53.52.170 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 16
46. 19. 86. 249 I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gde Character in LR B ock
66. 102. 6. 191 Lhited Sates |[147.237.77.216|dover.idf.il Dstributed Waut hori zed URL Access on waw idf.il/error.htm B ock
213.57.251.102 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/sip storage/files/7/ B ock
78.34.82.178  |Germany 147.237.77. 216 |dover . i df . i | thaut hor | zed URL Access to . B ock 3
viwy i df . i 1/tenpl at es/ t enpl at econt rol s/ generi c/
46.120. 120. 217 |Israel 147.237.72. 166 [aka. i df . i | Mil ti pl e Unhaut hori zed LRL Access from 46. 120. 120. 217 B ock 3
176.13.19. 14 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 2
176.13.20.5 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
80. 82. 65. 82 Net her | ands 147.237.77.216|dover. i df . i | Unhaut hori zed URL Access to waw i df . il/shared/ usercontrol s/ header upper/ |Bl ock 2
. . . |lUnknown Par anet er wh48617274 in
31.168.23. 60 | srael 147.237.76.200(ei tan. aka. i df . i | v ei tan. aka. i df.il/shared/clientscripts/scroller/jquery.jcarousel.js None !
66. 249. 75. 18 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72.166/ robots. t xt B ock 1
Unknown Par aret er wb48617274 in
31. 168. 23. 60 | srael 147.237.76.200|eitan. aka. i df . i | [ww eitan. aka.idf.il/shared clientscripts/jquery.plugins/jquery. equal hei ght [None 1
S.js
204.79.180.128 [lnited Sates [147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on wanidf.il/error. htm B ock 1
176.13.7.197 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 1
. . - Unhaut hori zed URL Access to
46.19. 86. 93 I srael 147.237.0.34 |tikshuv.idf.il Wi i kshuv. i df i 1/t enpl at es/ opr ol escat egory/ nobi | e B ock 1
. . . |[Unknown Par anet er wh48617274 in
31. 168. 23. 60 I srael 147.237.76.200|ei tan. aka. i df . i | ww i tan. aka i of i 1/styl ef shar ed/ 960, css None 1
87.71.94. 241 I srael 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw idf.il/https: /v idf.il/ B ock 1
. . . |lUnknown Par anet er wh48617274 in
31.168.23.60  [Israel 147.237.76.200|ei tan. aka. idf . il (- o i1/ shared/dl i ent scri ot s/ query/j auery-1.4.2.nin| s None 1
212.235.62.200 |[Israel 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw i df . i/ hebrew organi zat i on/ nakhal B ock 1
. . Uhknown Par anet er ctl 00$ct | 00$cphMai n$cphSachar $ct | 57 in
79. 180. 28. 1 I sr ael 147.237.72. 166 |aka. i df . i | wiww aka. i o i |/ rai v sachar / pays! i ps. aspx None 1
46.120. 120. 217 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka.idf.il/g Bl ock 1
31. 168. 23. 60 I srael 147.237.77. 216 |dover.i df .i | Ml tipl e Unaut horized URL Access from 31.168. 23. 60 B ock 1
. . . Mil tiple Untraceabl e SSL Sessi ons from 106. 186. 113. 132 ( Prot ocol
106. 186. 113. 132|Japan 147.237.76.30 |hinush.idf.il viol ation (SSL COAN LI ENT HELLO)) None 1
82.80.143.207 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
. . . |Unknown Par anmet er wh48617274 in
31. 168. 23. 60 I srael 147.237.76.200|ei tan. aka. i df . i | ww ei tan. aka, i df . i |/ shared/ ol | ent scri pt /i debar / si debar | s None 1
207. 46. 13. 56 Lhited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
. . D stributed Lhaut hori zed URL Access on
66. 249. 75. 26 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
Unknown Par amet er wb48617274 in
31. 168. 23. 60 I srael 147.237.76.200|ei tan. aka. i df . i | |ww eitan. aka.idf.il/shared/ clientscripts/jquery. pl ugins/jquery.scrol | foll oyNone 1
js
. . . |Unknown Par aret er wb48617274 in
31.168. 23. €0 I srael 147.237.76.200 [ei tan. aka. i df . i v ei tan. aka. i df. i |/ styl e/ shared/ dat epi cker . css None !
105. 103. 15. 225 |Ageria 147.237.77. 216 |dover.idf .i | Admin Bl ocki ng B ock 1
. . . |[Unknown Par anet er wh48617274 in
31.168.23.60  |Israel 147.237.76. 200 ei tan. aka. idf i 1| o i i1/ shared/cl i entscri ot/ query/j query-ui | s None 1
213.57.160. 201 |[Israel 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to www i df.il/aman/site/spotting/ spotting. asp |B ock 1
79.181.220. 132 |[lsrael 147.237.77.216|dover . i df .i | Lhaut hori zed URL Access to v idf.il/tenpl ates/article/ nobile Bl ock 1
66. 102. 6. 188 Uhited Sates |[147.237.77.216|dover.idf.il D stributed Unaut horized LRL Access on waidf.il/error. htm B ock 1
2.55.50.3 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ reset . css B ock 1
192. 115. 130. 253l srael 147.237.77. 170 |maar achot . i df . i | |[Uhaut hori zed URL Access to maarachot.idf.il/pdf/files/1/ 112251, pdf Bl ock 1
. . . SS. Lhtraceabl e Gonnection - Protocol violation
106. 186. 113. 132|Japan 147.237.76.30 |hi nush.idf.il (SSL_OONN OLI ENT HELLO) None 1
- . D stributed Lhaut hori zed URL Access on
37.26.146.166 |Israel 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
84.94.114.184 |lIsrael 147.237.72. 156 |anan. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
. . . |Unknown Par anet er wb48617274 in
31.168.23.60  |lsrael 147.237.76. 200 |ef tan. aka. 1 Of . 11 |,y ot an aka i . i1/ shared cl i ent sori pts/ui /i 18n/j query-ui-i 180 | s None !
. . . |[Unknown Par anet er wh48617274 in
31. 168. 23. 60 I srael 147.237.76.200|ei tan. aka. i df . i | W ei tan. aka. i df . i 1/ shar ed/ cl | ent sori pts/j query. pl ugi ns/ sl i der | s None 1
208.115.113.82 [lnited Sates [147.237.0.34 |tikshuv.idf.il [Paraneter Type Molation catld in tikshuv.idf.il/sitelgallery.aspx B ock 1
66. 249. 75. 44 I srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ general . aspx  |B ock
46.120.18.120 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None
. . . |Unknown Par anet er wb48617274 in
31.168. 23. 60 I srael 147.237.76.200|ei tan. aka. i df . i | W ei tan. aka, i df .1 1/ styl ef shared/ | ayout 2. css None 1
105. 103. 15. 225 |Ageria 147.237.77.216|dover. i df .i | Mil tipl e Unaut horized URL Access from 105. 103. 15. 225 B ock 1
. . . |Unknown Par aret er wb48617274 in
31.168.23.60  |Israel 147.237.76.200|ei tan. aka.idf . il W e tan. aka. i o .|/ shared/ cl i ent scri pts/j query/j query. nyronodal -1.6.2. | s | O 1
213.57.251.102 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method CPTIONS for aka.idf.il/sip storage/files/7 B ock 1
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