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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 15755
0.0.0.0 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 7157
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 1163
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP-M SC- Sl owl ori s- DO5- Var 1 dest - r eset 18

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 9
37.26.147.221 | srael 147.237.76. 31 nakchal .idf.il |lnvalid TCP H ags drop 5

198. 20. 69. 74 Lhited Sates 147.237.76. 38 eeneitav.idf.ilB ock Wdp All Nets drop 1
222.186. 50. 253 Chi na 147.237.76. 197 e hinush.idf.il |[JLMPurple Con Limt_Htp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnat ure Devi ce Action |Count
213. 246. 49. 97 France 147.237.72.166  |aka.idf.i| [5670: HITP. SQ Injection (SELECT) B ock 4
213. 246. 49. 97 France 147. 237.72. 166 aka.idf.il |6134: HITP. SQ Injection Variabl e Declaration BEvasion B ock 4
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry |Signature

213. 246. 49. 97 147.237. 72. 166 France aka. idf.il SQ Injection - Select From 15
31. 168. 3. 154 147.237.77.216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
199. 203. 158. 106 147.237.77. 216 I 'srael dover.idf il portscan: TCP DO stributed Portscan 1
2.53.173. 235 147.237.77. 216 I srael dover.idf.il portscan: TCP O stri buted Portscan 1
103. 29. 216. 158 147.237.72. 166 Australia aka.idf.il SERVER WEBAPP adm n. php access 1
91. 218. 246. 103 147.237.77.19 Russi an Federat i on law forumidf.il ET SCAN NVAP -sS wi ndow 1024 1
91. 218. 246. 103 147. 237. 76. 148 Russi an Federation gqcenter. aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
80. 82. 78. 38 147.237.72. 156 Net her | ands anan. i df . i | ET SCAN NVAP -sS w ndow 1024 1
79. 183. 106. 177 147.237.77. 216 I 'srael dover.idf il portscan: TCP O stributed Portscan 1
62.219. 111. 160 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
37.26.147. 212 147.237.77.216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
212.179. 21. 194 147.237.77. 216 I 'srael dover.idf il portscan: TCP DO stributed Portscan 1
31.154. 41. 17 147.237.77. 216 I srael dover.idf.il portscan: TCP O stri buted Portscan 1
193. 201. 227. 70 147.237.0.19 krai ne nadi matal .idf.il ET SCAN Potential SSH Scan 1
93. 174. 95. 124 147.237.76. 39 Net her | ands nobi | e. nei tav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
91. 218. 246. 103 147.237.76. 176 Russi an Federati on test.ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
88. 254. 109. 108 147.237.77.216 Tur key dover.idf.il portscan: TCP O stributed Portscan 1
80. 74. 103. 31 147.237.77. 216 I 'srael dover . idf il portscan: TCP O stributed Portscan 1
79.177.172. 105 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
219. 83. 163. 168 147.237.0. 17 Chi na m ny- kosher -kravi .i df . | ET SCAN Potential SSH Scan 1
46. 45, 137. 76 147.237.76. 31 Tur key nakchal . i df il ET SCAN NVAP -sS w ndow 1024 1
212.199. 66. 34 147.237.77. 216 I srael dover.idf.il portscan: TCP O stri buted Portscan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry |Target Address |Ste Signature Acti on ‘Count
69. 31. 51. 51 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 762
e SN retransnmit wth different .
84.228.161. 242 |Israel 147.237.77. 234 |hal ag.idf .i | Bad TCP sequence wi ndow scal & monitor |50
208. 115.113.89 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 34
46.209. 97. 40 :éxbl:zlz‘fm 147.237.77. 170 |nmarachot . i of .11 [Bad TOP sequence Inval i d ACK nunber aert 28
80.123.167.25 |Austria 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 25
Sreaning Engine: TCP Invalid i i SSi
66.249.69.93  |Uited Sates  |147.237.72. 166 |aka i of .11 9 =9 Invalid segnent retransmssion. |, 24
Ret r ansni ssi on Packet dropped.
37.26.146.168 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 22
reaming BEngi ne: TCP Invali i i ssi
79.180.52.201 |israel 147. 237.76. 200 [ei tan aka i o i1 || €AM NG Egine: TP Invalid fimvalid segnent retransmission. | op 18
Ret r ansm ssi on Packet dropped.
207.241.229. 102|lhited Sates 147.237.72. 166 |aka. i df . i | dr op SAMrul e drop 18
79.177.128.142 | srael 147.237.72. 166 |aka. i of .| Bad TCP sequence SN retransmt wth different monitor |16
wi ndow scal e
2.53.182. 37 I sr ael 147. 237. 72. 166 |aka.i df . | drop First packet isn't SN drop 13
Sreamng Engine: TCP Invalid i i ssi
212. 150. 127. 133|I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 12
Ret r ansni ssi on Packet dropped.
66.249.93.15  |Europe 147.237.76. 198 |e.yohal an.i df.i1 |Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 12
enf or cenent
46. 19. 86. 110 | srael 147.237.76.31 |[nakchal .idf.il drop First packet isn't SYN drop 12
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
Sreaning Engine: TGP Invalid i i ssi
87.70.19. 24 I'srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
82.80.126.166 |Israel 147. 237. 76. 200 |ei tan. aka. i of . i | 9 =g Invalid segnent retransmssion. g 8
Ret r ansni ssi on Packet dropped.
216. 4.56. 153 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
46.209. 97. 40 Lézzbl:ilﬁrfmc 147.237.77. 170 |naarachot . i df .11 [Bad TCP sequence Invalid ACK nunber monitor (8
54.72.0.55 Ireland 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Sreaning Engine: TGP Invalid i i ssi
79.177.239. 172 |israel 147.237.77. 243 |nubi | e.i df .i 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
37.26.147.221 |lIsrael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
Sreaning Engine: TGP Invalid i i ssi
79.180. 142. 152 | srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
176.13.7.227  |israel 147. 237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. g 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
2.55.37. 164 I'srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
80. 246. 139. 254 |Israel 147. 237.77. 243 |nobil e. i f . | 9 =g Invalid segnent retransmssion. g 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.181.30.93  |israel 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
213.125.23.90 |Netherl ands 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
Sreaming Engine: TGP Invalid i i ssi
79.178.134. 44 |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. g 5
Ret r ansmi ssi on Packet dropped.
185. 3. 144. 50 I sr ael 147. 237. 72. 166 |aka.i df . | Bad TCP sequence I'nval i d ACK nunber monitor |4
Sreamng Engine: TCP Invalid i i ssi
82.80.126.198 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dropped.
59.39.53.242  |cnina 147.237.77.176 |natpash.if il  |[Bad TCP sequence SNretransmt with i fferent moni tor |4
wi ndow scal e
Sreamng Engine: TCP Invalid i i ssi
79.177.172. 105 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dropped.
37.46.39.98 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 4
Sreaning Engine: TQP Invalid i i ssi
46.116.228. 224 | srael 147. 237. 76. 200 |ei tan. aka.i of . i 9 =9 Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
176.13.4.115  [israel 147. 237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. | o 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
31.168. 241. 255 |Israel 147. 237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
185.120.126.5 |Israel 147. 237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. | o 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
87.70.91.12  |israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
77.126.15.150 | srael 147. 237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. | o 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
66.249.69. 126 |lhited Sates  |147.237.72. 166 |aka i df .i| 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
80. 246. 139. 254 |l srael 147.237.72. 156 |anan.i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TGP Invalid i i ssi
79.183. 153. 128 | srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
46.19. 85. 90 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dropped.
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Attacker Address |Attacker Qountry |Target Address |[Ste Signature
Sreaning Engine: TCP Invalid i i ssi

2. 53. 34. 60 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

87.70.119.232 |[Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

79.181.3.250  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

193. 169. 70. 108 | srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Action ‘Count
176.13.22.161 |Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 218
2.53.14. 168 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Qode B ock 128
2.55. 155. 23 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 9
193. 43. 246. 250 |Israel 147.237.77. 216 |dover.i df . il Distributed Wauthorized URL Access on ww idf.il/error. htm B ock 5
213.151. 49. 138 |Israel 147.237.72. 166 |aka. i df . i | m ;Lg”lt gfd . iLm“ttSﬂrrimzfsséﬁc :;Cierf;geosr; body/ i nages ek o | G Bock |4
46. 19. 86. 233 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
103.29. 216. 158 |Australia |147.237.72.166|aka.idf.il Mil ti pl e Uhaut hori zed URL Access from 103.29. 216. 158 Bl ock 3
46.19. 86. 13 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
103.29.216. 158 |Australia  [147.237.72.166|aka.idf .il PHP At t enpt Bl ock 3
109. 253. 226. 64 |Israel 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
79.177.128.142 |[israel 147.237.72. 166 [aka. i df . i | Distributed I11egal Byte Gode Character in URL B ock 3
85.130.244.78 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
79.177.128. 142 |Israel 147.237.72. 166 |aka. i df . i | Mil tiple Abnornmal Iy Long Request from 79.177.128. 142 Bl ock 2
79.177.128.142 |[israel 147.237.72. 166 [aka. i df . i | Mitiple I11egal Byte Qode Character in Method from79. 177. 128. 142 B ock 2
193. 43. 245. 250 |Israel 147.237.77.216|dover.idf . il Distributed Lhauthori zed URL Access on v idf.il/error. htm B ock 2
217. 156. 163. 66 Ei“ir]tgegom 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to wwuidf.il/894-en B ock 2
79.177.128.142 |[israel 147.237.72. 166 [aka. i df . i | Mil ti pl e Unknown HTTP Request Method from 79. 177. 128. 142 B ock
79.177.128. 142 |lsrael 147.237.72. 166 |aka. i df . i | Mil tiple Abnormal |y Long Header Line from79.177.128. 142 Bl ock
123.125.71.40 |China 147.237.76.86 |navy.idf.il m“;:\f’;'izdic"ill‘ii g‘_:‘s:fjfa;; {11 es/ 3/ si 263360/ 1613, pg Bock |1
103.29.216. 158 |Australia  [147.237.72.166|aka.idf .il Adnin Bl ocki ng Bl ock
79.177.128. 142 |lsrael 147.237.72. 166 |aka. i df . i | Illegal Byte Qode Character in Header Nane Bl ock
46. 19. 86. 53 I srael 147.237.76.42 |refuah.idf.il 1D4§t ;gg%g%z%:;rg;'S'f:?e;ﬁ‘e:fcf: on Bock |1
212.235. 62. 200 |lsrael 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to ww i df.il/hebrew organi zati on/ nakhal Bl ock 1

Unknown HTTP Request Method z:j” >0« in URL “[[9#8d1]
79.177.128.142 |Israel 147.237.72. 166 |aka. i df . i | c{ [#20]]+9B[#5] ] [[ <o 1] 024{ [v]]XDp[ [ 22#] 17" [[ 324]] 0] DZ+xg? o " B~ B ock 1

[ [#24] ] W €f yUie [ [ #22] T##- [ Zf 6 - [ [#1]] 4yneg®
79.177.128.142 |[israel 147.237.72. 166 [aka. i df . i | Miltiple I11egal URL Path Encoding from 79, 177. 128, 142 B ock 1

I11egal HITP Version i
79.177.128. 142 |Israel 147. 237.72. 166 |aka. i df . i | OEHOYag [ #27] ] : OS/AYEZNET &7wo[ [ #24] | [[#6]1[ [ #41] pZ0SU, [1#23]1XCl[# fg o

17]1. 78l [#29]] *} Fad/ xtx! f Y[ [ #25] 1 [[#0]]1 o[ [ #15]1[ [ #1]] M EEO>0 BY 4++[ [ #
16] ] A{ ényi«}yZQui o [ #28] ] " bKog [ #18] ] w@¥t $U+73\ 60nO0Pn~
109. 64. 149. 77 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method POST for waw aka. i df.il/nai n/ sachar/f ag. aspx B ock 1

Unknown Par aneter pageNumin
waw aka. i df . il /| ondi i f or und asp/ showf or um asp

219.74.180.14 |Sngapore |147.237.77.216|dover.idf .il Unt raceabl e SSL Sessi ons: (pen Mbde None 1

NULL Character in Header Nane at
[[#31]] iGeeMB [ [#24] 1\ G ° A [#16]] “* [ [#23]] 3A0~" [ [#4] 1 U[ [#0] 1 [ [ #2]] @i

66.249.69. 126 |l srael 147.237.72. 166 |aka. i df . i | None 1

79.177.128. 142 |Israel 147.237.72. 166 |aka. i df . i | %[ #16]] +-~ [ [ #20] | AHOHO[ [ #6] ] GAUUKYVYM: GEDQATUL [ #21]1] Fe [ [ #25] ] An®d B ock 1
i 6f ah
203.127.96.220 |Sngapore |147.237.77.216|dover.idf.il Distributed Whaut hori zed URL Access on wwuidf.il/error. htm B ock 1
176.13.7. 227 | srael 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Code Bl ock 1
103. 29. 216. 158 |Australia  [147.237.72.166|aka.idf.i | Ml tiple Admin B ocking from 103. 29. 216. 158 B ock 1
79.177.128.142 |[israel 147.237.72. 166 [aka. i df . i | Illegal Byte Gde Character in Header \Val ue B ock 1
213.8.71.26 I srael 147.237.77. 216 |dover.i df . il Mil tipl e Unauthorized URL Access from 213. 8. 71. 26 B ock 1
79.177.239.172 |Israel 147.237.77.243|nobi | e.i df . i | Distributed Suspici ous Response Qode B ock 1
197. 40. 0. 184 Egypt 147.237.77.74 [lawidf.il Distributed PHP Attenpt B ock 1
79.177.128. 142 |lIsrael 147.237.72. 166 |aka. i df . i | Mil tiple Malformed URL from79.177.128. 142 B ock 1
I11egal URL Path Encoding [ [9#8D]]cH [#20]]-9%[#5]] [[ <oWd |] 024 [ V] ] X0P
79.177.128. 142 |lsrael 147.237.72. 166 |aka. i df . i | ?#-['Z]]xg2<>/"GE—["[#24]]V\Dn€fyl;u-[[#22+2‘s)oj 11#23[ [ ] 1#22[ [ B ock 1
f6e-[[#1]]14yneg®; Y[ [#2] ]V
109. 65. 30. 171 |l srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to ww aka. i df . i|/nai n/ sachar/ undefi ned B ock 1
87.70.67.111  [Israel 147.237.72. 166 |aka. i df . i | ﬁ”&?i?ﬁ%b;ﬁ%ﬁfmm In None |1
79.177.128.142 |Israel 147.237.72. 166 |aka. i df . i | Abnornal |y Long Header Line request header nane B ock 1
220. 255. 146. 215|S ngapore  |147.237.77. 216 |dover.i df . i | Distributed Whaut hori zed URL Access on wwuidf.il/error. htm B ock 1
NLL Character in Paraneter Nane [[Y#30[['-]]1#27X ] pofXdr < xy*; W [ 0#] 1 ¥{,
79.177.128.142 [israel 147.237.72. 166 [aka. i df . i | g;?lgtﬁ/:/]"]b;ﬁF;%?ﬂ(f/;;gf]z;;[y[f/y ?;t][][lifg[] :;ég-yl/gxg JEASDY gk |1
3
203.127.96.228 |Sngapore |147.237.77.216|dover.idf .il Distributed Whaut hori zed URL Access on wawidf.il/error. htm Bl ock
79.177.128. 142 |Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Code Character in Header Nare from79.177.128. 142 Bl ock
79.177.128.142 |[israel 147.237.72. 166 [aka. i df . i | Illegal Byte Code Character in Method Z:j" >0« /E B ock 1
50.39.53.242  |China 147.237.77. 176 |mat pash. i of . i1 |\ 'ijg';b_oi"sf R Y cont ral </ hoader pper Bock |1
79.177.239.172 |Israel 147.237.77. 243 |nobi l e.i df . i | Uhaut hori zed URL Access to nobil e.idf.il/authentication/index B ock 1
197. 40. 0. 184 Egypt 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw rag. i df . il/wp-1 ogin. php B ock 1
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