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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

Signature Device Action |Count|

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4953
46. 19. 86. 143 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2698
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 5
81.218. 88. 234 | srael 147.237.76. 42 refuah.idf.il Anoral y- TCP- shor t header dest - r eset 5
81.218. 88. 234 | srael 147.237.76. 42 refuah.idf.il Anonal y- TCP- SYN- FI N dest - r eset 3
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- M SG- Sl owl ori s- DO5- Var 1 dest - r eset 2
122. 52. 104. 54 Phi | i ppi nes 147.237.0. 200 mdu. i df. il Frk_Under Attack Con_Tcp drop 2
185.94.111. 1 Russi an Federation 147.237. 76. 202 e halag.idf.il |Bock Wp All Nets drop 1
94. 102. 49. 116 Net her | ands 147.237.76. 44 e.refuah.idf.il |Bock Np All Net drop 1
71.6.167. 142 Lhited Sates 147.237.76.176 test.ncore.idf.i|B ock Np Al Net drop 1
94. 102. 49. 116 Net her | ands 147.237.76. 199 e nakchal .idf.il |Bock Np All _Net drop 1
185.94. 111. 1 Russi an Federation 147.237.76. 42 refuah.idf.il ock Wdp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Gountry |Signature

109. 64. 96. 8 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
84.108. 183. 242 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
79.183.128. 11 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
60. 254. 110. 210 147.237.77. 216 I ndi a dover.idf.il portscan: TCP O stributed Portscan 1
199. 203. 158. 106 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
27.25.248. 94 147.237. 76. 177 Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
176.13.7. 139 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
2.53.48.76 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
173. 65. 154. 27 147.237.77. 233 Lhited Sates atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
149. 78. 253. 140 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
132.72.93. 32 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
93. 172. 149. 180 147.237. 72. 166 I 'srael akaidf.il portscan: TCP O stributed Portscan 1
80. 74. 127. 43 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
62. 219. 232. 156 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
27.25. 248. 94 147. 237. 77. 205 Chi na prisha. idf.il ET SCAN Potential SSH Scan 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 1
2.55.143. 149 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
173. 65. 154. 27 147.237.77. 243 Lhited Sates nobi | e.idf.il ET SCAN NVAP -sS wi ndow 1024 1
2.53.39. 42 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
173. 65. 154. 27 147.237. 76. 147 Lhited Sates chi nuch. aka. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
149. 50. 14. 83 147.237. 72. 166 I 'srael akaidf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

Ste

Signature

SWNretransmt wth different

80. 246. 130. 244 |[lIsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence . noni t or 195
w ndow scal e
94.228.34.248 |United Kingdom |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 133
46.209. 97. 40 Lé;ﬂblil??fm 147. 237.77. 170 |naarachot . i f .il [Bad TOP sequence I'nval i d AGK nunber monitor |81
Iran, Islanmc . . .
46. 209. 97. 40 Republ i ¢ of 147.237.77. 170 |naarachot .i df .i| |Bad TCP sequence I'nval i d ACK nunber alert 51
37.26.148.241 |lsrael 147.237.77. 233 |atal .idf.il drop First packet isn't SN drop 44
203.133. 171. 33 ?re& Republic 1147 237, 77. 216 |dover. i df i drop Frst packet isn't SN drop 31
208.115.111. 73 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 31
37.237.170.12 [irag 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SWretransmt with different monitor  [29
w ndow scal e
Sreaming Engine: TCP Invalid i i ssi
62.90.122.236 |Israel 147. 237. 76. 200 |ei tan. aka. i df . g =g Invalid segnent retransmssion. g 28
Ret ransmi ssi on Packet dr opped.
107.167.97.215 |Uited Sates 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 23
R SYNretransmt wth different
37.237.170.12 |iraqg 147.237. 77. 216 |dover.idf .i | Bad TCP sequence i ndow scal alert 23
Sreaning Engine: TQP Invalid i i SSi
66.249.78.146 |Wnited Sates  |147.237.72.166 |aka.idf.il g =g Imvalid segnent retransmssion. g 21
Ret ransm ssi on Packet dr opped.
69.31.51.51 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 20
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 19
207. 241. 229. 102|Uhited Sates 147. 237. 72. 166 |aka.i of .i drop SAMrul e drop 19
109. 253. 225. 85 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 18
Sreaning Engine: TGP Invalid i i SSi
66.249.64.70  |lited Sates 147.237.76. 200 |ei tan. aka.i df . i 9 =9 Invalid segnent retransmssion. 15
Ret ransmi ssi on Packet dropped.
198.58.102.49 |Uhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
Sreaming Engine: TCP Invalid i i ssi
5.22.135.194  |Israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. g 12
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
109.65.136.1  |Israel 147.237.72. 166 |aka. i df .i | 9 =g Invalid segnent retransmssion. . 12
Ret r ansmi ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
176.13.14.40  |israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. g 12
Ret ransmi ssi on Packet dr opped.
5.22.131. 84 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber noni t or 8
Sreamng Engine: TCP Invalid ' i ssi
212.179. 224.23 i srael 147. 237. 76. 200 |ei tan. aka.i of . i g =g Invalid segnent retransmssion. g 8
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
149. 50. 118. 151 |I srael 147.237.72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. g 8
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TP Invalid ' i ssi
85. 65. 4. 18 I srael 147. 237. 77. 243 |nobi l e.i df . i | g =g Invalid segnent retransmssion. g 8
Ret r ansmi ssi on Packet dr opped.
reamng BEngine: TCP Invali i i sSi
46.19.86.192  |Israel 147. 237. 72. 166 |aka. i df . Streaning Engine: TCP Invalid Jinvalid segnent retransnissi on drop 6
Ret ransm ssi on Packet dr opped.
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
Sreaning Engine: TGP Invalid i i sSi
46.116.226.60 |Israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dr opped.
Iran, Islamc . . SYNPAK retransmit with different .
46. 209. 97. 40 Republ i ¢ of 147.237.77. 170 [naarachot . i df .il [Bad TCP sequence wi ndow scal e noni t or 6
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
reamn ine: TCP Invali i i ssi
46.19.85.206  |israel 147.237.77. 203\ e.i o i1 | €AM NG Engine: TQP Invalid finvalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
46. 209. 97. 40 Lé;ﬂblil??fm 147.237.77. 170 |nearachot.idf .i1 |SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 5
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
79.176.19.121 |[Israel 147. 237. 72. 166 |aka.i of .i | SYN Att ack SYN - > SYN-ACK -> Ti meout reject 5
46.19. 85. 72 I srael 147. 237. 72. 166 |aka.i of .i Bad TCP sequence I'nval i d ACK nunber alert 5
50. 87.144. 145 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
79.176.19.121 [ srael 147.237.72. 166 |aka. i of . i Bad TCP sequence SINAK retransmt with different |, o |5
W ndow scal e
46.19. 85. 72 I srael 147.237.72. 166 |aka.i of .i Bad TCP sequence Invalid AGK nunber noni t or 5
85. 250. 86. 135 [l srael 147.237.77. 233 |atal .idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
37.105.204. 106 |Saudi Arabia 147.237. 77. 216 |dover.idf.il drop First packet isn't SN drop 5
212.143. 124. 116 |l srael 147.237.72. 166 |aka.i of .i drop First packet isn't SN drop 4
79.180.13.173 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
212. 143. 124. 116|l srael 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
157.55. 39. 21 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 4
Sreaming Engine: TCP Invalid i i ssi
46.121. 156. 160 |Israel 147. 237. 72. 167 |i shuri maka. i df . i g =g Invalid segnent retransmssion. g 4
Ret ransmi ssi on Packet dr opped.
85. 130. 238. 170 |l srael 147.237.72. 166 |aka. i df . i Bad TCP sequence Invalid ACK nunber noni t or 4
Sreamng Engine: TCP Invalid ' i ssi
84.108.147.56 | srael 147. 237. 76. 200 |ei tan. aka.i of . i g =g Invalid segnent retransmssion. g 4
Ret r ansmi ssi on Packet dr opped.
46. 19. 86. 44 | srael 147.237.76.31 |nakchal .idf.il drop First packet isn't SN drop 4
212.143.142.56 |l srael 147.237.77. 216 |dover.idf il drop First packet isn't SN drop 4
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address [Site Sgnature Action ‘Count
2.53.36.25 | srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 51
109. 253. 131. 112/l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Qode B ock 44
176. 13. 4. 212 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 35
46.117.31.167 |[Israel 147.237.72. 166 |aka. i df . i | DOstributed I11egal Byte Qde Character in WRL Bl ock 19
176.13.22.161 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Qode B ock 18
2.55. 26. 243 I srael 147.237.76.42 |refuah.idf.il D stributed Suspi ci ous Response Code B ock 8
31.129.170.42 |Wraine 147.237.72. 166 |aka. i df . i | PHP At enpt Bl ock 6
31.168.103. 115 |[lIsrael 147.237.77.216|dover.i df . il Ml tiple Unhauthorized URL Access from 31.168. 103. 115 B ock 5
31.129.170.42 |lkraine 147.237.72. 166 [aka. i df . i | Mil tipl e Uhaut hori zed URL Access from 31.129. 170. 42 B ock 5
185.27.106.60 |l srael 147.237.72. 166 |aka. i df . i | g'glst izr;lliolgagého” zed Method for Known URL from Bl ock 4
79.183. 26. 75 I srael 147.237.77. 216 |dover . i df .i | D stributed Unaut hori zed HTITP Met hod B ock 4
79.183.26.75  |Israel 147.237.77. 216 |dover . i df . i | m“it:fo'ri'ﬁz?pﬁof;;eeffflteg/S/Si 2622000) Bl ock 3
46.19. 86. 143 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
37.26.148.229 |[israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
176.13.0. 116 | srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code Bl ock 3
46.19. 85. 84 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
109. 253. 225. 94 |I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
82.102. 169. 113 |l srael 147.237.77.216|dover . i df . i1 Ostributed Lhauthorized UR. Access on waw idf.il/error. htm B ock 3
85. 65. 4. 18 I srael 147.237.77.243|nobi | e.i df . i | Distributed Suspici ous Response Qode B ock 2
176.13.17.251  |Israel 147.237.76.42 |refuah.idf.il Suspi ci ous Response Code B ock 2
46. 19. 86. 192 I srael 147.237.72. 166 |aka. i df . i | DOstributed I11egal Bite Qode Character in LR B ock 2
46.19.85. 4 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 2
94.188. 161. 145 |Israel 147.237.77. 216 |dover . i df . il D stributed Unaut hori zed HTTP Met hod B ock 2
177. 228. 140. 156|Mexi co 147.237.77.216|dover . i df . i1 Uhaut hori zed URL Access to wwidf.il/en B ock 2
94.188. 161. 145 |lIsrael 147.237.77.216|dover.i df . i Uhaut hori zed URL Access to ww i df.il/hebrew B ock 2
Pal estinian Territory, - . Unaut hor z_ed LR‘ Access to .
178. 214. 93. 59 Qecupi ed 147.237.77. 176 |mat pash. i df . i|  [www cogat . idf.il/tenpl at es/ homepage/ wn yout ube. cond v/ 3g51ei |Bl ock 2
5nuhg
134.191.232.71 |l srael 147.237.77.216|dover.idf . il D stributed Uhaut hori zed LRL Access on wawn idf.il/error. htm Bl ock 2
2.53.15.221 I 'srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147. 237. 76. 42/ styl e/ shared/ reset . css |B ock 1
66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | Unknown Par anet er anp; Docl D i n www aka. i df . i 1/giyus/ | eshakot/ |None 1
134.191. 232. 72 |Israel 147.237.77.216|dover.idf . il D stributed Uhaut hori zed LRL Access on wawn idf.il/error. htm Bl ock 1
130. 185. 155. 10 |Sweden 147.237.77.74 |lawidf.il PHP At t enpt B ock 1
37.237.170.12 |[iraqg 147.237.77.216|dover.idf .il Unhaut hori zed URL Access to 147.237.77. 216/ B ock 1
17.142.156. 109 |Uhited Sates 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to wwwuidf.il/appl e-app-site-association |B ock 1
60.58.178.50  [Lhited Sates 147.237.77. 216 |dover. i df . i | chaut (;}?ri'lzles‘:]aﬁlﬁngzsn:fol of header upper Bl ock 1
130. 185. 155. 74 |Sweden 147.237.77.216|dover.idf .l Unaut hori zed URL Access to ww i df . i|/wp-1ogin. php B ock 1
106. 186. 113. 132Japan 147.237.0.34 |tikshuv.idf.il %ﬁ&ﬁﬂ?ﬁﬁﬁf& Protocol vialation None 1
80.179. 9. 115 I srael 147.237.77.216|dover.idf .il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock
208.115.111.73 |thited Sates 147.237.77. 216 |dover . i df .i | Uhaut hor i zed URL Access to waw i df.il/sviva B ock
68. 180. 230. 108 [Lhited Sates 147.237.76.31 |nakchal .idf.il maﬁe;ki;wz‘: .\fl‘;'ﬂ;’_”h;agaemgﬂ 25px Bl ock 1
159. 220. 74. 5 Uhi ted Ki ngdom 147.237.77. 176 |nat pash. i df . i|  |Dstributed Suspici ous Response Code B ock
130. 185. 155. 10 [Sweden 147.237.77.74 |lawidf.il Unhaut hori zed URL Access to waw | aw i df . il/wp-1ogin. php Bl ock
40.77.167.65 |Uited Sates 147.237.77.176 |nat pash. i df . i | muzgg;t' iy tfn;f:et;share - Bl ock 1
91.143.226. 180 |Israel 147.237.72.166 |aka. i df . i | au;:r:c;fml |P/ar:a?rr:/'i:crh aﬁ\:mmﬁlim? in None 1
77.126.196. 240 |lIsrael 147.237.72. 156 |aman. i df . i | Uhaut hori zed LRL Access to ww school y. co. i | / benzvi / B ock 1
134.191. 232. 69 |l srael 147.237.77.216|dover.idf .l D stributed Unaut hori zed LRL Access on wan idf.il/error. htm B ock 1
31.168.103. 115 |Israel 147. 237.77. 216 |dover . i df . i | mult 2]? r: lzf?n;?e‘sficﬁsz;tot onbeck. pg Bl ock 1
109.67.19.75  [Israel 147. 237.77. 216 |dover . i df . i | @;Jir&é?tlfﬂtﬂ“;miiﬁﬂ ILfL Access on Bl ock 1
80. 246. 130. 244 |Israel 147.237.76.42 |refuah.idf.il ?4‘? ;'35“;2(’ 42L?2:’;r2/”s§§:’edﬁeffcfss§ on Bl ock 1
2.53.36. 25 I srael 147.237.0.19 |[nadimatal .idf.i|SSL Untraceabl e Connection - Cpen Mde None 1
212.235.62.200 |Israel 147.237.77. 216 |dover . i df .i | Dstributed Lhaut horized HITP Met hod B ock 1
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