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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
0.0.0.0 147.237.77.216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 13678
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 6848
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 3441
192.117.182. 186 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2750
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP-M SG- Sl owl ori s- DC5- Var 1 dest - r eset 60
79.177.109. 111 | srael 147.237.72. 166 aka.idf.il ock Wdp Al _Nets drop 9

81. 218. 65. 210 | srael 147.237.77.176 nat pash. i df .| ock Wdp Al _Nets drop 6
85.176. 235. 110 Ger many 147.237.77. 216 dover.idf.il HTTP- M SG- Acuneti x- Ur| dest - r eset 4
81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 3

46. 19. 86. 222 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2

108. 234. 7. 104 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
52.16. 5. 197 Irel and 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
185.94.111. 1 Russi an Federation 147.237.76. 147 chinuch. aka.idf.il|Bl ock Wdp All _Nets drop 1
71.6.158. 166 Lhited Sates 147.237.76. 34 yohal an.i df .i | Bl ock_Udp All _Nets drop 1

104. 148. 71. 133 Lhited Sates 147.237. 8. 28 e.nobil e-ks.idf.il |[JLMPurple Gon Limt Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnat ure Devi ce Action |Count

5. 45, 65. 196 Net her | ands 147.237.77.233 atal .idf.il |5670. HTTP. SQ Injection (SELECT) B ock 4




04-20-2016-13:04:04 to 04-20-2016-14:04:04

|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

5. 45. 65. 196 147.237.77.233  |Netherl ands atal.idf.il SQ Injection - Select From 5
83.244. 84. 114 147.237.77.216  |Palestinian Territory, Qecupied dover.idf.il portscan: TCP Distributed Portscan 1
79.181. 13. 172 147.237.77.216  [Israel dover.idf.il portscan: TCP D stributed Portscan 1
46.210. 216. 211 147.237.77.216  [Israel dover.idf.il portscan: TCP D stributed Portscan 1
212.117.136.6 147.237.77.216  |[Israel dover.idf.il portscan: TCP Distributed Portscan 1
199. 203. 223. 3 147.237.77.216  [Israel dover.idf.il portscan: TCP D stributed Portscan 1
2.53.26.183 147.237.77.216  [Israel dover.idf.il portscan: TCP D stributed Portscan 1
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
91. 218. 246. 103 147.237.77. 74 Russi an Federat i on lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
91. 201. 236. 158 147.237.8. 14 krai ne e.orchot.idf.il ET SCAN NVAP -sS w ndow 2048 1
89. 139. 74. 203 147.237.77.216  |[Israel dover.idf.il portscan: TCP Distributed Portscan 1
79.182. 94. 144 147.237.77.216  [Israel dover.idf.il portscan: TCP D stributed Portscan 1
66. 249. 66. 15 147.237.77.170  |Lnited Sates naarachot.idf.il  |ET SCAN NVAP -sA (2) 1
213.57.109. 79 147.237.77.216  |[Israel dover.idf.il portscan: TCP Distributed Portscan 1
46.116. 179. 201 147.237.77.216  [Israel dover.idf.il portscan: TCP D stributed Portscan 1
207.232.27.5 147.237.77.216  [Israel dover.idf.il portscan: TCP D stributed Portscan 1
2.53. 168. 83 147.237.72.166  [Israel aka idf.il portscan: TCP Distributed Portscan 1
198.101. 240. 213 |147.237.76. 30 Lhited Sates hi nush. i df . il ET VBB SERVER Poi son Nul | Byte 1
149. 88. 195. 227 147.237.72.166 [l srael aka idf.il portscan: TCP D stributed Portscan 1
91. 201. 236. 158 147.237.8. 14 krai ne e.orchot.idf.il ET SCAN NVAP -sS w ndow 3072 1
91. 201. 236. 158 147.237. 8. 14 Wkrai ne e.orchot.idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
46. 19. 86. 222 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 59
62.219.194. 115 |lsrael 147.237.72. 167 |i shurimaka. i df il Bad TCP sequence Invalid sequence nunber noni t or 53
203. 133. 168. 83 gﬁaic o |147.237.77.170 |nmarachot i o i drop First packet isnt SWN drop 36
. . SYNretransmt wth different .
80. 246. 130. 244 |l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 27
Kor ea, . . -
203.133.171. 33 Republ i ¢ of 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 26
207.241.229. 102|Whited Sates |147.237.72.166 |aka.idf.il drop SAMrule drop 18
Lhited S -
195. 194. 10. 122 Ki ngdom 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 16
reamn ine: TCP Invali i i ssi
2.53.189.153 [l srael 147.237.72. 166 |aka. i of .i Stream g Engine P Invalid limvalid segrent retransnission. | op 12
Ret ransm ssi on Packet dr opped.
o SN retransmit wth different .
109.253.131.6 |l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e monitor |11
reamn ine: TCP Invali i i ssi
149.50. 118. 151 |l srael 147.237.72. 167 | shwrimaka iar.i1 || @M NG Engine: TCP Invalid Jimvalid segnent retransissi on drop 10
Ret ransm ssi on Packet dropped.
198. 58.103. 160 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 10
reaming BEngine: TCP Invali i i ssi
46.19.86.114  |Israel 147.237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid finvalid segnent retransnissi on drop 9
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
37.26.147.164  |Israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 Invalid segnent retransmssion. |y, 9
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi
66.249.78.146 |Wnited Sates |147.237.72.166|aka idf.il 9 =g Invalid segnent retransmssion. g, 9
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
80.179.14.94  |Israel 147.237.76. 200 |6 tan aka. i of . i 9 =9 Invalid segnent retransmssion. |y, 9
Ret ransm ssi on Packet dropped.
31.168.171. 134 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 9
Sreamng Engine: TCP Invalid i i ssi
66.249.79.42  |Uited Sates [147.237.0.34 |tikshuv.idf.il 9 =g Invalid segnent retransmssion. | 6
Ret ransnm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
87.70.41.211  |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransnm ssi on Packet dropped.
108.234.7.104 |lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 6
Sreaming Engine: TCP Invalid i i ssi
46.116.226.60 |Israel 147.237.72. 166 |aka. i df . 9 =g Inval id segnent retransmssion. |, 6
Ret r ansnm ssi on Packet dropped.
37.26.149.134 |Israel 147.237.0.19 |nadimatal .idf.il Bad TCP sequence alert 6
Sreamng Engine: TCP Invalid i i ssi
213.8.204.53  |Israel 147. 237. 76. 200 |ei tan. aka i of . i1 9 =9 Invalid segnent retransmssion. |y, 6
Ret ransm ssi on Packet dropped.
37.26.149.134 |lIsrael 147.237.0.19 |nadimatal.idf.il Bad TCP sequence nmonitor (6
Sreamng Engine: TCP Invalid i i ssi
79.179.210.72  |israel 147. 237, 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. | 6
Ret ransnm ssi on Packet dropped.
72.9.148. 10 Lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SYN drop
52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
212. 143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il drop First packet isn't SN drop
Sreaming Engine: TGP Invalid i i ssi
37.26.147.235 |israel 147, 237. 72. 156 |anan.i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dropped.
203.133. 171. 20 :Lﬁaic o |147-237.77. 226 V‘:’YN chanatz. aka. 1df o ¢ t ack SYN -> SYN-ACK -> RST rej ect 5
70.228.90.133 |lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 5
192.114.23.18 |Israel 147.237.72. 166 [aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 101 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber aert 4
79. 180. 243. 98 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
66.102. 9. 81 Lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 4
46. 19. 85. 101 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber monitor (4
37.26.146. 165 [Israel 147.237.0.19 [nadi matal .idf.il Bad TCP sequence nmoni t or 4
91.181.231.56 |Bel gi um 147.237.77. 216 |dover.idf il drop First packet isn't SN drop 4
Lhi ted sl -
195.188. 243. 175 ngdom 147.237.77. 216 |dover.i df .i | drop First packet isn't SN drop 4
37.26.149.134  |lIsrael 147.237.0.19 |nadimatal.idf.il Bad TCP sequence I'nval i d AGK nunber monitor |4
91.200.12. 141 |krai ne 147.237.77. 216 |dover.i df .i drop SAMrule drop 4
5.102.242. 143 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber nonitor (4
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
Sreamng Engine: TCP Invalid i i ssi
185. 120. 125. 38 |l srael 147. 237, 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. | 3
Ret ransnm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
80.179. 16. 148 |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
37.26.146.165 |Israel 147.237.0.19 |nadimatal .idf.il Bad TCP sequence alert 3
Sreaming Engine: TCP Invalid i i ssi
46.19.85.141  |Israel 147.237.72. 166 |aka. i df . 9 =g Inval id segnent retransmssion. |y, 3
Ret r ansn ssi on Packet dropped.
185. 3. 144. 18 I srael 147.237.72. 166 [aka. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |3
Sreamng Engine: TCP Invalid i i ssi
66. 249. 93. 249 |Eur ope 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. |y, 3
Ret ransm ssi on Packet dropped.
188. 120. 154. 32 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber monitor 3
Sreamng Engine: TP Invalid i i ssi
80.179.39.87  |israel 147. 237, 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransnm ssi on Packet dropped.




04-20-2016-13:04:04 to 04-20-2016-14:04:04

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site dgnature Action ‘Count
37.26.149.134 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response CGode B ock 180
176.13.7. 16 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 157
176.13.17.223 |Israel 147.237.0.19 |[nadimatal .idf.il Distributed Suspici ous Response Code B ock 141
2.53.54. 47 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response CGode B ock 123
37.26.146.165 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 82
109. 253. 225. 81 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 38
109. 253. 225. 85 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response CGode B ock 33
46.19. 86. 132 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 23
109. 253. 225. 32 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 14
46. 19. 85. 128 | srael 147.237.76.31 |nakchal .idf.il Mil tipl e Unhaut hori zed URL Access from 46. 19. 85. 128 B ock 12
176.13. 4. 212 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 9
2.53.155. 213 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 7
109. 253. 192. 184|I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response CGode B ock 7
185. 32.179. 201 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 6
81.218.241.25 |[Israel 147.237.77.216|dover.idf .l Ml tipl e Unaut hori zed URL Access from 81.218. 241. 25 B ock 6
109. 253. 225. 83 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response CGode B ock 6
66. 102. 6. 131 Lhited Sates |147.237.77.216|dover.idf .il Dstributed Waut hori zed URL Access on waw idf.il/error.htm B ock 6
147. 236. 238. 22 |l srael 147.237.72. 166 [aka. i df . i | D stributed Uhauthori zed Method for Known URL on wan aka.idf.il/ |B ock 6
109. 253. 225. 22 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response CGode B ock 4
66. 102. 6. 191 Lhited Sates |147.237.77.216|dover.idf .il Dstributed Waut hori zed URL Access on waw idf.il/error.htm B ock 4
109. 253. 225. 76 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 4
46. 19. 85. 199 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response CGode B ock 3
147. 236.238. 22 |lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df.il/sip_storagelfiles/8/ B ock 3
46.117.31.167 |Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 3
91.198.106. 180 |Netherlands [147.237.72.166|aka.idf.il Mil tiple Unaut horized URL Access from 91.198. 106. 180 B ock 3
109. 253. 203. 188l srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized URL Access from 109. 253. 203. 188 B ock 3
94.188. 161. 145 |Israel 147.237.77. 216 |dover . i df .i | D stributed Unaut hori zed HTTP Met hod B ock 3
37.26.147.137 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response CGode B ock 3
46.19. 85. 51 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
66.102. 6. 188 Uited Sates [147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on wanidf.il/error. htm B ock 3
94.188. 161. 145 |l srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to waw i df.il/hebrew B ock 3
85. 250. 192. 192 |l srael 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Qode Character in LR B ock 2
46.19. 85. 207 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
81.218.135.170 |[lIsrael 147.237.0.34 |tikshuv.idf.il Unaut hor i zed HTTP Met hod B ock 2
79.181.110.54 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed UR. Access to waw aka. i df il /vww tikshuv.idf.il B ock 2
46.19.85.163  |Israel 147.237.77. 243 |nobi | e. i df . i | nmo;ﬂt:?rc;fzf? /t;legff;zmgtesn st ohi 1 ddocunent s/ 1432 Bock |2
46.19. 85. 95 I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qode Character in URL B ock 1
84.228.246.97 | srael 147.237.72. 166 |aka. i df . i | mn:;:ig?.r ?Ff;;rn/;\:h?ﬁgiwm in None 1
217.132. 122. 168|l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to v aka.idf.il/sip storage/files/1/ B ock 1
2.53.189. 85 I srael 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to wawidf.il/tenpl ates/ contactus/ nobile [B ock 1
79.183.154.40 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to wawn aka.idf.il/gius B ock
66.102.6.188  [Lhited Sates |147.237.77. 216 |dover. i df il marfztferl |T/yf§31\3,1- glnj"t(;o‘\)/';rc.t;fsfmm ent M acerbl der 1Stxt i | in B ock 1
207. 46. 13. 62 Uhited Sates [147.237.77.233|atal .idf.il Lhaut hori zed URL Access to wan atal .idf.il/tenpl ates/contactus/ B ock 1
109. 65. 203. 133 |l srael 147.237.0.34 |tikshuv.idf.il Aut onat ed MUl nerabi ity Scanning V1 Bl ock 1
198. 101. 240. 213|Uhited Sates [147.237.76.30 |hi nush.idf.il Illegal Byte Gode Character in URL[[#20]]. B ock 1
81.218.186.182 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ ref uah. aspx  |Bl ock 1
37.26.148.139 [Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237. 76. 31/ 894- he/ nakhal . aspx Bl ock 1
74.82.47.2 Wited Sates |147.237.0.17 g:nlyl kosher-kravi. i |\ thorized LR Access to 147.237.0. 17/ B ock 1
212.235.62.200 |[Israel 147.237.77.216|dover.idf.il Uhaut hori zed URL Access to ww i df.il/hebrew organi zati on/ nakhal |Bl ock 1
NULL Character in Method
198. 101. 240. 213|lhited Sates [147.237.76.30 |hi nush.idf.il [[#22111[#3] 1 [[#A1[[#O1 ][ [#1 1 [ [#0]1 [ [#O0]1{[[#3]1[[#3]1 6 E [[#7]] K+ [B ock 1

Z0%.. x"yi AgzZys «[ [ #6]] m-x
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