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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 8805
192.116. 50. 114 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 6
81.218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 3
183. 60. 48. 25 Chi na 147.237.76. 44 e.refuah.idf.il JLM Under Attack Con_Tcp drop 2
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 2
199. 203. 92. 42 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
94.102. 49. 116 Net her | ands 147. 237. 76. 202 e halag.idf.il B ock Np Al _Net drop 1
188.138. 1. 218 Ger many 147.237.76. 39 nobi | e.nei tav.idf.il|Bl ock Wdp All Nets drop 1
87.69. 27. 82 | srael 147.237.72. 166 aka.idf.il Anonmal y- TCP- SYN- FI N dest - r eset 1
87.69. 27. 82 | srael 147.237. 72. 166 aka.idf.il Anonal y- TCP- shor t header dest - r eset 1

88. 198. 247. 254 Ger nany 147.237.77. 19 lawforumidf.il L4 Source or Dest Port Zero drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address | Target Address

|Signature

Attacker Qountry

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
132. 72. 60. 29 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
84.228.72. 167 147.237.72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
81.218. 89. 52 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
80. 82. 78. 38 147.237.76. 177 Net her | ands ncore. i df.il ET SCAN NVAP -sS wi ndow 1024 1
37.142.252. 53 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
223.71.247.132 147.237.76. 176 Chi na test.ncore.idf.il [ET SCAN Potential SSH Scan 1
213.8.204.12 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
198. 54. 90. 200 147.237.76. 42 Lhited Sates refuah.idf.il Tehila - Perl LWP wth fake user agent 1
156. 211. 182. 210 147. 237.77. 216 Egypt dover.idf.il portscan: TCQP D stributed Portscan 1
93.173.1.111 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
82. 80. 192. 100 147.237.72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
80. 179. 220. 104 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
46. 19. 86. 185 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
223.71.247.132 147. 237. 76. 202 Chi na e halagidf.il ET SCAN Potential SSH Scan 1
2.53.167. 201 147.237. 77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
223.71.247.132 147.237.76. 31 Chi na nakchal . i df .| ET SCAN Potential SSH Scan 1
212.179. 21. 194 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
80. 246. 130. 244 I srael 147.237.76.42 |refuahicf.il  |Bad TCP sequence SWretransmt wth different oo |76
w ndow scal e
o SN retransmit wth different .
109. 67. 36. 92 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence vi ndow scal e noni t or 70
Sreaning Engine: TCP Invalid i i ssi
109. 160. 150. 7  |[israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssion. g ., 36
Ret r ansni ssi on Packet dr opped.
23.81.90.154  [Lhited Sates 147.237.72. 167 | shuri maka. i of . i |Bad TOP sequence SiNretransmt wth different oo [og
W ndow scal e
Sreaning Engine: TCP Invalid i i ssi
2.53.149.220  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g ., 27
Ret r ansni ssi on Packet dr opped.
66. 249. 93. 77 Eur ope 147.237.77.233|atal .idf.il drop First packet isn't SYN drop 27
66. 249. 93. 67 Eur ope 147.237.77. 233 |atal .idf.il drop First packet isn't SYN drop 21
178. 63.55.202 |Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 20
74.91.23.166  [Uhited Sates 147. 237.72. 167 |i shuri maka.i of .i [Bad TOP sequence SiNretransmt wth different oy o 19
W ndow scal e
reanmn ine: TCP Invali i i ssi
132.64.161.8  |Israel 147.237.0.34 |tikshv.icr.i1 | S3MNG Engine: TCP Invalid limvalid segnent retransmssion. | op 18
Ret r ansni ssi on Packet dr opped.
o SN retransmit wth different .
109. 253. 193. 168! srael 147.237.77. 233 |atal .idf. il Bad TCP sequence wi ndow scal @ monitor |16
80. 246. 133. 150 || srael 147.237.76.42 |refuahicf.il  |Bad TCP sequence SWretransmt wth different oo vor 16
w ndow scal e
202.70.74.77 Nepal 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 16
Vb Server Enforcenent HTTP Deni
207. 241. 229. 102|Wnited Sates 147. 237.72. 166 |aka i of . i | . Véb Servers S ow enial of | oot 15
Mol ation Servi ce
Sreanming Engine: TGP Invalid i i ssi
66.249.78.146 |United Sates 147. 237.72. 166 |aka i f .11 9 =9 Invalid segnent retransmssion. |, ., 15
Ret r ansni ssi on Packet dr opped.
66. 249. 93. 82 Eur ope 147.237.77.233 |atal .idf.il drop First packet isn't SYN drop 14
Sreanming Engine: TCP Invalid i i ssi
85. 130. 238. 170 I srael 147. 237. 72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
80.179.14.94  |israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Invalid segrent retransmssion. | 12
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
2.53.27.13 I'srael 147. 237. 76. 200 |6 tan. aka. i of . | 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dr opped.
207. 241. 229. 102|Whited Sates 147.237. 72. 166 |aka. i df .i | drop SAMrul e drop 11
46.19. 85. 18 I srael 147.237.77.233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
79.176.39.173  |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
85. 130. 238. 170 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber noni t or
Sreaning Engine: TCP Invalid i i ssi
80. 246. 137. 200 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g, 6
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
46.19. 86. 71 I srael 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
149. 78. 154. 69 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 6
Sreanming Engine: TCP Invalid i i ssi
46.19.86.147  |israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, ., 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi
2. 53, 39. 185 I'srael 147. 237.77. 243 |nobi l e. i df . i1 9 =g Invalid segnent retransmssion. |, 6
Ret ransni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
52.29.223.39 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
46. 19. 85. 244 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber alert 5
5.22.135. 229 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber monitor |5
46. 19. 85. 244 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Inval i d ACK nunber monitor |5
40.77. 167. 82 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
188. 120. 154. 211l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber monitor |4
37.26.148.196 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
46. 19. 85. 18 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber alert 4
66.249.93.18  |israel 147.237.76. 198 |e.yohal an.idf.i1 [Geo-1 ocation enf or cerment Geo-locati on i nbound drop 4
enf or cenent
2.53.130. 156 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
54.72.73. 168 I'rel and 147.237. 77. 216 |dover.idf .i | drop First packet isn't SW drop 4
46. 19. 85. 18 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber nonitor |4
2.55.57. 208 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
109. 64. 154. 231 |l srael 147.237.72. 166 |aka i df .i | drop First packet isn't SW drop 4
85. 130. 238. 170 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 4
185. 71. 143, 222 g";'cis;i'géa” Tertitoryly 47, 237. 77. 216 |dover. i o . i1 SYN At t ack SYN -> SYN-ACK -> Timeout  |reject 4
Sreanming Engine: TCP Invalid i i ssi
5.28.142.39  |Israel 147.237.76. 200 |6i tan. aka i df .i 9 =9 Invalid segnent retransmssion. |, ., 4
Ret r ansni ssi on Packet dropped.
79.182. 97. 99 I srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence nonitor |4
Sreanming Engine: TCP Invalid i i ssi
176.13.12.194 |Israel 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
87.70.102.107 |israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segrent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46.19.85.207  |israel 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
46. 19. 86. 244 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 20
132.72.61. 121 |Israel 147.237.77. 170 |n@ar achot . i df . i | |Distributed Waut horized HITP Met hod B ock 7
79.177.145. 2 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to www aka. i df.i|/mai n/ sachar/0 B ock 5
212.199. 69. 213 |l srael 147.237.77. 216 |dover. i df . i | O stributed Lhaut horized UR. Access on www idf.il/error.htm B ock 3
2.53.36.25 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
81.218.97. 45 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 81.218.97. 45 B ock 3
132.72.61.121 |Israel 147.237.77. 170 |maar achot . i df . i | |Uhauthorized URL Access to maarachot.idf.il/sip_storage/files/ 7/ Bl ock 3
46. 19. 86. 46 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 253. 227. 203l srael 147.237.77.216|dover. i df . il O stributed Unauthori zed URL Access on waw idf.il/error.htm B ock 3
77.42.133.160 |Lebanon 147.237.77. 216 |dover. i df . i | O stributed Lhaut horized UR. Access on www idf.il/error.htm B ock 3
37.26.149.165 |Israel 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 3
149. 88.212.5 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/sip storagelfiles/ 2/ B ock 3
2.53.137.203 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46.19. 85. 12 I srael 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Qode Character in LR B ock 2
212.235. 62. 200 |l srael 147.237.77. 216 |dover. i df .il Distributed Waut horized HTTP Met hod B ock 2
91.198. 106. 180 [Net herl ands 147.237.72. 166 |aka. i df . i | Mul tipl e Whaut horized URL Access from 91. 198. 106. 180 B ock 2
212.235.62.200 |lsrael 147.237.77.216|dover.idf . il Lhaut hori zed URL Access to wa i df. i1/ hebrew organi zati on/ nakhal B ock 2
213.151.36.20 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/sip_storage/files/4 B ock 2
109. 67. 36. 92 | srael 147.237.76.42 |refuah.idf.il Unhaut hori zed LRL Access to 147.237. 76. 42/ styl e/ shar ed/ r eset . css B ock 1
2.53.6.52 I'sr ael 147.237.72. 166 |aka. i df . i | mmm:v”;’k": Izaf‘r":‘rlrftn;r nlczéfr?;‘jt;angfgg'\igfcphsaCha’$°t' 251n None 1
80. 246. 130. 244 I srael 147.237.76.42 [refuah.idf.il |5 ;ist;.”;g'dzl;":t“;lhgsiﬁ:rde g hecess on Bl ock 1
199. 203. 108. 149|1 sr ael 147.237.72. 166 |aka. i df . i | Unknown Paraneter docld i n waw aka. i df . il /mai n/ sachar/f ag. aspx None 1
109. 253. 227. 2061 srael 147.237.77.216|dover. i df . il O stributed Unhaut hori zed URL Access on waw idf.il/error.htm B ock 1
84. 95. 208. 20 | srael 147.237.77.233|atal .idf.il Mil tipl e Uhaut horized URL Access from 84. 95. 208. 20 B ock 1
77.42.180.220 |Lebanon 147.237.77.216|dover.idf . il D stributed Lhaut horized URL Access on waw idf.il/error.htm B ock 1
157. 55. 39. 56 Lhited Sates |147.237.72.166|aka.idf.il Uhaut hori zed URL Access to v aka.idf.il/... B ock 1
109. 253. 193. 168|l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx B ock 1
2.53.15. 221 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to 147.237. 76. 42/ styl el shared/ t ext . css B ock 1
80. 246. 133. 150 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl el shar ed/ nav. css B ock 1
46.116. 155.74 |Israel 147.237.77. 216 |dover. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mbde None 1
2.53.149. 220 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df . il /v ti kshuv.idf.il B ock 1
84.111.101.68 |l srael 147.237.72. 156 |anan. i df . i | m“;r;;' izjf_ .Lf}cﬁﬁisfzf o doc. ngr/ undef i ned Bl ock 1
46.19.85.18  |Israel 147.237.77. 233 [atal i of .il e Lot hor zed W .A;’;’;fs on B ock 1
157. 55. 39. 62 Lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
109. 253. 227. 202|l sr ael 147.237.77. 216 |dover. i df . i | O stributed Lhaut horized UR. Access on www idf.il/error. htm B ock 1
66. 249. 66. 125 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 994- 9703- he/ r ef uah. aspx |Bl ock 1
23.81. 90. 154 Lhited Sates [147.237.72.167|i shuri maka. i df. ijMil tipl e Unauthorized URL Access from 23.81.90. 154 B ock 1
79.179.153. 153 | srael 147.237.72. 166 |aka. i df . i | ;Twarat;e?f??/ﬂj{v\sazlhjri/?negiisrt‘rati oo zeedl g st . aspx None 1
176.13.8.8 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to www aka. i df .il/val tam B ock
2.53.39.185 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Gode B ock
81.218.97.45 | srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LR Access to v aka.idf.il/sip storagel/files/ 9/ B ock
72.9.148.10  |[United Sates [147.237.76.86 |navy.idf.il muags;' e e navy. aspx. asp Bl ock 1
37.26.146. 165 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ atal . aspx B ock 1
149. 88.212. 5 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 149. 88.212. 5 B ock 1
91.198. 106. 180 |Net her| ands 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/wp-admn/ B ock 1
80.178.11.169 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ atal . aspx B ock 1
180. 76. 15. 141 |Chi na 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to waw i df.il/newsite/english/main. asp B ock 1
46.19. 86. 147 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
109. 253. 227. 204/l sr ael 147.237.77. 216 |dover. i df . i | O stributed Lhaut horized UR. Access on www idf.il/error. htm B ock 1
2.53.133.50 I srael 147.237.77. 216 |dover . i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
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