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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 15687
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 10646
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 7452
198. 15. 157. 237 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 192
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP-M SG- S owl ori s- DO5- Var 1 dest - r eset 80
119.131. 139. 207 Chi na 147.237.76. 39 nobi | e.neitav.idf.il|B ock Udp All _Nets drop 6
218.64.77.7 Chi na 147.237.76. 39 nobi | e.neitav.idf.il|B ock_ Udp Al _Nets drop 6
117.114. 147.2 Chi na 147.237.76. 39 nobi | e.nei tav.idf.il|Bl ock Wdp All Nets drop 5
175.13.116. 124 Chi na 147.237.76. 39 nobi | e.neitav.idf.il|B ock Udp All Nets drop 4

114. 91. 134. 223 Chi na 147. 237.76. 39 nobi | e.nei tav.idf.il|Bl ock Udp Al Nets drop 2

180. 109. 32. 165 Chi na 147.237.76. 39 nobi | e.neitav.idf.il|B ock Udp All Nets drop 2

139. 129. 93. 18 Chi na 147.237.76. 38 eeneitav.idf.il JLM Under Attack_Con_Tcp drop 2
94.102. 49. 116 Net her | ands 147.237.76. 31 nakchal .idf.il B ock Np Al _Net drop 1
1.80.115. 164 Chi na 147.237.76. 39 nobi | e. neitav.idf.il|B ock Wdp All Nets drop 1
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 1

113. 107. 169. 132 Chi na 147. 237.76. 39 nobi | e.nei tav.idf.il|Bl ock Udp Al Nets drop 1

121. 141. 225. 10 Korea, Republic of 147.237.76. 196 e.sviva.idf.il JLMPurple Gon Linit_Tcp drop 1
2.53. 145. 107 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1

219. 142.187. 73 Chi na 147.237.76. 39 nobi | e.nei tav.idf.il|B ock_ Udp Al _Nets drop 1

66. 240. 192. 138 Lhited Sates 147.237.76. 42 refuah.idf.il B ock_Up Al _Nets drop 1

223. 96. 156. 160 Chi na 147.237.76. 39 nobi | e.neitav.idf.il|B ock Udp All Nets drop 1

140. 250. 2. 136 Chi na 147.237.76. 39 nobi | e.neitav.idf.il|B ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

‘ Target Address

At acker
Gountry

Signature

66.249. 75. 118 [147.237.77.216|lhited Sates |dover.idf.il ET SCAN NVAP -sA (2) 1093
40. 84.159. 128 |147.237.76. 197 [Lnited Sates [e hinush.idf.il [ET SCAN NMAP -sS wi ndow 3072 1
194, 56. 215. 218 [147. 237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
2.55.172. 72 147.237.77. 216 (I srael dover.idf.il portscan: TP D stributed Portscan 1
121. 141. 225. 10 |147. 237. 76. 199 ok‘f)rea RepUbliC | nakchal .icf.il |ET SCAN Potential WNC Scan 5900- 5920 1
121. 141. 225. 10 [147. 237. 0. 15 O"?rea RepUBI 1€ | oeher -kravi i of.i |ET SCAN Potential VNC Scan 5900- 5920 1
95. 9. 65. 77 147.237.8.14 |Turkey eorchot.idf.il [ET SCAN NVAP -sS wi ndow 2048 1
88. 254. 109. 108 |147. 237. 77. 216 | Turkey dover.idf.il portscan: TCQP DO stributed Portscan 1
46.19. 85. 78 147.237.77. 216 (I srael dover.idf.il portscan: TCP D stributed Portscan 1
46. 19. 85. 50 147.237.77. 216 |I srael dover.idf.il portscan: TP D stributed Portscan 1
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 1
31.154. 161. 211 |147. 237. 77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
121. 141. 225. 10 |147. 237. 76. 202 ok‘f)rea RepUbIIC | o halagidf.il |ET SCAN Potential WNC Scan 5900- 5920 1
2.53.1.203 147.237. 77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
121. 141. 225. 10 |147. 237. 76. 177 E‘f’rea’ REPUDITC | e, i1 ET SCAN Potential VNC Scan 5900- 5920 1
109. 221. 135. 62 [147. 237. 72. 166 |France akaidf.il portscan: TCP D stributed Portscan 1
95. 9. 65. 77 147.237.8.14  [Turkey e.orchot.idf.il ET SCAN NVAP -f -sS 1
79.181.51. 207 |(147.237.72. 166 |l srael aka.idf.il portscan: TP D stributed Portscan 1
58,187 44.243 1147 237 0.35 Vet kv, i df il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
. . . . . 0. et ham awns. 1 ar. 1 .
Potential Scan or Brute Force
46.19. 85. 72 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
Sreaning Engine: TCP Invalid i i SSi
84.95.208.20 [l srael 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Inval i d segnent retransmssi on. drop 177
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
46.117.175. 245 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g nval i d segnent retransmssi on. drop 70
Ret r ansmi ssi on Packet dr opped.
198. 15. 157. 237 |lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 44
208.115.113.89 |lhited Sates |147.237.77.216|dover.idf.il drop Frst packet isn't SN drop 41
23.81.90.154  [Lhited Sates [147.237.72.167|ishurimaka idf.i|Bad TCP sequence S retransmt wth different monitor |40
W ndow scal e
141. 0. 14. 145 Eur ope 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SN drop 36
Sreaning Engine: TCP Invalid i i ssi
66.249. 78. 146  |United Sates |147.237.72. 166 |aka idf.il 9 =g nval i d segnent retransmssi on. drop 33
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
124. 154. 227. 229 |Japan 147. 237. 76. 200 |ei tan. aka. i df . i | g =g nvalid segnent retransmssi on. drop 30
Ret ransni ssi on Packet dr opped.
74.91.23.166  [Uited Sates |147.237.72.167|ishurimaka.idf.i|Bad TOP sequence SN retransmt with i fferent monitor |26
W ndow scal e
5.57.6.39 Lebanon 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 23
Sreanmng Engine: TCP Invalid i i ssi
46.19.86.198  |Israel 147.237. 72. 167 |i shuri maka. i of . 9 =9 nval i d segnent retransmssi on. drop 18
Ret ransmi ssi on Packet dr opped.
46.19. 85. 44 I srael 147.237.72. 156 |anan.i df .i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 14
192.118. 30. 102 |l srael 147.237.77. 170 |n@arachot . i df .i| [SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 12
o SYNHAK retransmit with different .
46.19. 85. 44 I srael 147.237.72. 156 |anan. i df . i Bad TCP sequence wi ndow scal 6 noni t or 11
Vb Server Enforcenent HITP Deni
207. 241. 229. 102|Wited Sates |147.237.72. 166 |aka.idf. il _ Véb Servers S ow Cenial of et 11
Mol ation Servi ce
Sreaning Engine: TCP Invalid i i ssi
2. 55. 55. 54 I srael 147. 237. 77. 176 |mat pash. i df . | 9 =g vl i d segnent retransmssi on. drop 9
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
46.19. 86. 71 I srael 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TGP alid  |invalid segnent retransnission drop 9
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
46.19. 85. 98 I srael 147.237. 77. 243 |robi 1 e. i of . i 9 =g nval i d segnent retransmssi on. drop 9
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
46.19.86.109  |israel 147.237.77. 243 |moti 1 e i or iy |1 SAMNG Engine: TP Invalid  invalid segnent retransnission dr op 9
Ret ransni ssi on Packet dr opped.
2.55. 14. 198 | srael 147.237.0.19 |nadimatal.idf.il|SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
37.26.148.229 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
46.19. 85. 44 I srael 147.237. 72. 156 |anan.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout alert 8
Sreaning Engine: TCP Invalid i i ssi
62.90.35.105  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
2.53.7.119 I srael 147.237.72. 166 |aka.i df .i Bad TCP sequence SINAK retransmt wih different o vor
w ndow scal e
46. 19. 85. 160 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaning BEngine: TQP Invalid i i SSi
46.19.86.132  |Israel 147.237.77. 243 |nobi l . i df . i g =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
46. 19. 85. 44 | srael 147.237.72. 156 |anan. i df . i | drop Frst packet isn't SN drop
46. 19. 85. 248 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber alert
192.118.30. 102 [Israel 147.237.77. 170 |nmarachot . i f .il |Bad TCP sequence SINAK retransmit with different oo vor o
w ndow scal e
Sreanming Engine: TCP Invalid i i ssi
2.55.14. 26 I srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
46.19. 85. 248 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber noni t or 6
Sreaming Engine: TCP Invalid i i ssi
193.186.163.3 |G eece 147.237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
46.19.85.220  |Israel 147.237.77. 243 |nobi l . i df . i g =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
46. 19. 85. 160 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid AGK nunber aert 6
46. 19. 85. 130 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or 5
46. 19. 85. 130 I srael 147.237.77. 216 |dover. i df .i| Bad TCP sequence Invalid ACK nunber alert 5
37.142.64. 36 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid AGK nunber aert 4
88. 254. 109. 108 |[Tur key 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
109. 65.170.30 |Israel 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 4
37.142.64.36 I srael 147.237.72. 166 |aka i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 4
46.19. 85. 160 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber aert 4
Sreanming Engine: TCP Invalid i i ssi
207. 232. 46. 209 I srael 147. 237.76. 200 |6 tan. aka.i of . il 9 =9 nval i d segnent retransmssi on. drop 4
Ret ransmi ssi on Packet dr opped.
79.176.105.33 |lIsrael 147. 237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
Sreanming Engine: TCP Invalid i i ssi
167. 114. 235. 72 |France 147. 237. 76. 200 |ei tan. aka.i of .| 9 =g Inval i d segnent retransmssi on. drop 4
Ret ransni ssi on Packet dr opped.
46. 19. 85. 160 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or 4
5.102.242.130 |lsrael 147.237.72. 166 |aka. i df il Bad TCP sequence Inval i d ACK nunber noni t or 4
. . SYNHAK retransmit with different .
79.176.105. 33 |Israel 147.237.77. 216 |dover.idf il Bad TCP sequence vi ndow scal @ noni t or 4
68.180.231.43 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 4
2.55.180. 81 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.55.14.198 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 141
46.19. 86. 132 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 114
84. 95. 208. 20 I srael 147.237.77.216|dover . i df . i Ml tiple Unauthorized URL Access from 84.95. 208. 20 B ock 98
46.19. 85. 49 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 94
84. 95. 208. 20 I srael 147.237.76.200|ei tan. aka. i df . i | [Mi tiple Unaut hori zed LRL Access from 84. 95. 208. 20 B ock 84
176.13. 3. 111 I srael 147.237.0.19 |[madimatal .idf.i|Ostributed Suspicious Response Code B ock 14
212.235.98.139 |lsrael 147.237.72. 166 |aka. i df . i | Dstributed |1legal Byte Gode Character in LRL B ock 10
79.177.145. 2 | srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to vww aka. i df.il/mai n/sachar/0 Bl ock 9
84. 95. 208. 20 I srael 147.237.77.233|atal .idf .il Ml tiple Unaut horized URL Access from 84.95. 208. 20 B ock 8
84. 95. 208. 20 | srael 147.237.77.233|atal .idf.il PHP Attenpt B ock 6
46. 19. 85. 150 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 5
46.19. 86. 109 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 4
84. 95. 208. 20 | srael 147.237.77.216|dover. i df . il D stributed Unhaut hori zed UR. Access on waww i df.il/error. htm B ock 3
37.26.148.249 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
176.13.6. 79 I srael 147.237.0.19 |[madimatal .idf.i|Ostributed Suspicious Response Code B ock 3
46.19. 85. 201 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
37.26.149.156 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
212.235.62.200 |[lIsrael 147.237.77.216|dover . i df . i D stributed Unaut hori zed HTTP Met hod B ock 3
212.235. 62. 200 |lsrael 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to www i df.il/hebrew organi zati on/ nakhal B ock 3
37.26.148.185 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
213.57.70.2 I srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 2
79.177.145.2 I srael 147.237.77. 216 |dover.idf.il Mil tipl e Unauthorized URL Access from79. 177. 145, 2 B ock 2
37.26.149.215 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 2
176. 13. 3. 160 I srael 147.237.0.19 |[madimatal .idf.i|Ostributed Suspicious Response Code B ock 2
66. 249. 78. 97 | srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
169. 229. 3. 91 Lhited Sates [147.237.77.216|dover.idf.il Illegal Byte Code Character in Method “E'éw Y[ [#22]]<DJ [#17]] %GAéA —|B ock 1
167.114. 235. 72 |France 147.237.76. 200 |ei tan. aka. i df . i | U;z;\:)t(hori zed URL Access to eitan. aka.idf.il/21093-7963- he/ [Innw XN B ock 1
213. 8. 204. 57 | srael 147.237.72.166|aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
169. 229. 3. 91 Uhited Sates [147.237.77.216|dover.idf.il Ostributed Abnornal |y Long Request B ock 1
46. 19. 86. 132 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Qode B ock 1
46.19. 85. 130 I srael 147.237.77.216|dover . i df . il D stributed Aonormal |y Long Request B ock 1
93. 160. 60. 22 Denrmar k 147.237.77.216|dover.idf .l Lhaut hori zed LRL Access to waw i df.il/newsitelenglish B ock 1
81.218.70.243 [Israel 147.237.0.34 [tikshuv.idf.il [Miltiple Unauthorized URL Access from 81.218. 70. 243 B ock 1
2.55.14.198 I srael 147.237.0.19 |madimatal .idf.i|SSL Untraceabl e Connection - Cpen Mde None 1
212.179.21. 194 [Israel 147.237.76.42 |refuah.idf.il  [057 buted haut forized éﬁaﬁciifx on Bl ock 1
68.180. 229. 241 Uhited Sates |147.237.77.176|mat pash. i df . i | \;Psrwafgf);z pe M /oig;?ﬁei‘gggt@aisgx Bl ock 1
169. 229. 3. 91 Lhited Sates |147.237.77.234|hal ag.idf.il Abnormal |y Long Request net hod B ock 1
169.229.3.91  [lhited Sates |147.237.77.176|mat pash.idf.il |Dstributed Ml forned URL Bl ock
192.116.232.69 |Israel 147.237.77.216|dover. i df . il Mil tipl e Uhaut hori zed UR. Access from 192.116. 232. 69 B ock
46.19.86.192  |Israel 147. 237.72. 166 |aka. i df . i | L'u'ri%asl/ i?tageg?inzla;:g;fgoibgcﬁi’ fm‘j IV kapat 2/ res012 B ock 1
169. 229. 3. 91 Lhited Sates [147.237.77.216|dover.idf.il Dstributed Mal forned LR B ock 1
46. 19. 85. 130 I srael 147.237.77. 216 |dover . i df . i | Distributed Mal formed UR B ock 1
109. 67. 5. 207 I srael 147.237.72. 166 [aka. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None
2.55.189.168 [Israel 147.237.76.42 |refuah.idf.il  |J5 D200 hahorized éﬁaﬁcgizsx on Bl ock 1
68.180.231.43 [lLnited Sates |147.237.77.216|dover.idf.il Paraneter Type M ol ati on PageNumin vww i df . i|/1824- he/ dover. aspx B ock 1
169. 229. 3. 91 Lhited Sates |147.237.77.234|hal ag.idf.il Illegal Byte Qode Character in Mthod B ock 1
169. 229. 3. 91 Lhited Sates |147.237.77. 176 |nat pash. i df . i | Distributed Unknown HTTP Request Met hod B ock 1
213.211.241. 42 |Ger many 147.237.77.216|dover.idf .i Lhaut hori zed URL Access to wwidf.il/daily B ock 1
194. 114. 146. 227|I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/main/ B ock 1
79.177.145.2 I srael 147.237.77.216|dover.idf.il Unhaut hori zed URL Access to www idf.il/1038-he/0 Bl ock 1
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