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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 20596
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 9207
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 7168
192.115.83.5 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 202
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP-M SG- S owl ori s- DO5- Var 1 dest - r eset 121
46.117.78. 159 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 102
5. 102. 198. 58 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 101
180. 160. 115. 173 Chi na 147.237.76. 39 nobi | e.nei tav.idf.il|Bl ock Wdp All Nets drop 13
183. 36. 65. 153 Chi na 147.237.76. 39 nobi | e.neitav.idf.il|B ock Udp All Nets drop 6
140. 250. 2. 136 Chi na 147.237.76. 39 nobi | e.neitav.idf.il|B ock Udp All Nets drop 6
111. 36. 3. 238 Chi na 147.237.76. 39 nobi | e.neitav.idf.il|B ock Udp All Nets drop 4
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3
113. 14. 4. 120 Chi na 147.237.76. 39 nobi | e.neitav.idf.il|B ock Udp Al _Nets drop 3

81. 218. 65. 210 | srael 147.237.72. 166 aka.idf.il B ock_Up Al _Nets drop 3
1.80.115. 164 Chi na 147.237.76. 39 nobi | e.neitav.idf.il|B ock Udp All Nets drop 3
183. 141. 22. 226 Chi na 147. 237.76. 39 nobi | e.nei tav.idf.il|Bl ock Udp Al Nets drop 2
111. 40. 27. 97 Chi na 147.237.76. 39 nobi | e.neitav.idf.il|B ock Udp All Nets drop 2
79.176. 124. 194 | srael 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 2

59. 57. 245. 40 Chi na 147.237.76. 39 nobi | e.nei tav.idf.il|B ock_ Udp Al _Nets drop 2

71. 6. 165. 200 Lhited Sates 147.237. 76. 202 e.halag.idf.il B ock_Up Al _Nets drop 1
71.6.167. 142 Lhited Sates 147.237. 76. 202 e halag.idf.il B ock Wp Al Nets drop 1
180. 109. 32. 165 Chi na 147.237.76. 39 nobi | e.neitav.idf.il|B ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Count
98.19.222. 133 Lhited Sates 147. 237. 76. 86 navy.idf.il [6134 HITP. SQ Injection Variabl e Declaration Evasion Bl ock 16
92. 249. 104. 63 kr ai ne 147.237.72.166 |aka.idf.il| [22280: HITP. Joomha Qject Injection Wi nerability B ock

98. 19. 222. 133 Lhited Sates 147.237.76. 86 navy. i df.il [5670: HITP. SQL Injection (SELECT) Bl ock

82. 165. 24. 123 Ger many 147. 237.76. 86 navy.idf.il [6134 HITP. SQ Injection Variabl e Declaration Evasion B ock
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

|Signature

98.19.222. 133 147.237.76. 86 Lhited Sates navy. i df .i | SQ Injection - Select From 23
82. 165. 24. 123 147.237.76. 86 Ger many navy.idf.il SQ Injection - Select From 5
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il |Tehila - Perl LW with fake user agent 3
66. 249. 78. 254 147.237. 72. 166 Lhited Sates akaidf.il ET SCAN NVAP -sA (2) 2
132.74.7. 49 147.237.77.216 I srael dover.idf.il |portscan: TCP Distributed Portscan 1
79.183. 141. 92 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
37.26. 147. 206 147.237.77. 216 I srael dover.idf.il |portscan: TCP D stributed Portscan 1
213.57.248. 33 147.237.77.216 I srael dover.idf.il |portscan: TCP Distributed Portscan 1
185. 34. 0. 141 147. 237. 0. 200 Ger many nau. i df il ET SCAN NVAP -sS w ndow 1024 1
109. 66. 1. 123 147.237.77.216 I srael dover.idf.il |portscan: TCP D stributed Portscan 1
85. 250. 216. 11 147.237.72. 166 I srael aka.idf.il portscan: TGP DO stributed Portscan 1
80. 179. 118. 203 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address Atacker

‘ Target Address
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Signature
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Sreamng Engine: TCP Invalid

Inval id segnent retransnission.

Ret r ansm ssi on

Packet dropped.

84. 95. 208. 20 I srael 147.237. 76. 200 |ei tan. aka. i df .i | Ret r ansmi ssi on Packet  dr opped. drop 108
Sreaming Engine: TCP Invalid i i ssi
46.19.86.119  |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i | 9 =g nvalid segnent retransmssi on. drop 36
Ret r ansn ssi on Packet dr opped.
79.181.226. 136 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 35
37.46. 39. 216 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 34
Sreaming Engine: TGP Invalid i i ssi
2.55.163.142  |Israel 147.237.77. 243 |nobile. i of . 9 =g Invalid segnent retransmssion. drop 33
Ret ransnm ssi on Packet dropped.
. . SYNretransmt wth different .
176.13.18.195 |[Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 25
Sreaming Engine: TGP Invalid i i ssi
46. 19. 85. 89 I'sr ael 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. drop 24
Ret ransnm ssi on Packet dropped.
107.167.104.59 |Wited Sates |147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 19
Sreaming Engine: TCP Invalid i i ssi
95.35.77.241  |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 18
Ret r ansn ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
66.249. 78.146 |United Sates [147.237.72. 166 |aka idf.il Stream g Engine P Invalid invalid segnent retransnission drop 12
Ret ransm ssi on Packet dropped.
62.219. 194. 115 |l srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or 12
Sreanming Engine: TCP Invalid i i Ssi
46.19. 86. 71 I'sr ael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 12
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
176.13.21. 242 |Israel 147. 237.77. 243 |nubi l e.i df .i 9 =g nvalid segnent retransmssi on. drop 9
Ret ransnm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi
84.95.208.20  |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 9
Ret ransm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
109. 253. 144. 84 |Israel 147. 237.77. 243 |nubi l e.i df .i 9 =g nvalid segnent retransmssi on. drop 9
Ret ransnm ssi on Packet dropped.
80. 246. 137. 214 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or
139. 162. 216. 112|Whited Sates |147.237. 77. 216 |dover.idf.i| drop First packet isn't SIN drop
188. 120. 154. 187|l srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d AGK nunber noni t or
109. 253, 145. 60 |Israel 147.237.77. 233 |atal .i .| Bad TCP sequence Sretransmt wth i fferent monitor |7
w ndow scal e
80. 246. 137. 214 |l srael 147.237.72. 166 |aka.i df.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect
46. 19. 85. 69 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d AGK nunber alert
192.118.30. 102 [Israel 147.237.72. 166 |aka.i df i Bad TCP sequence SINCAGK retransmt with different |oovor |6
w ndow scal e
46. 19. 85. 13 I srael 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber noni t or
185.32.179.49 |Israel 147. 237. 72. 156 |anan. i df . i SYN At tack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 69 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
Sreaming Engine: TCP Invalid i i ssi
72.82.254.23  |Wited Sates |147.237.77. 243 |nobil e.idf il 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
80. 246. 137. 214 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence noni t or 6
192. 118. 30. 102 |Israel 147.237.77. 234 |hal ag.idf.il SYN Attack SYN -> SYN ACK -> Ti meout alert 6
192.118. 30. 102 |l srael 147.237.77. 234 |hal ag.idf i1 SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 6
192. 118. 30. 102 |Israel 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout alert 6
80. 246. 137. 214 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber alert 6
192.118.30. 102 [Israel 147.237.77. 234 |l ag.idf.i1  |Bad TOP sequence SINCACK retransmt with different | oyitor o
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
46.19. 85. 52 I'srael 147.237.0.34  |tikshuv.idf.il 9 =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
84.94.114.160 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 6
Ret ransn ssi on Packet dropped.
37.26. 148. 142 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
192. 118. 30. 102 |Israel 147.237.72. 166 |aka.i df.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 6
46. 19. 85. 13 I srael 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber alert 6
46. 19. 85. 89 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber alert 5
46. 19. 85. 89 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d AGK nunber noni t or 5
37.46.39. 216 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber alert 5
46. 19. 85. 89 I srael 147.237.77. 234 |hal ag.idf .i | Bad TCP sequence Invalid ACGK nunber noni t or 4
Sreamng Engine: TCP Invalid i i ssi
87.69.247.34  |Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g nvalid segnent retransmssi on. drop 4
Ret r ansn ssi on Packet dr opped.
Streamng Engine: TCP Invalid Invalid segnent retransnission
126. 175. 37. 197 |Japan 147.237.76. 200 |ei tan. aka.i df .i | > ' droj 4
Ret ransm ssi on Packet dropped. P
80. 246. 137. 214 |l srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 4
82.81.101.124 | srael 147.237.76.42 |refuahicf.il  [Bad TCP sequence SN retransmt wih different monitor |4
w ndow scal e
. . SYNVACK retransmt wth different .
80. 246. 137. 214 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence wi ndow scal e noni t or 4
46. 19. 85. 89 I srael 147.237.77. 234 |hal ag.idf. il Bad TCP sequence I'nval i d AGK nunber alert 4
Sreamng Engine: TCP Invalid i i ssi
2.55.14. 26 I'srael 147. 237. 72. 166 |aka. i of . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
66.249. 93. 184  |Eur ope 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
84.95.208.20 | srael 147.237.0.34  |tikshuv.idf.il 9 =g Invalid segnent retransmssion. drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Action ‘Count
84. 95. 208. 20 | srael 147.237.77.216|dover. i df .i | Mil tiple Unaut hori zed URL Access from 84. 95. 208. 20 B ock 124
46. 19. 85. 49 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 97
2.53.162. 252 I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 54
46.19. 85. 14 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 52
2.53.57.137 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 42
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 30
2.53.175. 137 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 23
84. 95. 208. 20 I srael 147. 237.77. 226 }MAIM{ chamat z. aka.id Mil tiple Unaut horized URL Access from 84.95. 208. 20 B ock 20
84. 95. 208. 20 I srael 147.237.77. 216 |dover . i df . i | D stributed PHP A tenpt B ock 12
46. 19. 85. 97 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 12
46. 19. 85. 89 I srael 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock 8
84. 95. 208. 20 I 'srael 147.237.77. 226 }AM:A" chamat z. aka. i d PHP Attenpt B ock 8
31.154.19.5 I srael 147.237.77. 216 |dover . i df . i | Mil ti pl e Wnaut hori zed URL Access from 31.154.19.5 B ock 7
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 6
84. 95. 208. 20 I srael 147.237.76.200(ei tan. aka. i df . i | Mil tiple Unauthorized UR. Access from 84.95. 208. 20 B ock 5
176.13.7. 201 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 4
109. 253. 131. 112]I srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 3
37.26.147.157 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il PHP At t enpt B ock 3
37.26.148.185 |[Israel 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 3
2.55.163. 142 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
2.53.41.73 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
81.218.70.243 | srael 147.237.77.74 |lawidf.il m;;gﬂt;dlw?%lﬁfgngl fAccess on B ock 3
109. 253. 192. 184|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
176.13.21.242 |israel 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock 3
84. 95. 208. 20 I srael 147.237.76.86 |[navy.idf.il Ml tiple Unaut hori zed URL Access from 84.95. 208. 20 B ock 2
72.82.254. 23 LUhited Sates |147.237.77.243|nobile.idf.il Uhaut hori zed LRL Access to nobile.idf.il/nekudot/i ndex Bl ock 2
109. 253. 144. 84 |l srael 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock 2
46. 19. 86. 109 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 2
84. 95. 208. 20 I srael 147.237.77. 176 |nat pash. i df . i | Mil ti pl e Unaut horized URL Access from 84.95. 208. 20 B ock 2
185.3.147. 181 |Israel 147.237.72. 166 [aka.i df . i | Unaut hor i zed Method HEAD for waw aka. i df.il/ mai n/ gi yus/ B ock 1
141. 212.122. 161|lLhited Sates |147.237.77.226 ¥\MIM|I chanat z. aka. i d Unaut hori zed URL Access to 147.237.77. 226/ B ock 1
46. 19. 85. 213 I srael 147.237.77. 216 |dover . i df . i | O stributed Aonormal |y Long Request B ock 1
212.199. 244. 112|I srael 147.237.72. 166 |aka. i df . i | eknoun Parareter S—ac\ﬂwﬁcﬁjzmgp; et o, 25 None 1
194.28.115.230 |Netherlands |147.237.77.235|sviva.idf.il Lhaut hori zed URL Access to v hagnas. atal . idf.il/hnapl/ B ock 1
176.13. 1. 248 I srael 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to navy. i df.il/1340-he/ navi . aspx B ock 1
82. 80. 80. 33 I srael 147.237.77. 216 |dover . i df . i | SSL Wntraceabl e Gonnection - Qpen Mde None 1
66. 249. 69. 32 I srael 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to 147.237.77.216/ scriptresource.axd  |B ock 1
110. 89. 60. 108  |Chi na 147.237.77. 176 |mat pash. i df . i | D stributed Unaut hori zed HTTP Met hod B ock 1
46.19. 85. 51 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1135-he/ atal . aspx  |Bl ock 1
212.199. 198. 113l srael 147.237.77. 216 |dover. i df . i | Distributed Uhauthorized URL Access on waw idf.il/error. htm B ock 1
84. 95. 208. 20 I srael 147.237.76.86 [navy.idf.il PHP Attenpt Bl ock 1
192. 116. 94. 110 |l srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237. 76. 31/ 894- he/ nakhal . aspx  |Bl ock 1
149.88.195.82 |l srael 147.237.72. 166 |aka. i df . i | 3;; ;L;L:tdiéiwi;.t :f;;czﬁsr /W hod for Known LRL on Bl ock 1
79.183.222.21 | srael 147.237.72.166 |aka. i df . i | m”;(“;iﬁr_?wtn;r nf;;g?ﬁgﬁ?gficgzf;;fcphsamar$Ct' 09 in None 1
46.19. 85. 213 I srael 147.237.77. 216 |dover.i df . i | Distributed Ml formed UR B ock 1
212.235.62.200 |[Israel 147.237.77. 216 |dover.idf .il D stributed Unaut hori zed HTTP Met hod B ock 1
207.46.13. 94 Lhited Sates |147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to www navy.idf.i|/yohal an/ mai n/ mai n. asp [Bl ock 1
84. 95. 208. 20 I srael 147.237.0.34 |tikshuv.idf.il Mil ti pl e Unauthorized URL Access from 84. 95. 208. 20 B ock 1
66.249.75.118 [Israel 147.237.77. 216 |dover.idf .il Ml tipl e Unaut horized URL Access from 66. 249. 75. 118 B ock 1
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