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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
0.0.0.0 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 8746
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 6666
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HTTP- POST- Segnent ed- DoS dest - r eset 2818
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il HTTP-M SG- Sl owl ori s- DOS- Var 1 dest - r eset 45
59. 57. 245. 40 Chi na 147.237.76. 39 nobi | e.neitav.idf.il|B ock Udp All Nets drop 8
60.173. 56. 71 Chi na 147.237.76. 39 nobi | e.neitav.idf.il|B ock Udp All _Nets drop 6

81. 218. 65. 210 | srael 147.237. 72. 166 aka.idf.il B ock_UWp Al _Nets drop 3
178.57.124. 52 Russi an Federati on 147.237.76. 39 nobi | e.nei tav.idf.il|Bl ock Wdp All Nets drop 2

46. 19. 86. 48 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
118. 125. 89. 119 Chi na 147. 237.76. 39 nobi | e.nei tav.idf.il|Bl ock Udp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry  [Target Address |Site |S gnature Devi ce Action |Oount |

91.219.122. 4 Pol and 147.237.77.176 |nmat pash.idf.il |6134 HITP. SQ Injection Variabl e Decl aration Evasion Bl ock 4
98. 19. 222. 133 Lhited Sates 147. 237. 76. 86 navy.idf.il 6134: HITP. SQ Injection Variabl e Decl arati on Bvasion B ock 4
74.63. 228. 226 Lhited Sates 147.237.77.233 |atal .idf.il 6134: HITP. SQ Injection Variabl e Decl arati on Evasion Bl ock 3
98.19. 222. 133 Lhited Sates 147. 237.76. 86 navy.idf.il 5670: HITP. SQ Injection (SELECT) B ock 3
195. 74. 38. 14 Sweden 147.237.77. 74 lawidf.il 5670. HTTP. SQ Injection (SALECT) B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Gountry |Signature

98.19. 222. 133 147.237.76. 86 Lhited Sates navy.idf.il A Injection - Select From 26
91.219.122. 4 147.237.77. 176 Pol and mat pash. i df .i | QA Injection - Select From 8
195. 74. 38. 14 147.237.77. 74 Sweden lawidf.il A Injection - Select From 6
74. 63. 228. 226 147.237.77. 233 Lhited Sates atal.idf.il SQ Injection - Select From 4
134.191.232.71 147.237.77.216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
82. 166. 206. 2 147.237.77. 216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
46.117. 164. 92 147.237.72. 166 I srael aka idf.il portscan: TCP D stributed Portscan 1
23. 96. 109. 87 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sS w ndow 4096 1
176.13. 22. 4 147.237.77. 216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
162. 192. 204. 41 147.237.77.216 Lhited Sates dover . idf.il portscan: TCP D stributed Portscan 1
151.11.201. 3 147.237.77. 233 Italy atal .idf.il ET SCAN NVAP -f -sS 1
109. 253. 192. 144 147.237.77. 216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
79. 180. 109. 3 147.237.77.216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
66. 249. 78. 254 147.237.72. 166 Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 1
220. 249. 194. 151 147.237.76. 38 Chi na e.e.neitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
31.210. 187. 134 147.237.77.216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
13.92. 178. 142 147. 237. 72. 167 Lhited Sates i shuri maka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
176. 13. 12. 140 147.237.77.216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
151.11.201. 3 147.237.77. 233 Italy atal .idf.il ET SCAN NVAP -sS w ndow 2048 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
reanmn ine: TCP Invali i i ssi
66.249.78.146 |Wited Sates [147.237.72. 166 |aka.idf.il Streamng Engi ne: TCP alid invalid segnent retransnission, drop 33
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
84.95.208.20  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. drop 30
Ret r ansni ssi on Packet dropped.
192. 114. 105. 254 |l srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 18
5.22.135. 160 I srael 147.237.77. 234 |hal ag.i df il Bad TCP sequence Inval i d ACK nunber noni t or 18
Sreaming Engine: TGP Invalid i i ssi
2.53.4.8 I'sr ael 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. dr op 15
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
37.142.68.16  |Israel 147. 237. 76. 200 |ei tan. aka. i of .| 9 =9 Invalid segnent retransmssion. drop 14
Ret r ansni ssi on Packet dropped.
2.55.165. 129 I srael 147.237. 72. 156 |anan.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 13
reanmn ine: TCP Invali i i ssi
176.13.21. 242 |israel 147.237.77. 243 |rbi e i1 | €AM NG Engine: TP Invalid - invalid segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dropped.
o SWNretransmit wth different .
176.13.18.195 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence i ndow scal e noni t or 11
162. 243.118. 199|hited Sates |147.237. 77. 216 |dover.idf.il drop First packet isn't SWN drop 11
Sreaning Engine: TCP Invalid i i ssi
46.19.86.35  |Israel 147.237.77. 176 |t pash. i df . i | 9 =9 Invalid segnent retransnission drop 9
Ret r ansni ssi on Packet dropped.
183. 15. 4. 185 Chi na 147.237.77. 176 |nat pash.i df .i | drop First packet isn't SN drop 9
213.14.44.2 Tur key 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
85. 130. 176. 153 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
85. 130. 176. 153 |l srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
213.14.44.2 Tur key 147.237.77. 176 |nat pash.i df .i | drop First packet isn't SN drop 6
85.130. 176. 153 |l srael 147.237.76.86 |navy.idf.il drop First packet isn't SYN drop 6
reaming BEngine: TCP Invali i i ssi
109. 253. 216. 233|I srael 147. 237.72. 167 | shurimaka i of || S2M NG Engine: TP Invalid —invalid segnent retransissi on. drop 6
Ret r ansmi ssi on Packet dropped.
52.29.223. 39 Ger many 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
80. 178. 159. 148 |l srael 147.237. 72. 156 |anan.i df .il dr op Frst packet isn't SYN drop
Sreanming Engine: TCP Invalid i i sSi
109. 65. 201. 253 | srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
80. 74. 105. 107 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
46. 19. 85. 75 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 50 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid ACK nunber aert 6
46. 19. 85. 75 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreanming Engine: TQP Invalid i i ssi
84.95.208.20  |israel 147.237.0.34 |tikshuv.idf.il 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
46. 19. 85. 50 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaming Engine: TGP Invalid i i ssi
192.117.105.2 |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmission. drop 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
84.110. 183. 205 |I srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 75 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 5
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
2.55.184. 111 | srael 147.237.72. 167 |i shuri maka.i of . i [dr op First packet isn't SYN drop 5
46. 19. 85. 75 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Invalid ACK nunber alert 5
79.176.56. 72 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
46. 19. 85. 50 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
Sreaming Engine: TGP Invalid i i ssi
37.142.201. 160 |Israel 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segment retransmssion. drop 4
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.182.29.211 | srael 147. 237. 76. 200 |ei tan. aka. i of .| 9 =9 Invalid segnent retransmssion. drop 4
Ret r ansni ssi on Packet dropped.
46. 19. 85. 50 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Invalid ACK nunber alert 4
Sreanming Engine: TCP Invalid i i sSi
2.53. 36. 48 I srael 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
80.178.145.95 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi
176.13.19.75  |Israel 147.237.77. 243 |nobi l e i df .1 9 =g Invalid segnent retransmssion. dr op 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
149.78.47.240 |wited Sates |147.237.72. 166 |aka idf. il 9 =9 Invalid segnent retransmission drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi
2.53.155.234  |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19. 85. 42 I srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =9 Invalid segnent retransnission. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi
62.219.209.70 |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 64. 214. 220 | srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransnission. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi
2.53. 1,137 I'srael 147.237.77. 243 |nobi l e i df .1 9 =g Invalid segnent retransmssion. dr op 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
37.26.146.233 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransnission. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi
79.183. 176. 159 |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
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Streaning Engine: TCP Invalid Inval i d segnent retransnission.

66.249.93.184 |Europe 147.237.72. 166 |aka. i df .i | ..
i Ret ransm ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site dgnature Acti on ‘Count
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized URL Access from 84. 95, 208. 20 Bl ock 42
109. 253. 133. 158|l sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 36
2.53.4.8 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 17
176.13.13.135 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 5
84. 95. 208. 20 I srael 147.237.77. 226 V\:A:W chamat z. aka. i df Mil tipl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock 5
2.53.175. 137 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 4
84. 95. 208. 20 I srael 147.237.77.234|hal ag. i df . i | Mil tipl e Unauthorized URL Access from 84.95. 208. 20 Bl ock 4
176.13.21.242 |Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 3
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi .idf.il Mil tipl e Unaut hori zed URL Access from 84. 95, 208. 20 Bl ock 3
84. 95. 208. 20 I srael 147.237.76.86 |navy.idf.il Mil tipl e Unauthorized URL Access from 84.95. 208. 20 Bl ock 3
46.117.157.81 |Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 46. 117. 157. 81 B ock 3
84. 95. 208. 20 I srael 147.237.0.34 |tikshuv.idf.il Mil tipl e Unauthorized URL Access from 84. 95, 208. 20 B ock 2
176.13.12.13 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
84. 95. 208. 20 I srael 147. 237.77. 226 V\:’\:N chamat z. aka. i df PHP Attenpt B ock 2
109.226.45.55 |Israel 147.237.77. 176 |nat pash. i df . i | m ;;;::ﬁ%ﬂ?‘;;?ggfsfage/m}iﬁfj;f 42'2‘9.1. o B ock 2
40.77.167. 54 Lhited Sates |147.237.77.216|dover.idf.il D stributed ULhaut hori zed URL Access on wa i df.il/error. htm B ock 2
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Mil tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 2
79.182.43.124 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hor i zed Method HEAD for www aka. i df.il/main/ sachar/ Bl ock 2
36.79.196. 19 I ndonesi a 147.237.77. 216 |dover.idf .l PHP At t enpt B ock 2
66.249.75.118 |[Israel 147.237.77. 216 |dover.i df . il Mil tipl e Unauthorized URL Access from 66. 249. 75. 118 B ock 2
36.79.196. 19 I ndonesi a 147.237.77.216|dover.idf . il Lhaut hori zed URL Access to ww i df.il/xnmrpc. php Bl ock 2
66.249.78.234 |israel 147.237.72. 166 |aka. i df . i | i;t ;ist;f'tg_’ 1&3“;}";} ;e:u;geﬁ‘e’f;s_saggx B ock 1
134.191.232. 71 |Israel 147.237.77.216|dover.idf . il Dstributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 1
46. 19. 85. 83 I srael 147.237.76.31 |nakchal .idf.il Dstributed I11egal HITP \ersion B ock 1
84. 95. 208. 20 I srael 147.237.77.234|hal ag.i df . i | PHP Att enpt B ock 1
84. 95. 208. 20 I srael 147.237.77.74 |lawidf.il PHP Attenpt B ock 1
5. 39. 222. 159 Net her | ands 147.237.0. 17 ;T]il’le- kosher -kravi . id Unaut hori zed URL Access to 147.237.0.17/rom0 Bl ock 1
192.117.105.2  [Israel 147.237.77.74 |lawidf il mﬂt:vtrl' dﬁf’?lmgpgsc/efsh‘;?nfoceme” e B ock 1
82.81.101.124 [Israel 147.237.76.42 |refuah.idf.il o ted hautorized ﬁaﬁc‘;zzi on Bl ock 1
109. 253, 211. 2261 srael 147. 237.77. 243 |nobi | e. i df . i | Lhauthor zed /t:egpgf;tzm O oo/l st chi | cdocurent </ 1362 Bl ock 1
46.117.157.81 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka.idf.il/sip storage/files/9/ |B ock 1
37.9.122.203 :3:::30” 147.237.77. 216 |dover. i df .i | Unaut hori zed URL Access to ww idf.il/1283-16364- B ock 1
2.53.4.8 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
183.15.4.185  [China 147.237.77. 176 |nat pash. i df . i | Mil tipl e Unaut hori zed URL Access from 183. 15. 4. 185 B ock
68.180.231. 43 |United Sates  |147.237.77. 216|dover. i df .i | Paraneler Type Mo ation fg;’:“mi n Bl ock 1
141.212.122. 161|nited Sates |147.237.0.19 [madimatal .idf.il Unaut hori zed URL Access to 147.237.0. 19/ Bl ock 1
46. 19. 85. 83 I srael 147.237.76.31 |nakchal .idf.il Distributed Ml fornmed URL B ock 1
93. 160. 60. 22 Denmar k 147.237.77. 216 |dover.i df.i | Unaut hori zed URL Access to waw i df.il/newsitelenglish Bl ock 1
84. 95. 208. 20 I srael 147.237.77.216|dover.i df . il Dstributed PHP Attenpt B ock 1
31.154.19.5 I srael 147.237.77. 216 |dover.idf.il Ml tipl e Unaut horized URL Access from31.154.19.5 B ock 1
207. 46. 13. 39 Lhited Sates |147.237.0.34 |tikshuv.idf.il Uhaut hori zed LR. Access to tikshuv.idf.il/site/links. aspx B ock 1
110. 89. 60. 108  |Chi na 147.237.77. 216 |dover. i df . i | Unaut hori zed HTTP Met hod Bl ock 1
62.210.254.52  |France 147.237. 72. 166 |aka. i df . i | m”;’k“:izfaf ?I"/e;;rn/"gi“;ju‘g/ Lgptcha_ st None 1
38.111.147.88 |lhited Sates [147.237.77.216|dover.idf .il Uhaut hori zed URL Access to wawidf.il/894-he Bl ock 1
84.195.208. 20 | srael 147.237.77. 226 V\:A:N chamatz.aka. 1l muiﬂg:’niatzze.dalt‘:_i (;ofccﬁslst (:n(:)l at es/ honepage/ di v. i tem Bl ock !
2.53.156. 76 I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Bite Qode Character in LR Bl ock 1
183.15.4.185  [China 147.237.77. 176 |nat pash. i df . | mu:;gg;t..zizc: e O i ul </ headir - Bl ock 1
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | PHP Attenpt B ock 1
79.181.19.90 | sr ael 147.237.72. 166 [aka. i df . i | Vmu;l::ri Id?(.eidl /'\':raa;ihn(;c;i 333 gj\:shefriri cat i onser vi ce. asnx/ get aut huser B ock !
157.55.39.219 |uited Sates [147.237.72.166|aka.idf .il Uhaut hori zed LRL Access to waw aka.idf.il/g/yus B ock 1
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